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U.S. 'Info Ops' Programs Dubious, Costly

By Tom Vanden Brook and Ray Locker, USA TODAY, 29 Feb 2012

WASHINGTON – As the Pentagon has sought to sell wars in Iraq and Afghanistan to often-hostile populations there, it has spent hundreds of millions of dollars on poorly tracked marketing and propaganda campaigns that military leaders like to call "information operations," the modern equivalent of psychological warfare.

From 2005 to 2009, such spending rose from $9 million to $580 million a year mostly in Iraq and Afghanistan, Pentagon and congressional records show. Last year, spending dropped to $202 million as the Iraq War wrapped up. A USA TODAY investigation, based on dozens of interviews and a series of internal military reports, shows that Pentagon officials have little proof the programs work and they won't make public where the money goes. In Iraq alone, more than $173 million was paid to what were identified only as "miscellaneous foreign contractors."

"What we do as I.O. is almost gimmicky," says Army Col. Paul Yingling, who served three tours in Iraq between 2003 and 2009, including as an information operations specialist. "Doing posters, fliers or radio ads. These things are unserious."

Indeed, information operations are no panacea in crises such as the current showdown in Afghanistan after revelations that U.S. forces burned copies of the Quran, the Islamic holy book. NATO and Afghan forces have had little success in calming the country after a week of riots, attacks on U.S. and NATO forces and even a suicide car bombing.

The Pentagon's counterinsurgency manual — the guide to U.S. military policy in Afghanistan — urges commanders to "aggressively use" information operations to win over local populations and to "admit mistakes (or actions perceived as mistakes) quickly."

President Obama has apologized to Afghan President Hamid Karzai, and Gen. Martin Dempsey, chairman of the Joint Chiefs of Staff, has called the Quran burning a mistake. While the riots have subsided, it's unclear whether even the best information operations program could have stopped the growing rage over this incident.

As to whether the hundreds of millions of dollars spent in Afghanistan and Iraq have been worth the U.S. investment, the USA TODAY investigation found:


• The Pentagon's top information operations contractor in Afghanistan, California-based Leonie Industries, was started in 2004 by a brother-and-sister pair with no apparent experience working with the military. Camille Chidiac and Rema Dupont have more than $4 million in liens on their homes and property for failure to pay federal income taxes. Leonie Industries has Army contracts that could surpass $130 million; the Army has already paid them more than $90 million.


• Contractors like Leonie plant unattributed broadcasts, plaster the countryside in war zones with billboards, stage concerts and drop leaflets with the intent of bending the will of civilians and combatants to U.S. aims. Contracts show that the companies often measure the effects of the propaganda they produce, essentially grading their own work, although the military reviews the metrics.


• In Afghanistan, the Pentagon continues to create at least 11 hours a day of what it calls "unattributed" radio and television programming. Information operators seek to tell Afghans who their real enemies are, why Taliban propaganda was wrong, what the Afghan government is accomplishing, how non-governmental organizations are helping them, and why they should serve in the security forces. Whether that's all worthwhile is open to debate.

Karl Eikenberry, the former U.S. ambassador to Afghanistan and a retired Army three-star general who led forces there, wrote the State Department in July 2009 to say that information operations campaigns that "focus predominantly on negative enemy operations may be counterproductive" because they emphasize the Taliban's success, scare the Afghan people and show that the Afghan government can't protect them.

In response to questions from USA TODAY, a senior Pentagon official acknowledged there have been abuses involving the program. "There has been such a desperate need to address communications vacuums that sometimes there has not been the proper coordination between thinking ahead what the mission is and the money that you apply to it," said the official familiar with the program who insisted on remaining anonymous to speak candidly.

Information operations have borne fruit in the months prior to the Quran incident, says Rear Adm. Hal Pittman who recently completed a tour in Afghanistan overseeing them. He pointed to surveys showing 90% of Afghans view their Army positively and 80% approve of national police.

"That's kind of the best measure of the effectiveness of whether or not these communication programs that we have in place are able to move the needle, so to speak," Pittman says.

There is little way for anyone without a secret or top secret security clearance to know how well the programs are working in places such as Afghanistan. A Pentagon inspector general report on information operations produced last March is classified.

Leonie Industries

From the beginning of the Pentagon's information operations programs, military leaders have called for a dedicated career force specializing in that work. That need was detailed in a November 2005 Pentagon directive. By January 2011, little had happened, and then-Defense secretary Robert Gates repeated that desire in another military-wide memorandum.

"In their communications with me, Combatant Commanders continue to stress the lack of adequately trained I.O. personnel," Gates wrote. "It is imperative to recruit, train, educate and properly track these individuals in order to provide the best possible resources to the war-fighter."

Untested was a fair description of Camille Chidiac, who's now 37, and Rema Dupont, now 46, when they started Leonie Industries in August 2004. Chidiac worked as an assistant director on a series of low-budget, direct-to-video movies, while his sister Dupont had been in the advertising business. Chidiac and Dupont declined requests for interviews, instead delegating a lawyer and spokesmen to answer questions from USA TODAY.

Dupont and Chidiac's first known military work came as part of a team of subcontractors working for SYColeman, a Virginia-based company running the Iraqi adviser task force (IQATF), which recruited local Iraqis and exiles to help spread pro-U.S. and coalition messages among the Iraqi public and share information with the military, according to Dupont and documents filed in two federal lawsuits.

By 2006, Chidiac and Dupont had each bought homes worth more than $2 million on the west side of Los Angeles. They also fell behind on their federal income taxes, according to IRS and California real estate records. By early 2011, liens for more than $4 million in unpaid federal taxes had been placed on both of their homes.

Both Chidiac and Dupont, through spokesmen, said they were in the process of repaying their back taxes and that their failure to pay their federal taxes for 2004, 2005 and 2006 stemmed from the difficulties surrounding the startup of a new business and payment problems involving their business partners.

Their failure to pay taxes shows the lack of accountability in Pentagon contracting, said Rep. John Tierney of Massachusetts, the ranking Democrat on the National Security oversight subcommittee, on Tuesday. "This must be fully investigated," he said, adding that "families and businesses are too pressed at home to … have contracts rewarded to tax dodgers."

The Army, which has granted Leonie at least $120 million in contracts in recent years, has both chided and praised the company for its work. Its employees have received commendations from the Army, and an Army contracting officer has given the company overall good grades, according to documents.

However, the Army also has had problems with Leonie Industries in Afghanistan. The company did not pay for heat for its Afghan employees or provide for their medical care in the cold and increasingly dangerous war zone. Army records obtained through the federal Freedom of Information Act reveal that the Army threatened to drop Leonie's contract unless it fixed the problems, which the company eventually did.

"This failure to pay local Afghan vendors puts the mission and your employees at risk," Barbara Voss, an Army contracting officer wrote Leonie officials on Nov. 25, 2009.

Leonie responded, and the government was satisfied. Since then, Voss has filed reports saying Leonie Industries' "performance and product is (sic) highly valued by the customer," according a July 2011 assessment.

More money, more scrutiny

The Army defines information operations to include psychological operations, deception, protecting vital data, electronic warfare, and computer network defense and attack. Over the past four years, the military has spent an average of $96 million annually for information operations in Afghanistan. Overall, spending peaked in 2009 at $580 million, dropped to $355 million in 2011 and $202 million in 2012, Pentagon data show.

Psychological operations, rebranded Military Information Support Operations in 2010, have accounted for the bulk of the spending increases since 2005, according to the Pentagon. It has also attracted congressional scrutiny.

In the federal spending bill for 2012 passed in December, Congress told the Pentagon it needed to detail the various information operations program it had and how much money it wanted to spend on them. That's been a problem for the Pentagon from the beginning.

"The Department can not currently identify what is spent on I.O. or even on specific core capabilities," said the Pentagon's October 2003 Information Operations Roadmap.

Authorized by then-Defense secretary Donald Rumsfeld, the plan was meant to guide the military's far-flung set of information operations programs across the globe. But an analysis of Pentagon spending shows that hasn't happened.

Money for the programs comes from a series of difficult-to-track accounts and goes to contractors whose identities are shielded from the U.S. public and who are known to only a small group of Pentagon insiders.

For example, the Pentagon used 172 different "contract vehicles" to provide information operations in Iraq between 2006 and 2008, according to a report by the Defense Department's inspector general in September 2009. The total spent was $270 million. One payment of $34.5 million in September 2008 was for a strategic media campaign. No documents could be found to show where the money was spent, who spent it and whether it accomplished the military's objectives.

Military officials acknowledge that spending has grown — "exponentially" for some information operations — at times without adequate oversight, though they maintain that has changed.

"The reason there has been growth is because the commanders in the field have realized, 'Holy cow, we've got to operate in this space,' " said a second senior Pentagon official who spoke on condition of anonymity. "How do we do translations? How do we do assessments? How do we do polling and focus groups? How do we gauge whether we're being effective or not, and how do we evaluate that? And then use that data to calibrate our continued engagement."

Selling virtues instead of products

Information operations work like most giant marketing campaigns, as they use a combination of radio and TV broadcasts, leaflets, newspapers and entertainment to drive home their message. Instead of selling soap or cereal, information operators are selling Iraqi or Afghan citizens on the virtues of their governments, the need to report roadside bombs or how to switch sides from the insurgency to the government.

U.S. military and government reports obtained by WikiLeaks show that information operations campaigns often work in coordination with intelligence operations. After improvised explosive device (IED) explosions or sniper attacks, reports show, information operators would flood an area with anti-insurgent messages while intelligence operatives would fan into neighborhoods to gather information.

After an attack on a military convoy in Iraq in April 2009, Iraqis were told by information operators that "the true enemies of your nation are the criminals that continue to attack the brave security forces and soldiers protecting you and your families," a military report obtained via WikiLeaks shows. The message also asked citizens to call a tip line to report "any information that can lead to the arrest and conviction of these criminals."

In Afghanistan, information operations campaigns are often used to bolster local officials, who are viewed with suspicion by many Afghans because of their ties to corruption. A Feb. 10, 2010, cable from then-ambassador Eikenberry recounted a meeting between State Department and military officials with Abdul Raziq, an Afghan border police official.

Raziq, Eikenberry wrote, said he wanted to improve conditions on the Afghan-Pakistani border in Kandahar province and fight corruption. Coalition officials proposed a campaign including local radio spots, billboards and "if credible, the longer-term encouragement of stories in the international media on the 'reform' of Raziq, the so-called 'Master of Spin.' "

Retired rear admiral Greg Smith, who oversaw all communications programs in Afghanistan from 2009 to 2011 and prior to that in Iraq, says commanders have the resources they need to "put out product, real time," either on their own or through a contractor. They then pay Afghan media outlets to deliver the message, he says.

In 2011, Pittman succeeded Smith and acknowledged that linking changes in behavior to a specific radio, TV or leaflet campaign has been difficult. But it has improved in the past seven months, he says. Contractors poll 13,000 Afghans from across the country every three months, and military officials analyze the results, he says.

"It's still difficult because communications is not cause and effect," Pittman says. "Considering that a tremendous amount of developmental work has been done to create measures of effectiveness that actually measure the efforts and can show an impact through polling."

Contract documents for at least a dozen information operations programs reviewed by USA TODAY show that the successful performance of a contract is measured more by output than effectiveness.

"How many messages were produced, how many leaflets were distributed?" Yingling says. "Those are variables that we can turn up and down with money. But that doesn't measure anything in the host-nation culture."

If the government does try to see whether a campaign actually works, military contract records show, it usually relies on the contractor to review itself, which is an inherent conflict of interest.

Yingling learned as a battalion commander in Iraq that the most effective information operations is identifying key community leaders and convincing them that they and the United States have shared interests. He cites Col. H.R. McMaster's work in 2005 taming Tal Afar, the northern Iraqi city that served as an early example of an effective counterinsurgency strategy.

"We're paying a lot of money to contractors to plant or get stories into the news, or influence local broadcasts," Yingling says. "Is that how critical decision makers (among the Iraqi or Afghan populations) are making their decisions? No."

Hiding the messenger

Although hundreds of millions of U.S. taxpayer dollars have been spent on information operations, the hand of the United States is rarely apparent. And that's how the Pentagon wants it.

In Afghanistan, the military is "cranking out over 1,000 hours of TV and radio programming each quarter in both attributed and unattributed fashion," according to an April newsletter published by the command in Kabul. "Unattributed — meaning that some of our message can't be traced to the coalition, hence no preconceived prejudices resonate with the populace."

J.P. Morgan, the senior information operations adviser, wrote that the military also sponsored "many billboards across Afghanistan as well as posters" and "The Psyop Radio Network."

"The honest truth is that because we are outsiders and not Muslim, we have a lower believability and credibility rating than people within the Afghan government or Afghans," Pittman says. If possible, he says, the military prefers to send messages through Afghans or non-governmental organizations that work in Afghanistan.

Beyond leaflets and radio and TV shows, the military also pays for concerts to welcome home Afghan security forces from deployments, says Mike Holmes, a former Army information operations officer who helped plan the performances. The military picked performers who would sing nationalist themes to help build morale.

"We didn't lie," Holmes says. "We didn't say it was an Afghan production. But we didn't play it up as the brainchild of a couple of Americans sitting in an office somewhere."

Smith says the military generally produces the scripts for messages and manages the operation, but contractors produce the finished radio or television spots.

He estimates that 70% of the spots are broadcast on radio, 25% on television and the rest in print. While the messages come from the U.S. military, the voices that deliver them do not, Smith says.

"All of the voices, if you will, are local voices," he says. "There was never, as I recall, anything other than a local voice, somebody who people knew. They're hearing somebody they know and trust."
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Conference Expects Slow Transition to Laser Weapons 

By Matthew Peach, optics.org, 07 Mar 2012 

The Directed Energy Systems Conference 2012, which took place in Munich at the end of February, heard that although lasers and other sources of electromagnetic radiation have many diagnostic purposes in defense and security applications, it is likely to be at least 10 to 20 years before such sources are widely deployed in actual weapons.

The two-day meeting at the Hotel Vierjahreszeiten Kempinski, Munich, organized by IQPC, had revised its name from last year’s Directed Energy Weapons conference, although the event was still clearly aimed at the defense and security sectors. Key presenters were current or recent senior military figures from US and European armed forces interspersed with scientists from research institutes focused on defense applications.

Discussion panel sparks interest

The highlight of the conference was the discussion panel on day one, which initially considered the question “how can directed energy systems be moved from the academic drawing board to an operational reality”, but which soon digressed into a more general discussion with the 60-70-strong body of delegates .

The panel was led by Rear Admiral Massimo Annati (retired), who is Deputy Director, European Working Group on Non-Lethal Weapons, and who was also the chairman of all of the talks over the two days. Other panelists were Colonel Joseph Skaja, Chief of Electronic Warfare, Information Operations and Directed Energy Division, US Air Force; Fabian Ochsner, Vice President at Rheinmetall Air Defense; and Dr Michael Von Salisch, Senior Scientist, Special Laser Applications, at the French-German Research Institute Saint Louis.

Key topics that the panel team considered included: bridging the technical divide; power requirements and processing; achievement of operational durability; increasing capabilities to meet operational demands; and overcoming the public and private negativity on the use of directed energy systems. 

Questions and answers

Following is an edited transcript of questions from the chairman and delegates to the panel.

Massimo Annati: Do you think that directed energy weapons have direct and clear superiority [over conventional weapons] today?

Michael Von Salisch: Nowadays directed energy weapons don’t have superiority compared with kinetic systems because the acceptance of DE systems in the user group [the military] is quite small. If you consider that we have had kinetic weapons for 500 years and laser weapons for 10-15 years, I think that the soldier himself is not that impressed because the programs of development are strongly delayed compared to the planning. The soldier wants a reliable, easy-to-handle, clear to understand system that has the reliability of a normal M16 rifle, or whatever, therefore the superiority is on the kinetic side.

Fabian Ochsner: My presentation will dwell quite a lot on this question and it will conclude with that the statement that I do not feel that in the end it will be a race between kinetic weapons and directed energy weapons but it will be both [working] together.

Basically, I am coming to this question from the ground-based air defense side. We started of with guns - ground-based artillery – kinetic weapons – then there was the development of surface to air missiles and the latter did not completely displace the gun-based air defenses. In fact due to the development of today’s threats, the two weapons together are the strongest mix we have today.

Looking to the future, I am fairly convinced it is not an issue of laser weapons replacing the traditional weapons, in the end it’s going to be the two or three effects that will be available together to ground based air defenders to use in the best possible way. There won’t be a replacement of what we have today but there will be an augmentation of what we have today.

Joseph Skaja: One of the problems that the directed energy community is that the impression that the community gave the users [military] was that there would be a superior technical advantage with DE weapons probably before the technology was ready to deliver that advantage. That has probably set us back – as far as acceptance in the military community is concerned. 

On the potential superior advantage, I think that directed energy weapons have the ability to be superior – in time. I think the initial versions of DE weapons will be similar in capability to kinetic weapons but that eventually they have that potential to be superior.

My superiors in the USAF Air Combat Command [when considering hardware developments] have eight key indicators that they watch on a regular basis. One of those is the possibility of game-changing capabilities of directed energy systems and I believe that such weapons do have the potential to be a game changer in the way we prosecute warfare objectives.

Massimo Anatti: For some centuries there were firearms and swords, arrows, spears. The firearms required centuries to remove the edge and cutting weapons. Probably not in terms of centuries, given the speed of change today ,but probably some tens of years will be required for directed energy weapon to fill the place of kinetic and other firearms. Considering the question of whether this is happening today or tomorrow, the directed energy technology is not yet mature.

Diagnostics or destruction?

optics.org: Will directed energy systems continue to be primarily used for diagnostic purposes rather than as direct energy to destroy an enemy’s resources?

Joseph Skaja: I don’t believe that directed energy weapons will replace the kinetic weapons but I think they will augment and may take a higher percentage of usage. As we talked about historic weapons and the large changes that they have made to warfare, look at the weapons that have done that.

They have either changed the ability to put more capacity into the fighting space or they gave a little bit more range. Weapons I think of are the long pike in antiquity; the machine gun that could put out more bullets per trigger pull, and the laser-guided weapons, which now take just one weapon to kill a target versus a hundred general-purpose bombs. Those things that increase the capability of that single weapon and give it more precision and more direct attack effects that you desire, that’s what’s going to change warfare.

I believe that the power and capability of high-power microwaves or laser weapons will give that next leap in capability but it will take a while. We have to start off with some basic usages of those directed energy weapons and then move forward into the realm of the possible, to the larger weapons.

Fabian Ochsner: Of course one of the issues here is that we’re saying that laser weapons are weapons of the future and always will be, which has been triggered by a long string of promises that were not kept. There have been a number of programs, I remember from the past 20 years, with people standing at such conferences [as this] claiming that within the next two years we would field a laser weapon.

Lasers have been here for a long time for various roles – but to use it really as a high-energy weapon – as an effector – that is probably still, as of today, quite some time away. So still for people working in the field, there are a lot of open issues persist; some of them are pure technology – how do I form this beam; what can I do with it; how can I bring the energy where I want to.

Once these issues are solved, then you get to the next systematic level. You have to be able to integrate this weapon into an overall system and then to control it as well. Then there is the whole issue of collateral damage – how to use this weapon in the various missions, and consider the rules of engagement. That is not something that is easy to resolve once you start to fire 100kW of laser into the air.

I think that due to the technology that is out today and the way forward, there is a true possibility that in the next 10-15 years some of the technology will come along that places effects from a high-energy laser into the battlefield. 

Michael Von Salisch: When I started working at ISL, just after completing my PhD, I attended my first conference at which there were some representatives from industry. They showed us a tank that should replace a normal tank and instead of gun it would have an adaptive optics that directed a CO2 laser to the target on the battlefield.

That’s now 25 years ago, and if I remember it right, I still haven’t seen anything like it on the battlefield – or even on the testing ground – comparable to that vision. And I think that’s one of the biggest problems that the laser has in the military area of applications, because there are a lot of things promised that are said to be ready to implement, easy to handle, but as a result nothing arrives on the market that holds these promises.

That‘s the great difference between the military use as a directed energy weapon and the real usage of these lasers as diagnostic applications.

I can say that the proof has been done for the diagnostic applications; I think there’s no problem in the military community to accept lasers, lidars, and so on to use as a diagnostic tool to do something to detect a perceived threat and to diagnose that there’s something in the surroundings. But there still remains the problem for the systems developers of needing to prove 100% competence for directed energy as a weapon in itself.”

Other topics presented included:

An introduction to the directed energy enabling policy presented by Colonel Joseph Skaja. The US Air Force Air Combat Command is responsible for the combat enablement of the directed energy systems projects currently in development across the US Air Force.

Skaja’s talk introduced the role and work of the ACC, he examined the group’s work in liaising with other DES Air Force development agencies, and gave some details on the “Directed Energy Enabling Concept”, the first step on the road to creating tactics, techniques, and procedures for directed energy systems.

Special Solid-State Lasers for Protection of Airborne Platforms by Jamming and Damage was presented by Michael Von Salisch, Senior Scientist, Special Laser Applications, at the French German Research Institute Saint Louis, set up in 1958 with the aim of Franco-German cooperation to provide research, scientific study and pre-development in the field of armaments.

Von Salisch considered the types of threat that could be countered by “jamming and damage” lasers. He then made a comparison of so-called “classical” military lasers with smaller scale solid-state lasers and their potential adaptation to airborne platforms for operational use. He also discussed different concepts of solid-state laser in the 2 micron range for jamming and damage, which were being investigated at ISL.

Fellow ISL researcher Dr. Ruediger Schmitt, a Senior Scientist in Laser Applications made a presentation entitled Progress in analyzing the physics of Laser Interaction in military and homeland security applications. This considered technical issues such as: linear and non-linear energy coupling; analyzing countermeasures against optronic components and suggested likely laser effects on munitions.

The Boeing Mk 38 Tactical Laser System was described by Mike Rinn, Vice President and Program Manager, Directed Energy Systems at Boeing. Rinn considered that “the use of high-energy lasers on naval platforms has been one of the major research and development focuses of the military and industry partnerships focusing on directed energy system development”.

Rinn gave an overview of project so far, including difficulties encountered surrounding platform integration, overcoming heat and power generation, and the project was building on initial test results, suggesting applications for future projects.

A laser gun to close capability gaps in ground-based air defense (GBAD) was the title of the presentation by Col. Fabian Ochsner, Vice President, Marketing and Product Management at Rheinmetall Air Defence. Ochsner looked at GBAD´s requirements for a high energy “laser shooter” and how they could be integrated in such systems, he considered the question of rules of engagement – which was a common theme and question in many of the conference events, and concluded with a roadmap of the Rheinmetall anti-aircraft laser under development. Ochsner was supported by co-presenter Alexander Graf, Deputy Department manager at the company
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US Army Warns About The Risks Of Geotagging

By Lisa Vaas, nakedsecurity, March 14, 2012 | 1466607 

In 2007, a fleet of US Army helicopters flew into a base in Iraq. Soldiers took pictures on the flight and then uploaded them to the internet. 

Based on the automatic geotagging applied to photos by almost every smartphone on the market, the enemy determined the exact location of the helicopters inside the compound and launched a mortar attack that destroyed four AH-64 Apaches. 

With geotagging growing ubiquitous, soldiers are being asked to ponder this question: "Is a badge on Foursquare worth your life?"

The question was posed by Brittany Brown, social media manager of the Online and Social Media Division at the Office of the Chief of Public Affairs, and included in a release put out last week to warn soldiers of the security risks of geotagging. 

Beyond smartphones' built-in photo geotagging, location-based social media applications and platforms are rife: Foursquare, Gowalla, SCVNGR, Shopkick, Loopt and Whrrl are examples of GPS-enabled technology that are typically found in phones and that publish users' location in exchange for rewards such as discounts, badges or points to encourage frequent check-ins.

And Steve Warren, deputy G2 for the Maneuver Center of Excellence, or MCoE, pointed out that uploading smartphone pictures to Facebook is another example of how a service member can inadvertently broadcast the exact location of their unit. 

As reported by the BBC, the British Army has banned the use of mobile phones in operational zones such as Afghanistan and cautions soldiers against taking pictures on smartphones under any circumstances.

But the US Army also warned against anyone using geotagging, not just soldiers, saying it really does expose anyone who uses it.

One example is Facebook's new Timeline feature, which includes a map tab of all the locations a user has tagged. Such a wealth of information, freely available to anybody tagged as a "friend" on Facebook, basically represents a Dummies Guide to Stalking. 

Here's how the risks of Timeline were described by Staff Sgt. Dale Sweetnam, of the Online and Social Media Division:

Some [Facebook users] have hundreds of "friends" they may never have actually met in person. By looking at someone's map tab on Facebook, you can see everywhere they've tagged a location. You can see the restaurants they frequent, the gym they go to everyday, even the street they live on if they're tagging photos of their home. Honestly, it's pretty scary how much an acquaintance that becomes a Facebook "friend" can find out about your routines and habits if you're always tagging location to your posts.

Bear in mind that most geotagging-enabled applications allow users to limit who can see their check-ins to friends or friends of friends. That's a security feature that's wise to take advantage of. 

Here are the Army's rules of thumb for both enlisted personnel and for civilians when it comes to staying geo-safe: 

Don't friend someone if you haven't met them in person. "Make sure you're careful about who you let into your social media circle," Sweetnam said. 

Even if there's nothing classified about an individual's location, a series of locations posted online over the course of a month can create a pattern that criminals can use.

Disable the geotagging feature on your phone.

Check your security settings to see who you're sharing check-ins with. MCoE OPSEC officer Kent Grosshans noted that if somebody knows that your spouse is deployed, for example, they'll also know that 1) your spouse isn't home and 2) where your house is.

As Officer Grosshans noted, the same applies to safety for children. Do you really want the entire world to know where your child goes to school? 

His advice: 

Be conscious of what information you're putting out there. Don't share information with strangers. Once it's out there, it's out there. There's no pulling it back.
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The 2006 “Divorce” of US Army Reserve and Active Component Psychological Operations Units – A Re-Examination

By Alfred H. Paddock, Jr., Small Wars Journal, Mar 2 2012

On November 14, 2006, Deputy Secretary of Defense Gordon England signed a memorandum that reassigned US Army reserve component civil affairs (CA) and psychological operations (PSYOP) units from the US Special Operations Command (USSOCOM) to the US Joint Forces Command (JFCOM).  These units were further assigned to the US Army Reserve Command (USARC).  As will be shown, this “divorce,” as it became known, enhanced PSYOP support of special operations forces (SOF), but diminished the employment of this capability for conventional forces.

I will examine in this essay how and why the original divorce took place, which may be of some relevance in view of current discussions within DOD concerning possible reversal of that decision.  Toward that end, over a 20-month period I collected a substantial number of documents and conducted interviews of personnel–active component (AC) and reserve component (RC)–as well as retired individuals in both categories.  Quite a few requested non-attribution of their comments.

To begin the story, some historical context is in order.  In 1984 a presidential order directed the Secretary of Defense to rebuild military psychological operations capabilities.  The result was a PSYOP Master Plan approved by Secretary of Defense Casper Weinberger in mid-1985.  Representatives from all of the services participated in the planning.  As Deputy Undersecretary of Defense for Policy, retired Army General Richard Stilwell was a primary force in the creation of the master plan; indeed, he personally wrote important portions of the document.

The plan specified over 200 remedial actions to be implemented.  Several themes emerged, the two most controversial of which were the organizational separation of PSYOP from special operations at all levels, and the creation of a joint psychological operations center.  (This decision later included civil affairs.)

The authors of the 1985 Master Plan believed that, in general, the subordination of psychological operations to special operations detracted from recognition of the overall applicability of PSYOP in times of peace, crisis, and war.  They also believed that psychological operations were sufficiently important to warrant the creation of a joint center dedicated to the long-term development of this unique capability.

General Jim Lindsay, USA, first commander of the United States Special Operations Command (USSOCOM), lobbied to overturn Secretary Weinberger’s decision on separation of PSYOP from special operations, as did the Army and joint staffs.  The loss of all AC and RC civil affairs and psychological operations units–a sizeable slice of the force structure–would have made it more difficult to justify a four-star command USSOCOM at MacDill Air Force Base in Florida, and a three-star US Army Special Operations Command (USASOC) at Fort Bragg, North Carolina.

They were successful.  On October 20, 1987, Secretary Weinberger reversed his decision and assigned Army and Air Force active and reserve component psychological operations and civil affairs units to USSOCOM.  To be sure, there were two major arguments for inclusion of PSYOP and CA in USSOCOM:  these units would have a four-star sponsor, and they would benefit from participation in a special operations financial program.  Curiously, however, these units were not officially designated as special operations forces until March 3, 1993, in a memo signed by Secretary of Defense Les Aspin.

The process that led to Deputy Secretary England’s 2006 decision began with a series of seven “snowflakes,” or notes, to senior DOD officials from Secretary of Defense Donald Rumsfeld during the period January 2004 to March 2005.  These notes principally questioned whether or not civil affairs should be in SOF.  Only one of Rumsfeld’s notes, on January 20, 2004, specifically addressed PSYOP:  “If we weren’t doing PSYOP today, if we just thought of it, who would get the mission and why?”

Nevertheless, PSYOP became part of the discussion on the issue.  In a letter to General Richard Meyers, Chairman of the Joint Chiefs of Staff, on March 30, 2004, General Bryan “Doug” Brown, Commander, USSOCOM, stated that he was “convinced that all PSYOP functions should remain under USSOCOM.”  As we shall see, later he was to change his mind.

Shortly thereafter, however, on April 29, 2004, Lieutenant General Phillip Kensinger, Commander, United States Army Special Operations Command, (USASOC), requested assistance from the Army Vice Chief of Staff, General Richard Cody, on analyzing his “Way Ahead” concept to separate reserve component CA and PSYOP units from SOF.  As a result, the Department of Army G3, Major General Morris, directed formation of a study effort–a “Tiger Team”–to analyze Lieutenant General Kensinger’s proposal, stating that the team’s final recommendation “may or may not support the initial USASOC concept.”

The Tiger Team included representatives from several headquarters, to include USSOCOM and USASOC.  At its initial meeting on June 9, 2004, the team decided that its mission was “to determine the assignment of CA and PSYOP forces that best supports Army operations and, ultimately, provides the best possible support to the nation.”  It analyzed three concepts, one of which mirrored LTG Kensinger’s plan to separate reserve component CA and PSYOP units from SOF.  The other two would assign all PSYOP and CA units to Forces Command (FORSCOM), or leave all PSYOP and CA units assigned to USASOC–often called the “all out” or “all in” options.

Jack Braham, a retired Army PSYOP officer assigned to USASOC as a Department of Army civilian employee, was a member of the Tiger Team.  He remembers the group’s attitude at the outset: “Although we believed the fix was in, we did a righteous review of various courses of action and recommended that the status quo be maintained for unity of effort and control.  Our general thinking was why fix something that was not broken.”  In other words, the team believed that it was expected to rubber-stamp Lieutenant General Kensinger’s concept to separate reserve component PSYOP and CA forces from USASOC.  That did not happen.

The Tiger Team briefed General Cody of its findings on August 26, 2004.  Of the three courses of action, the team “determined civil affairs and psychological operations forces could best support the Army by remaining under the Army Special Operations Command” –the “all in” option.  As a team member remembers, Cody “had a spittoon across the room and when anyone said something he didn’t like–such as moving CA/PSYOP out of Special Operations–he shot a load across to the spittoon.  The Vice believed that CA/PSYOP actually gave Special Operations their biggest bang for the buck.”

General Cody approved the team’s finding and sent a memo to Lieutenant General Kensinger on August 20, 2004, concurring with the team’s recommendation.  Shortly thereafter, on August 31, 2004, USSOCOM headquarters sent an email to the JCS J3 also concurring with the team’s finding.  Then, on September 4, 2004, General Richard Myers, Chairman, Joint Chiefs of Staff, sent a memo to Secretary Rumsfeld, stating that “The Army has completed its study of the issue.  VCSA was briefed on August 26, 2004, and approved a recommendation that all CA and PSYOP units remain assigned to US Army Special Operations Command (USASOC).”  Finally, on October 1, 2004, USASOC staff members briefed General Brown on the team’s conclusions.

Undeterred by the Tiger Team’s findings, on December 29, 2004, Lieutenant General Kensinger briefed General Brown on his concept that all of the US Army Civil Affairs and PSYOP Command (USACAPOC), minus the active component 4th PSYOP Group and the active component 96th CA Battalion, be reassigned from USASOC to the Army.     

Over the next 11 months, USASOC continued to build support for its plan, but there were dissidents.  For example, Colonel “JR” Richardson joined USSOCOM headquarters in July 2004.  As General Brown’s senior USAR advisor, he expressed misgivings about Kensinger’s plan on a number of occasions.  During a conference at USASOC headquarters at Fort Bragg, NC, he remembers being summoned to Kensinger’s office.  The general’s own reserve advisor was present.  Kensinger said that he was upset with Richardson’s interference in the process of gaining approval for his plan.  Richardson told him that he was General Brown’s reserve advisor and “was here at his direction and that I had been tasked with keeping this thing under control.”

Kensinger complained that he spent one-third of his time on RC issues, to which Richardson replied that one-third of his force was in the RC, and that the US Army Civil Affairs and PSYOP Command, which reported to USASOC, should be shouldering much of the burden for him.  Kensinger was particularly concerned with the amount of time that USASOC spent on mobilizing and demobilizing Army reserve personnel for active duty overseas assignments.  He was unhappy about having to build an ad hoc organization to accomplish these requirements.  Richardson agreed that this was a major commitment, but that the 1st Army was principally responsible for mobilizing and demobilizing RC forces. 

At this point, according to Richardson, Kensinger “completely lost his military bearing,” shouting at Richardson that he “didn’t know anything about the reserves,” that he was just as ignorant as his own reserve advisor, and “threw both of us out of his office.”  Afterward, the general’s aide told Richardson that “he’d never seen the general so angry.”  Somewhat tongue-in-cheek, Richardson told me, “And here I thought the whole thing had gone well.”

Another officer who attempted to influence the process was Colonel Jack Summe, who became the director of the USSOCOM J-39 Division in September 2005 after having left command of the 4th PSYOP Group at Fort Bragg, NC.  The J-39 Division was responsible for overseeing PSYOP matters from a joint perspective.  Sometime in early November 2005 the RC members of his staff alerted him on the issue, indicating that J-39 had not been included in the staffing process.  Soon thereafter, General Brown held an “all hands” meeting in the auditorium. When he opened the floor to questions, Summe asked if there was an action underway to separate the AC and RC PSYOP forces.  General Brown stated that he was in the process of looking at it and that if Colonel Summe wanted to make any impact on the decision he needed to work it very quickly.

In subsequent discussions with USASOC staff members, Summe soon learned that “they were very concerned that J-39 at USSOCOM was sticking its nose in where it didn’t belong.”  In one discussion with a colonel at USASOC, the latter indicated that “Lieutenant General Kensinger wanted the split to happen and that we were out of our lane and we were to lay off.”  Summe’s response was that he had to give his best advice to the Commander, USSOCOM, and that he thought the split would cause a critical gap in overall support to the Combatant Commander in war as well as the potential for the development of conflicting PSYOP messages in a theater.  

There is a certain irony here in that almost 20 years after having been successful in retaining AC and RC PSYOP forces, in 2006 USSOCOM and USASOC divested itself of the latter.  They were no longer needed.  Indeed, they had become an administrative burden.  A major rationale for doing so was that the RC 2d and 7th PSYOP groups would support conventional forces, while the AC 4th PSYOP Group could concentrate on support of special operations forces.

The reality, though, was that AC and RC units were–and still are–designed to be mutually supporting.  Predominately tactical RC PSYOP groups and battalions were to be paired with the predominately AC regional battalions, which provided language and cultural expertise.  Additionally, the 4th PSYOP Group provided dissemination capabilities that the RC PSYOP groups did not possess.  In any event, the USSOCOM Director, Center for Special Operations, Lieutenant General Dailey, asked Summe in early November 2005 to prepare a briefing that would state his concerns about the split.  Colonel Summe prepared the briefing slides and gave them to Dailey, who recommended to General Brown that he not support separating AC and RC PSYOP units.  By then, however, Summe believed that General Brown had made up his mind to endorse Lieutenant General Kensinger’s plan.

All of this culminated in a meeting on November 22, 2005, during which Lieutenant General Kensinger briefed the Army Chief of Staff (CSA), General Peter Schoomaker, and Commander, USSOCOM, on his proposal to transfer RC CA and PSYOP units to Forces Command (FORSCOM), to be further assigned to the US Army Reserve Command (USARC).  Additional attendees were the Chief of Army Reserve (CAR), Commander, USACAPOC, and Army G3.  The group agreed that AC CA and PSYOP would remain under USASOC and RC CA and PSYOP would be moved under the USARC.  The US Army JFK Special Warfare Center and School, a subordinate organization to USASOC, would retain CA and PSYOP branch proponency.  AC CA and PSYOP units would remain SOF, and RC CA and PSYOP units would become conventional forces.  This was the key meeting that led to Deputy Secretary of Defense England’s decision memo a year later.

Secretary of Defense Donald Rumsfeld’s predilections had to be taken into account on this decision.  General Brown, the USSOCOM commander, felt the Secretary had a much better appreciation for the direct action (“DA”) forces in SOF over USSOCOM’s other capabilities, which included CA and PSYOP units.  He believed that the Secretary “wanted us oriented on DA and wanted to relieve us of everything else.”  In this case, one way to reduce the focus on other than DA translated into the realignment of RC PSYOP and CA forces from SOF to the Army, thus leaving AC PSYOP and CA units to focus on supporting special operations. 

As Lieutenant General Kensinger’s immediate superior, General Brown’s views on the issue were quite important.  When I asked Brown why he changed the position stated in his March 30, 2004, letter to General Myers, he said that he supported the USASOC plan because it aligned RC PSYOP and CA with conventional units in the Force Generation Cycle.  Also, USSOCOM and USASOC kept proponency for CA and PSYOP, including doctrine, combat development, and institutional training.  He believed that the USASOC plan would insure that RC PSYOP and CA units were trained, equipped and deployed on the same schedule as their AC counterparts.  General Brown also thought that the principals came to the November 22, 2005, meeting in agreement to support LTG Kensinger’s proposed plan that would best support the Army, thus little or no discussion of alternative courses of action took place.  Rather, he remembers “the how to do it was worrisome as we had a lot of moving parts in these units already,” thus that was the focus of their meeting.  

Major General “Buz” Altshuler, who headed up the US Army Civil Affairs and Psychological Operations Command, had a different perspective.  As a subordinate organization to USASOC, it was difficult for him to take a position at the November 22, 2005, meeting different from that of his commander.  Nonetheless, Altshuler thought that the divorce was a “huge blunder,” and decried “the folly of the whole adventure.”  He believed that there was very little interest at all levels in what USACAPOC had to say about this subject.  USASOC insisted that all correspondence verbal or otherwise that went outside the Command would go through the USASOC commander or staff, even though, as Altshuler recounted, “there was no credible CA, PSYOP, or Army Reserve expertise anywhere in that headquarters.”  Thus, according to Altshuler, “A lot of what was said and done was without consultation with CAPOC or USARC.  It was a very constrained environment.”

Altshuler described Kensinger as a commander “bedeviled by the regulations and policies of mobilizing RC personnel,” which he believed worked against him, thus he wanted CAPOC out from underneath USASOC.  Kensinger believed that the low readiness figures of RC units adversely affected the overall readiness of USASOC.  As an indicator of Kinsinger’s attitude toward reservists, according to Altshuler, is that in three years he made only two visits to reserve units: “He wouldn’t go to bat for them.”

This leads us to the intangibles, the morale factor.  Almost unanimous among the RC PSYOP personnel with whom I corresponded is the belief that they were relegated to a second-class citizen status as a result of the divorce, despite their major contributions during the conflicts in Iraq and Afghanistan.  As one RC officer described the problem, “The split of command has severely lessened the esprit and sense of cooperation among community members.”  Similarly, an AC officer told me, “I think that the split was a mistake and that as a community we would be better off under the same command.”  Still another active component PSYOP officer stated, “General coordination between the Groups has diminished and a sense of collective identity has eroded.”

In 1998 the Army created the Psychological Operations Regiment, which should have been an important vehicle for bringing AC and RC personnel closer together as a community–to improve a “sense of collective identity.”  In fact, separation undermined that goal.  As one young RC PSYOP officer observed concerning the regimental concept: “That is an AC thing.”

A diluted regimental concept also illustrates the problems inherent in command relationships as a result of the divorce.  Prior to 2006, all AC and RC PSYOP units had a relatively simple chain of command: USACAPOC–USASOC–USSOCOM.  After 2006, however, the AC 4th PSYOP Group reported through USASOC to USSOCOM, while the RC 7th and 2d PSYOP Groups reported through USACAPOC to a more numerous and complex cast of headquarters.  The disadvantages of this change become particularly apparent when AC and RC units are deployed in the same theater of operations but have different psychological operations campaigns and messages, thus undermining the need for centralized planning and decentralized execution.  The principle of unity of command is endangered.

Another example of the problems associated with the lack of a unified command is proponency.  Deputy Secretary of Defense England’s May 3, 2006, memo stated that USSOCOM would retain proponency for civil affairs and psychological operations, “including doctrine, combat development, and institutional training.”  In practice, this means that the Commander, US Army John F. Kennedy Special Warfare Center and School (SWCS), who reports to the Commander, USASOC, has responsibility for these important activities for RC PSYOP.  The logic, however, of separating RC units from USSOCOM while USSOCOM retains proponency is strained.     

It should be remembered that the principal customers for psychological operations forces since World War II have been conventional forces.  Until the recent past, the AC 4th PSYOP Group dedicated 95 percent of its support to these units, as did the RC PSYOP groups.  That was a major reason the SECDEF’s PSYOP Master Plan in 1985 directed the separation of all PSYOP forces from SOF–a decision the Commander, USSOCOM was successful in getting overturned in 1987.  The 2006 decision has reversed this support ratio for the 4th in favor of SOF, thus diminishing the ability of RC forces to support conventional forces.

This action undermined a conscious decision made by the psychological operations community years earlier to integrate the force fully through the mutual support of AC and RC units.  This mutually supporting concept is critical to understanding the proper employment of psychological operations.  That such a key aspect could have been overlooked or considered unimportant by senior decision makers is puzzling.

USASOC’s recent creation of a Military Information Support Command (MISC) at Fort Bragg, NC, has only exacerbated the problem.  Three (of six) regional battalions have been moved from the 4th PSYOP Group–now the 4th Military Information Support Group (MISG)–to create an additional active component MISG (the 8th).  In addition, a provisional MISC headquarters has been formed to supervise the 4th and 8th MISGs.  The primary mission of both MISGs remains support of SOF, but their operational concept includes a “bridging” responsibility to conventional forces until RC PSYOP units can be mobilized to assume the mission.

This, however, again presents the dilemma of how best to provide military information operations support (MISO) to conventional forces.  If active component MISO units provide initial entry capabilities to conventional forces, then hand these off (“bridging”) to predominately tactical RC psychological operations forces, who then provides the cultural capabilities that currently reside in the AC regional MISO battalions, as well as enhanced dissemination capabilities?  Not the AC regional battalions with this expertise and equipment–they will be engaged in supporting SOF.

When I posed this question to a USSOCOM staff officer with long experience in PSYOP during early discussions of this new command, he admitted that it was a valid concern, but that the Army would have to “build out” the necessary capabilities in the RC for support of conventional forces.  In other words, “The Army” would have to create regional and dissemination units in the RC like those in the active component.  In a fiscally constrained environment, this redundancy is unlikely.

I see no realistic alternative to retaining the concept of mutual support between AC and RC PSYOP units to provide some level of support to conventional forces.  Restoring RC PSYOP units under SOF will facilitate this, but would also result in less support to SOF than envisaged by the operational concept for USASOC’s new MISC.  In the interest of serving both the Army and SOF, some compromises are necessary.  A “remarriage” of AC and RC PSYOP forces is overdue.
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Cyber Snoopers Target NATO Commander in Facebook Attack

By Phil Muncaster, The Register,12th March 2012

NATO’s most senior military official has come under a concerted cyber attack from hackers believed to be operating from the People’s Republic of China.

The Observer reported on Sunday that cyber fiends had targeted Supreme Allied Commander Europe (SACEUR) Admiral James Stavridis by opening fake Facebook accounts in his name in an attempt to trick colleagues, friends and family into giving away his personal secrets on the social network.

Social engineering via platforms such as Facebook can be one of the early stages of an advanced persistent threat (APT), the latest buzz word on the information security scene and a technique commonly linked to cyber spies operating from China.

As such, the attackers may have been looking for information they could use to guess Stavridis’ email or other log-in credentials which they could subsequently use to infiltrate NATO systems and steal sensitive military information.

NATO confirmed to the paper that Stavridis had been targeted several times in the same way over the past two years, with Facebook co-operating in taking down the offending fake SACEUR pages.

Although NATO itself said it wasn’t clear who was responsible for the cyber snooping attempt, the Observer spoke to “security sources” who had no hesitation in blaming China.

"The most senior people in Nato were warned about this kind of activity. The belief is that China is behind this," one of them is quoted as saying. One possible reason why the hackers decided to use Facebook as its initial attack vector is that Stavridis is an avid social media user and, unusually considering his senior position, is pretty vocal on Facebook.

In October, for example, he announced the end of NATO operations in Libya via his Facebook page.

While the attack has some of the hallmarks of a state-sponsored espionage attempt, it does appear somewhat less sophisticated than some of the APT-style attacks which have come to light in recent years.

These include Operation Aurora, which targeted Google and scores of other western firms, as well as Operation Night Dragon, the series of attacks on global energy firms in 2011.

Despite its protestations of innocence, the People’s Republic has time and again been singled out by officials in the UK and US as one of the main actors in cyber space when it comes to state-sponsored snooping.

Just last week US defence contractor Northrop Grumman released a 136-page report which pointed to China arming its military with information warfare capabilities which could prove a “genuine risk” to US military operations.
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China, U.S. Chase Air-to-Air Cyberweapon

By David A. Fulghum, Aviationweek.com, Mar 9, 2012

The U.S. Air Force is developing network weapons to attack aircraft.

Electronic warfare specialists know the technology is already a double-edged sword, however. The Chinese, a senior service official says, are already working hard on, and in some cases fielding, similar systems to attack high-value aircraft used for early warning, electronic surveillance, command and control, and intelligence.

The Air Force is pursuing “cyber-methods to defeat aircraft,” Gen. Norton Schwartz, the service’s chief of staff, told attendees at the 2012 Credit Suisse and McAleese Associates Defense Programs conference in Washington March 8. But Lt. Gen. Herbert Carlisle, the deputy chief of staff for operations, says the same threat to U.S. aircraft already is “out there.”

Ashton Carter, deputy secretary of defense, is pushing both offensive and defensive network-attack skills and technology. “I’m not remotely satisfied” with the Pentagon’s cyber-capabilities, Carter says.

“The Russians and the Chinese have designed specific electronic warfare platforms to go after all our high-value assets,” Carlisle says. “Electronic attack can be the method of penetrating a system to implant viruses. You’ve got to find a way into the workings of that [target] system, and generally that’s through some sort of emitted signal.”

The Chinese have electronic attack means — both ground-based and aircraft-mounted — specifically designed to attack E-3 AWACS, E-8 Joint Stars and P-8 maritime patrol aircraft, he says. 

Schwartz revealed no other details, but several years ago the service tested the “Suter” system, which used a data stream filled with algorithms to invade an integrated air defense (IAD) system through its antennas. The data-stream, generated by an EC-130 Compass Call electronic-attack aircraft, was able to capture the enemy network’s radar pictures, take over the network as system administrator and tap into dispersed missile launchers through their wireless communication links. Changes to or effects on the output of the enemy IAD system were monitored by an RC-135 Rivet Joint signals-intelligence aircraft.

A fielded version of the system was used by Compass Call aircraft in Iraq and Afghanistan to tap into wireless telephone systems used to control improvised explosive devices. However, the EC-130 is a large, slow aircraft that does not fly at high altitudes, making it vulnerable to anti-aircraft guns and missile fire. So the task has become engineering a network invasion device small enough to fit into a stealthy aircraft — manned or unmanned, strike or reconnaissance — that can penetrate to a useful tactical range to attack enemy electronics and networks.

New U.S. aircraft like the F-22, F-35, EA-18G and F/A-18E/F now carry new, long-range, active electronically scanned array (AESA) radars that are being considered as part of an electronic-attack/network-invasion capability. However, different versions of the AESA arrays are being tailored to better fit the cyber/electronic attack mission. Some will go on unmanned designs like Boeing’s Champ cruise missile, Raytheon’s MALD-J jamming missile and a line of Mk.-82 bomb shapes to carry out the electronic attack role. Other designs will be tailored for the Suter-like, network-invasion task.

Ironically, the AESA arrays that make the new radars and electronic attack systems so formidable in range and power output also are major targets themselves for electronic attack. “From a cyber [attack] standpoint, AESA has introduced new vulnerabilities,” a veteran electronic attack specialist says. “They have a continual wide field of view that can be exploited.”

Such new weaponry would be a boon to the Air Force if it were thrown into a campaign against Syria. “Syria has a much more demanding air defense environment” than Libya, for example, Schwartz says. “We’re watching Syria closely” as well as other places where governments are showing “erratic behavior,” he says.
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BBC Persian Service Suffers Sophisticated Cyber Attack

From Red Orbit, March 15, 2012

British Broadcasting Corporation (BBC) director-general Mark Thompson reported on Wednesday that the site had suffered a sophisticated cyber-attack recently.

Thompson said that hackers attempted to jam the satellite feeds of BBC services into Iran and as well as swamp its London phone lines with automated calls.

He described the coincidence of the attacks as “self-evidently suspicious”, stopping short of blaming Tehran for the attacks.

Last month, Thompson accused Iranian authorities of arresting and threatening the families of BBC journalists to force them to quit the Persian news service.

“It now looks as if those who seek to disrupt or block BBC Persian may be widening their tactics,” he said in a speech.

“There was a day recently when there was a simultaneous attempt to jam two different satellite feeds of BBC Persian into Iran, to disrupt the Service’s London phone-lines by the use of multiple automatic calls, and a sophisticated cyber-attack on the BBC,” he said.

“It is difficult, and may prove impossible, to confirm the source of these attacks, though attempted jamming of BBC services into Iran is nothing new and we regard the coincidence of these different attacks as self-evidently suspicious,” Thompson said in a speech BBC released in advanced.

Thompson said he did not want to give out any more details of the latest incidents, but added that BBC is taking every step to ensure “this vital service continues to reach the people who need it.”

BBC Persian staff provides Farsi-language TV, radio and online services to citizens.

Some parts of BBC were unable to access email and other Internet services on March 1.  BBC said that may have been caused by its systems being overwhelmed by a denial-of-service attack.
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More Satellites Means More SATCOM Gridlock

By Henry Kenyon, Government Computer News, Mar 15, 2012

Government leaders obsess about the possibility of cyber warfare and electronic warfare moving into space and potentially jamming or threatening the military’s vital communications, navigation and imaging assets in orbit. But commercial satellite operators contend that the biggest issue they face isn’t deliberate jamming or hacking attacks, it is unintentional radio interference from other spacecraft and ground stations.

Radio frequency interference in space has been growing, Stewart Sanders, chairman and director of the Space Data Association (SDA), said March 13 during a panel on orbital radio frequency interference issues at the Satellite 2012 conference in Washington. There are a number of reasons for this, and most are not related to intentional jamming, he said. Where it used to take highly advanced nations with highly trained personnel to launch and maintain satellites, technological developments have lowered the entry requirements for space, which has increased the number of players in orbit, he said.

Even in cases of deliberate jamming, such as recent attempts to jam Eutelsat transmissions, this only represented about five percent of all detected interference, he said. From a commercial perspective, the vast majority of interference with satellite communications is created by human error, mostly from misaligned antennas and transmitters.

Space situational awareness is just as important for commercial spacecraft as it is for military ones, Sanders said. Satellites need to be aware of what is happening in the local radio frequency spectrum. One of the SDA’s goals is to create an automated system that will manage the monitoring of radio frequency spectrum in space and to develop machine-to-machine communications techniques to share data and warnings about interference issues, he said.

Radio frequency interference also remains a big problem for the military, said Bill Janosky, director of information assurance at Harris CapRock. Information sharing is critical to resolving these issues. One challenge is keeping the personnel who run military communications systems trained and updated on the latest developments, he said. This is especially important when many of them are deployed in remote areas. The Defense Information Systems Agency is trying to sort out this issue through additional training and awareness of interference issues in satellite communications.

Another area of concern is security. Information assurance standards are necessary to minimize operational risks, Janosky said. To ensure information assurance in satellite communications, commercial and government operators need to focus on three areas: confidentiality, availability and integrity. A review process would also help to identify, mitigate and manage risks for satellite communications operators, he said.

The bulk of radio frequency interference in space is due to the volume of spacecraft operating there, said Bob Potter, president of SAT Corporation. From a cybersecurity perspective, any radio transmitter is a potential target, he said. “Any RF link, no matter what it is, can be compromised,” he said.

Because unique signals and waveforms stand out to anyone trying to intercept or analyze them, the challenge for the DOD is to develop signals that can hide in the crowdby resembling standard transmissions, Potter said.
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Historic Cyber Unit Begins Daily Action

By George I. Seffers, SIGNAL Magazine, March 2012

Personnel from the U.S. Army’s 780th Military Intelligence Brigade—the service’s first-ever cyber brigade—already are assisting in securing the U.S. Defense Department’s networks against cyber attacks, although the brigade will not be fully operational until fiscal year 2015. The unit officially was activated on December 1, but preparation for the group has been in the works for years. 

The brigade has had a contingent in the combat theater for months, reports Col. John Sweet, USA, who is the commander. “We have an expeditionary cyber capability to assist Army units in defense of their networks. We have a team that is forward deployed right now in Afghanistan. They go forward to help the brigade combat team secure their networks,” the colonel explains, adding that the expeditionary cyber capability is mission-oriented so that forward-deployed network security contingents can be tailored to each specific mission, whether supporting a brigade combat team or a division.

The organization’s mission is to conduct signals intelligence and computer network operations. The task includes supporting U.S. forces by enabling a dynamic computer network defense and, when directed, conducting offensive operations. The goal is to ensure U.S. forces can operate freely in the cyber domain while preventing adversaries from doing the same. “We improve security every day in the conduct of our mission, working on the protection of the Department of Defense networks,” Col. Sweet explains. “We have successes every day as far as operations in the domain.”

The unique cyber fighting force adds to the Army’s network operations arsenal and will face what military officials describe as a growing and persistent threat of a network invasion. “It’s a very complex threat—pervasive, evolving, highly intelligent, very adaptive to our countermeasures,” Col. Sweet says. “It ranges from nation-states to non-nation-state actors, criminal elements and individual hackers. Motivations and goals range from the challenge of getting into a network to ideological goals to financial gain, including gathering information and intelligence to support foreign national interests. It’s a wide and varied threat we have to defend against.”

That threat, according to Col. Sweet and other Defense Department officials, includes an average of 250,000 probes per hour on its 15,000 networks and more than 7 million computing devices. “That comes out to about 6 million times a day that someone is trying to get into our networks,” the colonel contends. In addition, cyber threats continue to grow in scope and severity on a daily basis, defense officials warn, with more than 60,000 new malicious software programs or variations identified every day. 

The commander cites the ever-evolving threat as one challenge the new unit faces. “If there’s anything that keeps me awake at night, it’s the technology and how fast our adversaries evolve and the techniques they’re using to try to get into our networks—and keeping up with that amount of information,” he says.

Still in the early stages of growing the unit, he has more mundane worries though, including staffing the brigade, constructing buildings for the personnel, training the work force and retaining the work force once it is trained. “Our work force is a mix of civilian and military, so we’re actively recruiting a civilian work force to come in and work for us,” he states. “You have industry and even other Department of Defense organizations eager to hire soldiers and civilians with cyber skill sets, so it is a tough mission to retain our personnel.” He adds that, so far, the service successfully retains a fair number of its cyber professionals.

Training will include more than 22 weeks of advanced individual schooling in a new military occupational skill (MOS) known as a cryptologic network warfare specialist. The new MOS was approved in January. Soldiers, sailors, airmen and Marines who sign up for the new job skill attend a joint advanced individual training course in Pensacola, Florida. Additionally, soldiers assigned to the new brigade continually receive additional training with the unit to maintain and update their skills. 

Brigade personnel are given the discretion of writing code as new threats arise rather than having to rely on available tools or submit new software to a cumbersome approval process. “Because of the evolution of the threat—how fast technology changes—we need to have that capability to keep up with the threat and to continually update the tools that we’re using to defend our network. It would make it difficult to conduct our mission if we didn’t have the ability to react to what the adversaries are doing,” the colonel states.

The brigade hosts one battalion, the 781st Military Intelligence Battalion and the brigade headquarters at Fort Meade, Maryland, and is building another battalion, the 782nd Military Intelligence Battalion, along with a headquarters company, at Fort Gordon, Georgia. The headquarters company is scheduled for activation in September or October of this year, and the 782nd should be fully established by summer of 2013.

The brigade works closely with other cyber organizations, such as the National Security Agency, Army Cyber Command and U.S. Cyber Command. The unit has an administrative control relationship with the Army’s Intelligence and Security Command (INSCOM), meaning INSCOM provides administrative support such as budgeting. Operational control however is held by Army Cyber Command (ARCYBER), which means Lt. Gen. Rhett Hernandez, USA, who leads the ARCYBER, has the authority to assign missions to the new unit. The ARCYBER brings together the service’s cyber resources under a single command. The Network Enterprise Technology Command/9th Signal Command and 1st Information Operations Command (Land) are subordinate units. Additionally, INSCOM falls under the ARCYBER operational control for network security operations.

Army officials point out that the service’s first cyber brigade was approved and initiated during a time of two wars in the Middle East, other operations around the globe and resource constraints, which indicates how seriously the military takes the cyber threat. At the activation ceremony, Maj. Gen. Mary A. Legere, USA, INSCOM commander, indicated that the activation of an entirely new unit is a military rarity. The brigade will, she says, “… contribute to a complex fight against those who present a clear and present danger to our nation’s security, while providing new and breathtaking capabilities to our Army’s already impressive portfolio of warfighting capabilities.”
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Syria E-Mail Hack Points to New Level Of “Information War”
From Reuters via KippReport, March 18, 2012

Britain’s Guardian newspaper began on Thursday publishing details from the material, which it said members of Syria’s opposition had secretly intercepted between June and February.

They stopped when another unrelated hacking attempt, believed to be by the “Anonymous” hacking group, alerted the authorities to the fact their systems had been compromised.

Details released so far range from evidence of Iranian support for Syria’s crackdown to the spending of thousands of dollars on luxury items by Assad’s wife and details of his iTunes account and Internet video viewing habits.

The Guardian said it had made extensive attempts to authenticate the e-mails and believed that most if not all were genuine.

Obtaining and publishing volumes of hidden data is clearly getting easier — as has already been shown by the Wikileaks release of US State Department cables and Iraqi and Afghan U.S. war logs — as well as the release of internal e-mails of private intelligence and geopolitical publishing company Stratfor.

While most high-profile examples of such data theft so far have been in Western countries, some experts have long suspected that their greatest impact could be in more autocratic states — helping tip the balance of power away from governments.

Cyber warfare in coming years, experts increasingly believe, could be as much about trying to protect or disseminate particularly sensitive pieces of information as about plotting cyber attacks on essential national infrastructure.

“It’s the first time insurgents have gained access to a regime’s high-level communications during an uprising,” says John Bassett, a former senior official at British signals intelligence agency GCHQ and now a senior fellow at the Royal United Services Institute.

“That could possibly be a significant turning point in the development of cyber warfare.”

Some security experts doubt Syria’s fragmented opposition would have had the capacity to access the e-mails without outside help, but others say those in power in Damascus may simply have been careless.

The Syrian opposition say they were given details of the passwords by an internal regime source.

While the publication is unlikely to have any immediate effect on the chaotic and bloody situation on the ground — see story — they are seen broadly undermining Assad’s already faltering legitimacy.

It is a tool that could become increasingly popular.

“Any cause could have a supporter who happens to be a hacker,” says Anthony Dyhouse, a cyber security expert for British defence company QinetiQ. “He or she will be well aware that they can use their skills to support the cause.”

A NEW INTELLIGENCE TACTIC

Psychological and information warfare is nothing new — adversaries have been using any available means to control information and spread disinformation for centuries. But the information age opens a host of new possibilities.

Wikileaks’ revelations of corruption and repression in Tunisia are widely seen as a factor helping fuel demonstrations there just over a year ago, fuelling the revolution that helped kickstart wider unrest across the Middle East.

Some in Western intelligence circles have long suggested that the targeted release of embarrassing details of the finances or other aspects of the lives of autocratic leaders could prove a weapon against potential foes such as Russia and China.

But some authoritarian governments are fighting back.

Some states are widely believed to have already tried to resort to cyber attacks to limit unwanted online discussion.

Russian dissident websites in particular have often come under cyber attacks from hackers believed to be linked to the Kremlin, while the BBC Persian service this week said it believed Iran was behind an attack on its website.

Such attempts have only met with limited success, however.

Tunisia, which employed some of the world’s most sophisticated Internet censorship and blocking techniques, was unable to stifle protest or block Internet users from key sites including US diplomatic cables on Wikileaks detailing government corruption and repression.

SENIOR PEOPLE CARELESS?

Some believe governments may already be involved in increasingly sophisticated “social engineering” on social network sites to gather intelligence on internal and external enemies.

Earlier this month, it was revealed that suspected Chinese hackers had created a facebook profile in the name of NATO supreme commander Admiral James Stavridis, apparently in the hope that his colleagues would link to him and share secret information.

The Stratfor hack — in which some 5 million e-mails were taken by Anonymous along with credit card details, usernames and passwords of clients — showed that even companies explicitly focused on security could prove surprisingly vulnerable.

“The more senior people are, the less inclined they become to observe good opsec (operational security),” says Nigel Inkster, a former deputy chief of Britain’s Secret Intelligence Service MI6, and now head of political risk and transnational threats at London’s International Institute for Strategic Studies.

“That is problematic enough when dealing with material that is obviously in need of classification,” he said. “It is much harder when it comes to what people fondly imagine is private correspondence.”

The bottom line, QinetiQ’s Dyhouse says, is that like everyone else national leaders will have to remember that anything they write down in e-mail format could become public.

“Consider an email to be a postcard and assume that at some stage someone other than the intended recipient will read it,” he said. “Don’t put anything in it which would cause you a problem if that happened.” Table of Contents


Three Little Pigs As Exposed by News and Social Media

By Elizabeth Leafloor, RedIceCreations.com, 2012 03 05

"This advert for the Guardian’s open journalism, screened for the first time on 29 February 2012, imagines how we might cover the story of the three little pigs in print and online. Follow the story from the paper’s front page headline, through a social media discussion and finally to an unexpected conclusion."

----------------------------------------------------------------

While this advertisement is clever tongue-in-cheek, the video’s message seems to be making light of real human tragedy and suffering. The mainstream can spin an issue so much that the general public will soon be whipped into a frenzy of debate, and any real facts about victims or perpetrators, innocent or guilt, justice or rule of law, will soon be forgotten to be replaced with emotional reactions via social media.

What a display - a mouthy, uninformed, opinionated public being lead by a ’respectable’ newsmedia that is covering the issue truthfully as it evolves. 

In light of recent revelations that fallen media mogul Rupert Murdoch’s "News of the World" publications were engaging in phonehacking to get the story at any cost, it’s easy to draw comparisons between this type of bloodthirsty ’journalism’ (tabloidism), and the fervor glamorized wryly in the video.

It’s also of note that much of what modern mainstream media tells as truth is actually ’fairy tale’. How appropriate a theme.

http://www.redicecreations.com/article.php?id=18808
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Tweeting the Taliban: Social Media's Role in 21st Century Propaganda

By Mark Piesing, Wired (UK), 20 March 12 

In recent months we've seen various news headlines about how social media is putting "our boys" in Afghanistan at risk due to geo-tagging on Facebook, the leaking of secrets on Twitter or the posting of videos on YouTube that really should have been left on soldiers' smartphones. Stories of ordinary soldiers' and even their families' indiscretions online can sometimes play out to fatal consequences on the front line.

Yet buried underneath all of this noise -- and often with only the begrudging support of the top brass -- a quiet revolution driven by a small number of social media evangelists has led the British military to start to use the skills of its Generation Y recruits to begin an overt two-way, near real-time conversation with the world.

Blogs on WordPress, photos posted on Flickr, Facebook friendships and Twitter conversations by "ordinary" soldiers as well as professionals (although the line between them is rather blurred) are being used to help the public understand the challenges the military faces, to build relationships with future recruits and even to help strengthen the bonds that tie family and friends to serving soldiers, sailors and airmen.

This potentially risky "community building" by the military represents cultural change on its part and can perhaps be described by a simpler and more old-fashioned word: propaganda. Pippa Norris is one of the leading pioneers of this revolution.

Norris was appointed Head of Online Engagement at the Ministry of Defence just under two years ago, and nothing illustrates for her how far this revolution has come in such a short period of time more than her freedom to "experiment with new social media" such as Pinterest in order to find "engaging and innovative ways to reach out to our huge English-speaking audience".

She is now "trying out in beta" Pinterest's online pinboards, because, she says, their "visual narratives are a great way to tell our soldiers' stories. After all, there are some amazing photographers in the armed forces."

"Some people don't get Twitter and some are frightened of Facebook, but Pinterest is so user-friendly and intuitive for anyone to use that it is likely to become something very important to us in the future," she added.

Her freedom to experiment has come as a result of her success at running a social media network that includes more than 100 Facebook pages and groups, with only with three staff on a "microscopic budget" and a "virtual network of specialists and practitioners" for support.

That success that has gone some way to convince the notoriously conservative hierarchy of the British military of the ability of social media to "reach right into people's homes to tell our own story from our point of view without the optic of traditional media". While "no Lady Gaga", the Armed Forces Day Facebook page has received more than one million "likes" in just under two years.

According to Norris, this success has been down to a shift in the culture of the British military from being "risk averse" to "risk aware", as there has been a "growing recognition that if we can train ordinary soldiers to fire weapons we should be able train them to use Facebook". That means learning how not to share everything. After all, the "Queen's Regs" apply to soldiers' behaviour in the social media space just as much as in their local.

Paul Bailey, a guest lecturer in social media at the Nato School in Oberammergau, Germany agrees that the use of social media by the British military "seems to have really evolved and taken root over the last two years" thanks to "the determination of some bright and likeminded individuals". Although, he believes, there is "still an underlying fear of losing control".

Bailey is the former Editor-in-Chief for the International Stabilisation Force in Afghanistan (ISAF) and is now a consultant to the military on digital influence activities. "The potential for the military use of social media is immense simply by getting people talking to each other in order to break down peer pressure. If the British Army had had Facebook in Northern Ireland then it may have gone some way to sorting out the Troubles.

"However, it is easy to get it wrong, as ISAF did in the Twitter war with the Taliban that got lots of the wrong sort of coverage internationally, and that then leads into a knee-jerk reaction of 'don't let the soldiers talk'."

There is recognition now that better training on how to create conversations means that the very public spat between ISAF's media team and Taliban tweeter Abdulqahar (which the Taliban seemed to have won on points) after the attack on Kabul's diplomatic enclave in September could have been avoided.

However, Bailey feels that the military top brass still have some difficulty with the idea of bloggers "running round the battlefield" in Afghanistan "doing their own thing" and that they prefer to "take control of them from London". He believes that this is due to a fear that posts will be picked up by "a media outlet whose mindset is that every poster is talking on behalf of the whole military, the nation and even the Prime Minister, when they might just be a guy who has had a bad breakfast."

In practice, Pippa Norris believes that the British military's willingness to innovate by using tools like Pinterest's pinboards has placed their use of social media "on a par with the Americans" and "has made us one of the leading users among allied countries".

Yet there are still battles to be fought, Norris says: while "it is clear that social media is a fundamental weapon in the communications armoury, we are still having to prove that it is an important part of the military's armoury and that its use is fully integrated."

Cynics suspect that the military's social media revolution may have been driven by the attractiveness of these low-cost tools at a time of austerity rather than by any real belief in the effectiveness of the medium. Whether Norris likes it or not, the revolution to date has largely been driven by what has happened on the ground in Iraq or Afghanistan. Its fate may ultimately depend on how events play out in Iran, which could be a much larger, more divisive conflict.
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Fort Campbell’s 101st Combat Aviation Brigade uses Electronic Warfare to help Soldiers on the Ground

By Sgt. Duncan Brennan, Clarksville, TN Online, March 21, 

Fort Campbell, KY – At first glance, Army electronic warfare may sound like a bunch of soldiers huddled around computers defeating hackers, but the truth is closer to the front lines and closer to science fiction than you may believe.

In the Army, the soldiers that perform the duties of electronic warfare are often influencing the battlefield from behind the scenes by interrupting enemy communication and defeating radio detonated improvised explosive devices.

From left to right Sgt. Steve McDaniel and Sgt. 1st Class John Wink, 101st Combat Aviation Brigade electronic warfare non-commissioned officers and Staff Sgt. Mariah Parks, 101st CAB intel analyst stand infront of the brigade colors as the electronic warfare team. (Photo by Sgt. Duncan Brennan)

“Electronic warfare is manipulating the electromagnetic spectrum for our benefit,” said Sgt. 1st Class John Wink, 101st Combat Aviation Brigade’s electronic warfare non-commissioned officer in charge. “We request the manipulation of frequencies such as wireless entry, radio, and TV waves to gain an advantage in battle.”

“The text book answer is, ‘Electronic warfare is defined as military action involving the use of electromagnetic and directed energy to control the electromagnetic spectrum or to attack the enemy,’” said Staff Sgt. Frank Dill, 506th Infantry’s electronic warfare non-commissioned officer in charge.

The electromagnetic spectrum includes wireless signals, radio, TV and it also includes lasers, microwaves and radar.

“The technology and expertise allowing the Army to be more successful on the battlefield just recently developed”, said Dill. “Electronic warfare was envisioned as an Army occupation in 2007 and became an actual job in 2010″.

The devices that electronic warfare specialists have at their disposal are often classified, but a few were showcased in the Business Insider. Among them are some devices that could be at home in any science-fiction movie.

The “heat ray,” designed to be used as a non-lethal, crowd-dispersion tool and the “phasr,” a laser system introduced by the Air Force to temporarily blind an enemy are two devices which have recently been added to the electronic warfare arsenal.

The most widespread devices are those that interfere with communications, most notably the counter radio-controlled IED electronic warfare systems, which interfere with the enemy’s ability to employ and detonate radio-controlled IEDs, said Wink.

In the 101st Combat Aviation Brigade, the electronic warfare mission must adjust to aviation.

“I am implementing a proactive system of employing electronic warfare assets on aircraft to assist the brigades on the ground,” said Wink. “I’m also responsible for educating ground commanders about the employment and requesting of EW assets on the battlefield.”

Despite the movement of the Army towards a more technologically capable force, electronic warfare soldiers still encounter resistance to their mission.

“Infantry guys have weapons that have a demonstrable effect on the target,” said Staff Sgt. Mariah Parks, Headquarters and Headquarters Company, 101st CAB intelligence analyst. “Electronic warfare does not have an effect that can be immediately seen unless we employ lethal means. Electronic warfare is a preventative specialty, much like preventative medicine. Instead of attempting to keep soldiers from getting sick, we attempt to keep soldiers from getting blown up by enemy IEDs and keeping the enemy from being able to coordinate complex attacks.”

Because of their inability to show results like an enemy emplacement being blown up, it is difficult for some to see nothing happening as a measure of success.

“We have to wait for feedback from communications and intel sections that our effects have been observed,” said Wink. “A successful mission for us can sometimes be measured by the fact nothing bad happens on someone else’ mission.”

Electronic warfare soldiers take the technology and go one step further by coming up with the basis for how the Army will bring age-old strategies of harrying enemies into the 21st century.

“We will be able to shape future training and employment of electronic warfare assets for a combat aviation brigade by analyzing how we employ electronic warfare assets during this [upcoming] deployment,” said Wink. “We will be ensuring electronic warfare training gets integrated into all levels of training. Researching potential EW threats and developing ways to mitigate electromagnetic threats are an essential part of electronic warfare’s mission success.”

Through education, integration and training, the electronic warfare section of the 101st CAB seeks to be at the forefront of developing the electronic warfare mission for the Army.

“I will be working to better integrate electronic warfare operations into the intelligence operations within the Destiny Brigade and setting the example for electronic warfare integration for our fellow brigades in the 101st Airborne Division,” said Parks.

At the end of the day, the soldiers executing the electronic warfare mission are taking new technologies and employing them to give front-line forces new tools and techniques to ensure mission success.
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Russia Considering Cyber-Security Command

From RIA Novosti, 21/03/2012

The Russian government is considering setting up a dedicated cyber-security command, responsible for protecting the armed forces' information systems, Deputy Prime Minister Dmitry Rogozin said on Wednesday.

"We are currently discussing the question of setting up a cyber-security command," said Rogozin, who has responsibility for Russia's military-industrial complex. "This is in connection with guaranteeing information for the armed forces, and also the state infrastructure as a whole," he said.

Rogozin said that Russia would follow the steps of the United States and NATO as a whole aimed at staving off the growing threat of cyber attacks on vital military communications networks.

NATO was one of the first to announce a cyber defense policy package in response to cyber attacks against Estonia in 2007.

In May 2008, seven NATO nations and the Allied Command Transformation signed the documents for the formal establishment of a Cooperative Cyber Defense (CCD) Centre of Excellence (CoE) in Tallinn, Estonia.

On June 8, 2011, NATO Defense Ministers adopted a new cyber defense policy. The new policy focuses on prevention of cyber attacks and building resilience. The policy clarifies political and operational mechanisms of NATO’s response to cyber attack and integrates cyber defense into NATO’s Defense Planning Process.

Rogozin also confirmed on Wednesday that the government had prepared a draft bill on the establishment of an advanced military research agency, similar to the Defense Advanced Research Projects Agency (DARPA) in the United States, and would submit it to the parliament in the near future.
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Cybersecurity, Marine Corps Style

By Rita Boland, SIGNAL Magazine, March 2012

From insider threats to cyberwar, experts aim to maintain the confidentiality, availability and integrity of information. 

U.S. Marines are tasked with battling enemies in any environment or domain and increasingly that location is cyberspace. Information assurance officials around the Corps are striving to ensure the reliability and trustworthiness of the service’s systems, and though they are aware of the potential for attack from the outside, misuse from the inside is a more prevalent concern.

Organizations leading the protection of Marine networks are divided into geographic regions representative of the rest of the Corps. Marine Corps Installations East (MCIEAST) Cyber Security Division personnel manage locations on the East Coast of the United States, including Marine Corps Base Quantico and Camp Lejeune, home of II Marine Expeditionary Force (MEF). Cybersecurity personnel in Marine Corps Installations West (MCIWEST) handle facilities on the West Coast, including Camp Pendleton, home of I MEF. The Cyber Security Section of Marine Corps Installations Pacific (MCIPAC) manages the cybersecurity for Marine bases in Korea, mainland Japan, Hawaii and Okinawa, encompassing III MEF. Though all three units follow the same rules and regulations, providing standards across the entire Marine Corps, they identify some different problems and disaster scenarios. 

Carolyn Harrison, director of the MCIEAST Cyber Security Division and cybersecurity manager, explains that her organization classifies internal dangers as the biggest threat to ensuring network viability. This includes users falling for phishing schemes and chain emails, visiting hazardous websites or plugging unauthorized devices into computers connected to the network. Experts monitor the networks at all times to try to prevent potential problems caused by these activities, and they also offer ongoing training in an attempt to educate users about the dangers of unsafe network behavior. Unfortunately, even with all those efforts, systems users still fail to follow protocols. She says the most common attacks come from email and malware attempts where someone downloads malware that then filters through the networks.

Harrison wants Marines and others who use the Corps’ networks to acquire the proper training and then follow it. She also wants them “to be more active to help us help them.” She urges users not to plug BlackBerrys, iPods, MP3s or any other devices into their computers and not to install any unauthorized software. Even more simply, they can run patches when prompted. “If you see the shield, install the patch,” Harrison states. In most cases, all users have to do is shut down their machines at the end of every day, which will result in an automatic installation of security measures. “If they allow that to happen, that’s 90 percent of the battle,” she explains. 

In certain cases, users actively attempt to cause problems, approaching circumvention of security as a challenge or a badge of accomplishment. Harrison says all online activity is like a video game to them, but their choices can cause serious damage. “I would hope they realize that if something is blocked, it’s for a good reason,” she states. These offenders may be surprised by the number of tools the Cyber Security Division has to counter their activities. Personnel can monitor all activity live. They know when an unauthorized device is connected to a machine, but Harrison says what really surprises network users is when her people can tell them the make and model of their cell phone. 

At times, rule violators believe they got away with their behavior if cybersecurity officials did not contact them immediately. Harrison explains that if 1,000 people perform the same illicit action, and her office can  take action on only 20 of them, the others think no one noticed what they did. “We just didn’t get to them that day,” she says. “We have it in a database.” Officials are able to collect a history of offenders and their actions. Harrison urges network users to remember that a risk to one is a risk to all; and that by employing hardware and software correctly, avoiding social engineering attempts and following physical security procedures, much can be accomplished to ensure that systems perform correctly. 

The Cyber Security Division also has to deal with growing amounts of other threats. As the numbers of people and devices with Internet connectivity increase, so do the possibilities for unauthorized access into Marine Corps networks. Harrison explains that outside adversaries constantly are trying to gain access, searching to find ways into the networks. While cybersecurity professionals put tools in place to detect intruders, Harrison says everyone has to take an active part in defending the network. 

Adding to the challenge is the ever-changing nature of cyberdangers. Information assurance professionals have to remain current on enemy tactics because new vulnerabilities are introduced regularly. Harrison says threats never reduce in number; adversaries may switch methods—such as sending fewer chain emails—but they move on to new ploys for which there are no known fixes. She describes attacks as becoming more advanced and more difficult to detect. 

With II MEF deployed to Afghanistan since early last year, her office has the additional responsibility of ensuring that they have the technology and support they need. Harrison’s division must provide protection on different levels to ensure networks remain available. However, problems are not unique to East Coast installations or even to the Marine Corps. Harrison says that the U.S. Defense Department as a whole is under cyber attack. 

She further explains that her organization’s role is to ensure the confidentiality, integrity and availability of all data on the network, and that her ultimate disaster scenario would be the loss of those factors. Users need to know that the right information reaches the right people, that it will be available when needed and that it has not been changed or altered. A compromise to any of that would eliminate credibility and confidence in the ability to provide warfighters what they require, Harrison explains. 

Over on the other side of the country, David Robbins, cyber security manager for MCIWEST, concurs with Harrison’s assessment of threats and disasters. He says that, “Insider threats have always presented the biggest threats to the network. Policies, procedures and training help to mitigate risks and manage the threat.” His organization most frequently resolves target vulnerabilities occurring from misconfigured systems and unprotected (unpatched) assets. Cybersecurity personnel spend much of their time verifying that systems remain compliant with approved certification and accreditation configurations. In addition, “Scanning for vulnerability status requires constant monitoring and vigilance,” Robbins says. 

His nightmare scenario aligns with Harrison’s. He states, “An attack that has any detrimental impact or affects the confidentiality, integrity, timeliness and/or availability of information to the commander that may have an impact on command and control is of the greatest concern.” 

Though Robbins does not know of a recent review of the latest studies on network attack trends, he says there seems to be an approximately 10 to 15 percent annual increase in vulnerability alerts and therefore patch requirements. He attributes that increase to five reasons: inexpensive means with which to mount an attack or

exploitation attempt; notoriety within the cyberterrorist community; commercial software vulnerabilities; special interest or political gain; and disruption of operations.

Despite all the dangers, Robbins says that networks can remain safe and reliable with the support of a balanced and flexible defense-in-depth approach by having a professional cyberdefense work force, state-of-the-art hardware and software and support of information technology governance. “Further, network users are on the front line and thus a key component in the defense-in-depth approach to network security,” Robbins explains. Users can aid the cybersecurity battle by adhering to sound computing safeguards and practices, by complying with Defense Department, Navy and Marine Corps cybersecurity training and regulations, and by immediately reporting any real or perceived computer or network abnormality. 

“Our communications and information systems are in fact weapons systems and force multipliers,” Robbins explains. “They demand the very best of us all to best support the warfighter and his or her mission. Cybersecurity is everyone’s duty and responsibility.”

On the other side of the globe, Michael Miglionico, cybersecurity manager for MCIPAC’s Cyber Security Section, says that even though all the posts for which his team has responsibility sit outside the contiguous United States (OCONUS), there are no differentiating operations of the network. “All bases, posts and stations must adhere to the same governing policies and directives for maintaining networks,” he explains. “However, being OCONUS brings other aspects of security into account, such as a heightened physical security posture.”

Miglionico differs from his counterparts on what he views as the “keep you up at night” scenario. He describes it as “a full-out cyberwar between nations. There are nations out there that want our data or to disrupt the stream of data. Unfortunately, no one knows the full capability of these nations because such a war has not been conducted yet. When and if a cyberwar is initiated, these attacks will happen in seconds because of the speed of networks in today’s world. Responding to them will require a huge effort to thwart [the threats] and protect our networks. Having a cyberwar would also be costly if we cannot get the information to where it is needed for the warfighter.”

On a more everyday level, the threat to military networks is still complex, covering a broad spectrum of potential sources such as hackers, disgruntled insiders and terrorists as well as foreign intelligence activities. Here, Miglionico’s concerns align with Harrison and Robbins. “We must ensure these threats do not disrupt the confidentially, integrity and availability of information to the warfighter,” he says. “Getting the correct information to right person in a timely matter will enhance our information warfare superiority. All of these threats can be exacerbated by careless or poor security practices by network users, so training is an intricate part of mitigating these threats.”

Miglionico says viruses are a common concern, and MCIPAC cybersecurity personnel use antivirus protection along with user education to combat them. Raising awareness of potential email scams, fake antiviruses, phishing attacks and social networking scams will curb these types of attacks, he explains.Table of Contents
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The Coming Cyberwar with Iran?

By Doug Bernard, VOA, 20 Mar 2012

On January 17th, 1991, as the 34-nation coalition of Operation Desert Storm prepared for its first aerial bombardment of targets in Iraq, the U.S. military sprung a surprise.

Iraqi radar screens suddenly blinked and went dark, momentarily blinding Saddam Hussein’s military. The “Kari” radar control system had been infected with a computer virus, planted and controlled by the Pentagon. “It was a French system,” notes intelligence historian Matthew Aid of the Iraqi radar control. “They gave us the schematics and we found a way to insert some buggies into their system as the first wave of American bombers streaked toward Baghdad.”

It worked brilliantly. Iraq’s defenses were paralyzed, allied bombers faced no serious opposition, and the U.S. became the first-ever nation to launch a documented cyber-attack.

Since then, war and conflict – like many other things – have increasingly moved online. In Kosovo, Lebanon, Estonia, Georgia and elsewhere, digital weapons have been deployed to create mischief, havoc and damage. Now, as tensions rise between Iran and the U.S. and Israel, serious questions are being asked about whether the coming months may bring a new cyberwar, and what it may mean for the world.

Cyber-Doom or Cyber-Hype?

“The term cyberwar is really just a marketing gimmick,” says Aid, whose book “The Secret Sentry” is considered the definitive history of the super-secret National Security Agency, or NSA. Aid says there’s no clear definition of what online war is because, by its very nature, it defies clear definition:

“There’s offensive war, which runs the gamut from hackers trying to steal your banking information, but also the use of intelligence agencies such as the NSA hacking into the governments of foreign nations and terrorist organizations to find out what their intentions and capabilities are. Then there’s the defensive side, with varying government agencies squabbling about who has the authority to defend American corporations and citizens from cyber-attacks from abroad. There was no one term, so they slapped the label ‘cyberwar’ on it.”

Among those who have embraced the term is Richard Clarke, former counter-terrorism adviser on the National Security Council and author of the best-selling “Cyber War.” Since its publication in 2010, Clarke has popularized the phrase and warned the public about the risks of online warfare with a series of worrisome predictions. “A cyber-attack could disable trains all over the country,” he recently told Fresh Air radio host Terry Gross:

“It could blow up pipelines. It could cause blackouts and damage electrical power grids so that the blackouts would go on for a long time. It could wipe out and confuse financial records, so that we would not know who owned what, and the financial system would be badly damaged. It could do things like disrupt traffic in urban areas by knocking out control computers. It could, in nefarious ways, do things like wipe out medical records.”

Planes could fall from the skies, says Clarke; water systems could be flooded with sewage and panicked mobs could run riot. More alarmingly, he claims all this could happen in just 15 minutes.

Pretty scary stuff.  So scary, in fact, that Clarke’s 15 minute claim has led the University of Utah’s Sean Lawson to coin his own somewhat mocking term: “cyber-doom.”

“Things are exploding, planes are crashing, thousands of people die,” says Lawson of predictions of digital apocalypse. “And of course in reality we haven’t seen any cyber-attacks that come anywhere close to causing these kinds of impacts.” Lawson chides those like Clarke who frighten the public with a combination of worst-case events and a mish-mash of Internet jargon. War is war, he says, and no nation has ever yet launched a digital war on another:

“The conflation of lots of very different kinds of threats into one sort of umbrella term of cyberwar is actually a rhetorical tactic that’s used to try to help motivate a response. We get very ambiguous in our use of language.  But also we’re getting sloppy with our use of terms like war and attack. In this way of thinking, it’s not just physical damage against property or damage or injury caused to people or death and destruction that are the key components of war, but now stealing information or taking down a website or defacing a website gets lumped under the term war. Which really cheapens what the word war means.”

To be certain, everyone we spoke with for this piece, Lawson included, agrees that digital weapons exist and have been used. Nearly all observers now believe that Russian authorities, working unofficially with crime rings and patriotic youth groups like the Nashi, launched significant attacks on Estonia and Georgia, crashing computer systems and creating short-term Internet mayhem. The hacker-hive Anonymous targeted various autocratic Arab regimes, most recently stealing a cache of private emails and embarrassing documents from Syrian President Bashar al-Assad. And of course in 2010, Iranian centrifuges, used in nuclear fuel processing, were damaged by the “Stuxnet” virus – an attack that no-one has yet claimed responsibility for.

But scenarios of full blown digital disasters, like Clarke’s, can make for jumpy nerves. And that can lead to bad assumptions.

Notoriously Interconnected…and Wrong

Consider the case of a water treatment plant in Springfield, Illinois. On November 8th last year, a critical water pump at the plant failed, temporarily shutting down operations (the name of the plant has not been released publicly.) Little more than a week later, state officials blamed cyberterrorists and warned of more Stuxnet-like attacks.

“This is a big deal,” blogged Joe Weiss, president of Applied Control Solutions and a self-identified control-system security expert. “It’s arguably the first case where we’ve had critical infrastructure targeted by people outside the US and equipment damaged as a result. But the really big issue is that someone hacked…just to get at the user-IDs and passwords for the utilities that were its customers.” Illinois officials pointed the finger at Russia.

Except Weiss and the terror officials were wrong. It turns out the pump just failed, and that by coincidence a contract worker at the plant logged into its control system while traveling in Russia. The error was quickly pointed out, but consider for a moment: even if true, Illinois couldn’t retaliate against a foreign nation. The United States can. If the same thing happened amid heightened public jitters, with officials blaming Iran and an increasingly bellicose Persian Gulf, the U.S. military could possibly have responded – with either digital bombs or real ones.

The lesson: industrial, financial and communications digital systems are notoriously interconnected on the Internet; often in ways that aren’t apparent. And tracking down those responsible for attacks is even more complicated.

“You just may never know,” says Stewart Baker. “One of the problems with our industrial control systems is there’s no forensic, look-back capability. If it blows up, pretty much all you know is it blew up.”

Baker is a former Asst. Secretary of Homeland Security and currently a partner at the legal firm Steptoe and Johnson. Baker says a large-scale attack on the U.S. could be devastating (although probably not reaching “cyber-doom” levels.) But, he says, such an attack is unlikely since the Department of Defense announced its new cyberwar policies in 2011, giving itself a free hand to respond to an Internet attack in any way it sees fit, including blowing things up for real.

Just this week The Washington Post‘s Ellen Nakashima had the eye-opening story “Pentagon Ups Ante on Cyber Front.” Nakashima reports that the Pentagon is “accelerating efforts to develop a new generation of cyberweapons,” that could disrupt adversaries in a variety of ways. However few specific weapons are discussed in the story, which is not surprising considering the nature of Internet combat.

“You pretty much only get to use these weapons once,” says Baker, noting that after a specific device like Stuxnet is deployed, it’s quickly countered by computer engineers. For his part, Baker likens cyberweapons to the first airplanes used in the First World War – as instruments primarily of surveillance:

“In order to plant a cyber-weapon you have to break into somebody’s electronic systems. If you’re in their systems, you might as well gather intelligence about them first. I hope we’re breaking into the systems of nations we think are likely to be adversaries, and I would think it would make sense for us to try to take over those systems and make them work for us. Iraqi generals got messages over their secure networks telling them how to surrender. That has a profound psychological impact. I’m not sure that’s a weapon, but it sure works. Whether we go beyond that and start breaking things, as we’ve realized the shoe can be on the other foot; we’ve gotten much more cautious about that idea.”

Iran and the Online Battlefield

Debate about what it actually looks like aside, digital battle has its limits. For example, in 2001, when the U.S. military was preparing to battle the Taliban, cyberwar was considered. However, says Matthew Aid, “We tried to use it in Afghanistan but we found the Taliban’s computer systems were so antique that cyberwar didn’t work.”

Or take 2003, when the U.S. invaded Iraq. While the radar-bug trick had worked in 1991, it didn’t work this time. Nor would other possible options, writes Charles Smith:

“Military officials had planned to attack the Iraqi banking and financial network during the opening phase of the USAF campaign against Saddam Hussein. However, planners later rejected the idea because the Iraqi banking network is linked to a financial communications network located in France. According to Pentagon sources, an information warfare attack on the Iraqi financial network might also bring down banks and ATM machines in Europe as well.”

Different theaters of war require different weapons, and potentially different rules, says former Department of Homeland Security Asst. Secretary Stewart Baker. “There are people today who believe that war is evolving in such a way as to allow very detailed rules as to what warriors can do,” he says. However:

“The real law of war, putting aside political constraints, tends to be much more ad hoc. It is the things that both sides decide they are not prepared to do. And usually that’s a mix of humanity, basic morality, and hard-headed assessment that it won’t do much good but will cause massive pain if the enemy does it to you. I’m sure there are plenty of international law professors who would be appalled at what I just said, but I do think when you’re in an existential struggle, the ‘law of war’ is very much based on what did the other guy do to me, and am I willing to do that back to him.”

So what weapons might Iran, Israel and the U.S. possess, and what could a battle look like? Answering that is one part intuition, one part experience, and a whole lot of guess work.

“The Iranians…have a fairly robust cyberwar capability,” says Matthew Aid. “If they think the threat is real, they could unleash the weapons that they have available to them in sort of a preemptive mode, or in a post-attack retaliatory mode. There are a couple universities outside Tehran that specialize in real-time research into cyberwar, offensive and defensive. My concern is that if the Iranians think the balloon is about to go up they could launch that capability.”

In small-level hacks, both Iran and Israel have demonstrated skill at fouling up each others online activities. But Baker and Aid agree both nations probably possess far more potent “logic bombs” and other digital weaponry they haven’t yet used. A genuine online war between the two could get ugly very quickly.

That said, the battles might actually begin small. Think online skirmishes between angry bands of nationalist hackers, busting into systems and defacing websites, but doing no serious long-term damage. Or perhaps, says Matthew Aid, should Israel decide to strike Iranian targets, it might begin with online operations to knock out crucial defense systems, “…like the artillery barrage before the cavalry goes up the hill.” That, cautions professor Sean Lawson, would probably elicit a response from Iran, and soon after from allies like Hezbollah, Syria and possibly even North Korea. And if that were to happen, hacker havens like Russia, China and those in Europe and North America might soon join the fray. One genuine danger of cyberwar, says Lawson, is how quickly it could spread around the globe.

Another possibility is that the U.S. may then punch first, yet most agree that’s unlikely. More probable is a punch back with undetermined weaponry, followed up with proxy attacks on a wide range of targets. Or perhaps, if a more severe conflict were in the offing, digital warriors might try to disable the FALCON and Gulf Bridge International submarine communications cables – the primary links between Iran and the rest of the digital world. That, however, could also affect Kuwait, Bahrain and other Persian Gulf nations. Like we said, everything on the Internet is connected to something else.

Whatever the tools at hand, everyone agrees the U.S. has the most sophisticated digital weaponry available. And if the Pentagon were to hit Iran online, it would probably start from Fort Meade, Maryland – home to the U.S. Cyber Command and the NSA. If the past holds true, any digital weapons launched from there would serve mostly as a support function for other military activities – much like blinding Iraq’s radar before aerial bombardment. “Like all weapons, you use the mix of whatever you have available to you in order to ensure maximal effect,” says intelligence historian Matthew Aid. “If you put a little bug into someone’s air defense system, it makes a big difference. If the computer tells the radar systems to suddenly drop, take a nap, that makes the job of the bombers that much easier.” But then again, the world has yet to see the full arsenal of computer bombs and digital missiles on display.

The University of Utah’s Sean Lawson agrees that online combat, in any of its many forms, could deliver a hard blow to the U.S. or its adversaries. But those, like Richard Clarke, who warn of a “cyber Pearl Harbor” or “digital September 11th” are missing the mark, he says.

“We’ve heard this story before, we’ve heard it for a long time. When you add in the fact that a lot of people who are trumpeting cyber-war the loudest also have a bureaucratic, institutional or economic stake in getting us to believe these things. That’s not to say there aren’t threats; we seen a lot of instances of private intellectual property being stolen, we’ve seen instances of espionage. What I’m concerned about is the use of doom scenarios and inflated hype that might cause us to over react, or under react, because we’re focusing on the worst possible cases.”
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China’s Twitter War

By Adam Segal, Asia Unbound, March 22, 2012 

Over the last week, supporters of Tibet, and the merely curious, have seen information warfare up close. On Twitter, several hundred bots (automated programs that generate content) flooded discussions using the hashtags #Tibet and #Freetibet with meaningless tweets and spam. If you were someone trying to learn more about Tibet, you kept bumping up against these threads, and eventually you may have given up and moved on to some other subject. This is cyber as a weapon of mass distraction. Twitter eventually began to filter out the bots, and the spam was cut off to a trickle.

More malevolently, Tibetan activists have been threatened on Twitter. The poet and blogger Woeser was repeatedly reminded that Ai Weiwei was arrested by one Twitter user, suggesting that she should meet the same fate. In addition, the Central Tibet Administration, International Campaign for Tibet, and others were targeted by malicious emails. Visitors to Tibetan websites could also be infected by malware.

As with all hacking and activism, it is hard to say with any certainty who is behind these actions, though there is a history of apparent Chinese attacks on Tibetan targets (see the 2009 GhostNet investigation). We don’t know the IP addresses of the people who set up the Twitter bots, and even if we did, they can mask their true location with proxies. In this instance, Si Dawson, the programmer behind Twit Cleaner, a program that monitors and cleans Twitter feeds, told me that the spam types were disparate, suggesting that there were several different people or groups involved, but a smart spammer can set up 20,000 bots by himself.

How are we to interpret these actions? First, it is a reflection of China’s lack of “soft power.” Chinese officials have responded to the over two dozen Tibetans who have set themselves on fire to protest conditions in Tibetan regions by saying that these people are “criminals” and “directly connected with the Dalai clique’s inciting of popular feelings overseas.” These arguments are not likely to resonate with most Western audiences. I wonder if the explosion of attention and interest in arresting the Ugandan warlord Joseph Kony, generated through social media, spooked Chinese policymakers. Who’s to say that Tibet is not the next issue to trend? These types of Twitter attacks (see Brian Krebs‘ post about them during the Russian parliamentary election) are likely to become more widespread, though less effective, as Twitter develops even better ways to control.

Second, even if you think the Internet is being balkanized—splintering from a global platform to regional or national intranets—there is still significant spill over. National actors believe they have a real interest in trying to shape discussions in other cyberspaces, witness China and Twitter as well as the White House’s announcement this week that it was issuing guidances that would make it easier to transfer software and services that “support the free flow of information to citizens of Iran.”

This point shades over into my last. We have a tendency to talk about the cyber problem in U.S.-China relations—cyberwar and cyberespionage. But this week reminds us that what we are often also talking about is really a conflict over information. Cyber is just the means.
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Cyber and Drone Attacks May Change Warfare More Than the Machine Gun

By Ross Andersen, Atlantic Monthly, 22 March 2012

From state-sponsored cyber attacks to autonomous robotic weapons, twenty-first century war is increasingly disembodied. Our wars are being fought in the ether and by machines. And yet our ethics of war are stuck in the pre-digital age. 

We're used to thinking of war as a physical phenomenon, as an outbreak of destructive violence that takes place in the physical world. Bullets fly, bombs explode, tanks roll, people collapse. Despite the tremendous changes in the technology of warfare, it remained a contest of human bodies. But as the drone wars have shown, that's no longer true, at least for one side of the battle.

Technological asymmetry has always been a feature of warfare, but no nation has ever been able to prosecute a war without any physical risk to its citizens. What might the ability to launch casualty-free wars do to the political barriers that stand between peace and conflict? In today's democracies politicians are obligated to explain, at regular intervals, why a military action requires the blood of a nation's young people. Wars waged by machines might not encounter much skepticism in the public sphere.

We just don't know what moral constraints should apply to these new kinds of warfare. Take the ancient, but still influential, doctrine of Just War Theory, which requires that war's destructive forces be unleashed only when absolutely necessary; war is to be pursued only as a last resort and only against combatants, never against civilians. 

But information warfare, warfare pursued with information technologies, distorts concepts like "necessity" and "civilian" in ways that challenge these ethical frameworks. An attack on another nation's information infrastructure, for instance, would surely count as an act of war. But what if it reduced the risk of future bloodshed? Should we really only consider it as a last resort? The use of robots further complicates things. It's not yet clear who should be held responsible if and when an autonomous military robot kills a civilian. 

These are the questions that haunt the philosophers and ethicists that think deeply about information warfare, and they will only become more pertinent as our information technologies become more sophisticated. Mariarosaria Taddeo, a Marie Curie Fellow at the University of Hertforshire, recently published an article in Philosophy & Technology called "Information Warfare: A Philosophical Perspective" that addresses these questions and more. What follows is my conversation with Taddeo about how information technology is changing the way we wage war, and what philosophy is doing to catch up. 

How do you define information warfare?

Taddeo: The definition of "information warfare" is hotly debated. From my perspective, for the purposes of philosophical analysis, it's best to define information warfare in terms of concrete forms, and then see if there is a commonality between those forms. One example would be cyber-attacks or hacker attacks, which we consider to be information warfare; another example would be the use of drones or semi-autonomous machines. From those instances, to me, a good definition of information warfare is "the use of information communication technologies within a military strategy that is endorsed by a state." And if you go to the Pentagon they will speak about this in different ways, they put it under different headings, in terms of information operations or cyber warfare, cyber attacks, that sort of thing. 

Was Russia's attack on Estonia in 2007 the first broad-based state example of this?

Taddeo: The attack on Estonia is certainly one example of it, but it's only one instance, and it's not the first. You could, for example, point to the SWORDS robots that were used in Iraq several years prior to the attack on Estonia, or the use of predator drones, etc. Remember information warfare encompasses more than only information communication technologies used through the web; these technologies can be used in several different domains and in several different ways. 

But it's hard to point to a definitive first example of this. It goes back quite a ways and these technologies have been evolving for sometime now; remember that the first Internet protocols were developed by DARPA---in some sense, these technologies were born in the military sphere. Turing himself, the father of computer science, worked mainly within military programs during the Second World War.

Interesting, but do I understand you correctly that you distinguish this new kind of information warfare from pre-internet information technologies like the radio and the telegraph? 

Taddeo: Well those are certainly information technologies, and to some extent information has always been an important part of warfare, because we have always wanted to communicate and to destroy our enemies' information structures and communication capabilities. What we want to distinguish here is the use of these new kinds of information communication technologies, because they have proved to be much more revolutionary in their effects on warfare than previous technologies like telegraphs or telephones or radios or walkie-talkies. 

What's revolutionary about them is that they have restructured the very reality in which we perceive ourselves as living in, and the way in which we think about the concepts of warfare or the state. Take for example the concept of the state: we currently define a state as a political unit that exercises power over a certain physical territory. But when you consider that states are now trying to also dominate certain parts of cyberspace, our definition becomes problematic because cyberspace doesn't have a defined territory. The information revolution is shuffling these concepts around in really interesting ways from a philosophical perspective, and more specifically, from an ethical perspective. 

In your paper you mention the use of robotic weapons like drones as one example of the rapid development of information warfare. You note that the U.S. government deployed only 150 robotic weapons in Iraq in 2004, but that number had grown to 12,000 by 2008. Is this a trend you expect to continue?

Taddeo: I expect so. There are several ways that the political decisions to endorse or deploy these machines are encouraged by the nature of these technologies. For one they are quite a bit cheaper than traditional weapons, but more importantly they bypass the need for political actors to confront media and public opinion about sending young men and women abroad to risk their lives. These machines enable the contemplation of military operations that would have previously been considered too dangerous for humans to undertake.  From a political and military perspective, the advantages of these weapons outweigh the disadvantages quite heavily.

But there are interesting problems that surface when you use them; for instance, when you have robots fighting a war in a foreign country, the population of that country is going to be slow to gain trust, which can make occupation or even just persuasion quite difficult. You can see this in Iraq or Afghanistan, where the populations have been slower to develop empathy for American forces because they see them as people who send machines to fight a war. 

"Populations have been slower to develop empathy for American forces because they see them as people who send machines to fight a war." 

But these shortcomings aren't weighty enough to convince politicians or generals to forgo the use of these technologies, and because of that I expect this trend towards the use of robotic weapons will continue. 

You note the development of a new kind of robotic weapon, the SGR-A1, which is now being used by South Korea to patrol its border with North Korea. What distinguishes the SGR-A1 from previous weapons of information warfare?

Taddeo: The main difference is that this machine doesn't necessarily have a human operator, or a "man in the loop" as some have phrased it. It can autonomously decide to fire on a target without having to wait for a signal from a remote operator. In the past drones have been tele-operated, or if not, they didn't possess firing ability, and so there was no immediate risk that one of these machines could autonomously harm a human being. The fact that weapons like the SGR-A1 now exist tells us that there are questions that we need to confront. It's wonderful that we're able to save human lives on one side, our side, of a conflict, but the issues of responsibility, the issue of who is responsible for the actions of these semi-autonomous machines remain to be addressed. 

Of course it's hard to develop a general rule for these situations where you have human nature filtered through the actions of these machines; it's more likely we're going to need a case-by-case approach. But whatever we do, we want to push as much of the responsibility as we can into the human sphere. 

In your paper you say that information warfare is a compelling case of a larger shift toward the non-physical domain brought about by the Information Revolution. What do you mean by that?

Taddeo: It might make things more clear to start with the Information Revolution. The phrase "Information Revolution" is meant to convey the extraordinary ways that information communication technologies have changed our lives. There are of course plenty of examples of this, including Facebook and Twitter and that sort of thing, but what these technologies have really done is introduce a new non-physical space that we exist in, and, increasingly, it's becoming just as important as the offline or physical space---in fact events in this non-physical domain often affect events in the physical world. 

Information warfare is one way that you can see the increasing importance of this non-physical domain. For example, we are now using this non-physical space to prove the power of our states---we are no longer only concerned with demonstrating the authority of our states only in the physical world. 

In what ways might information warfare increase the risk of conflicts and human casualties?

Taddeo: It's a tricky question, because the risks aren't yet clear, but there is a worry that the number of conflicts around the world could increase because it will be easier for those who direct military attacks with the use of these technologies to do so, because they will not have to endanger the lives of their citizens to do so. As I mentioned before, information warfare is in this sense easier to wage from a political perspective. 

It's more difficult to determine the effect on casualties. Information Warfare has the potential to be blood-free, but that's only one potentiality; this technology could just as easily be used to produce the kind of damage caused by a bomb or any other traditional weapon---just imagine what would happen if a cyber-attack was launched against a flight control system or a subway system. These dangerous aspects of information warfare shouldn't be underestimated; the deployment of information technology in warfare scenarios can be highly dangerous and destructive, and so there's no way to properly quantify the casualties that could result. This is one reason why we so badly need a philosophical and ethical analysis of this phenomenon, so that we can properly evaluate the risks. 

Part of your conception of information warfare is as an outgrowth of the Information Revolution. You draw on the work of Luciano Floridi, who has said that the Information Revolution is the fourth revolution, coming after the Copernican, Darwinian and the Freudian revolutions, which all changed the way humans perceive themselves in the Universe. Did those revolutions change warfare in interesting ways? 

Taddeo: That's an interesting question. I don't think those revolutions had the kind of impact on warfare that we're seeing with the Information Revolution. Intellectual and technological revolutions seem to go hand in hand, historically, but I don't, to use one example, think that the Freudian Revolution had a dramatic effect on warfare. The First World War was waged much like the wars of the 19th century, and to the extent that it wasn't, those changes did not come about because of Freud. 

What you find when you study those revolutions is that while they may have resulted in new technologies like the machine gun or the airplane, none of them changed the concept of war. Even the Copernican Revolution, which was similar to the Information Revolution in the sense that it dislocated our sense of ourselves as existing in a particular space and time, didn't have this effect. The concept of war remained intact in the wake of those revolutions, whereas we are finding that the concept of war itself is changing as a result of the Information Revolution. 

How has the Information Revolution changed the concept of war?

Taddeo: It goes back to the shift to the non-physical domain; war has always been perceived as something distinctly physical involving bloodshed and destruction and violence, all of which are very physical types of phenomena. If you talk to people who have participated in warfare, historically, they will describe the visceral effects of it---seeing blood, hearing loud noises, shooting a gun, etc. Warfare was, in the past, always something very concrete. 

This new kind of warfare is non-physical; of course it can still cause violence, but it can also be computer to computer, or it can be an attack on certain types of information infrastructure and still be an act of war. Consider the Estonian cyber-attack, where you had a group of actors launching an attack on institutional websites in Estonia; there were no physical casualties, there was no physical violence involved. Traditional war was all about violence; the entire point of it was to physically overpower your enemy. That's a major change. It shifts the ethical analysis, which was previously focused only on minimizing bloodshed. But when you have warfare that doesn't lead to any bloodshed, what sort of ethical framework are you going to apply?

"When you have warfare that doesn't lead to any bloodshed, what sort of ethical framework are you going to apply?" 

For some time now, Just War Theory has been one of the main ethical frameworks for examining warfare. You seem to argue that its modes of analysis break down when applied to information warfare. For instance, you note that the principle that war ought only to be pursued "as a last resort" may not apply to information warfare. Why is that?

Taddeo: Well first I would say that as an ethical framework Just War Theory has served us well up to this point. It was first developed by the Romans, and from Aquinas on many of the West's brightest minds have contributed to it. It's not that it needs to be discarded; quite the contrary, there are some aspects of it that need to be kept as guiding principles going forward. Still, it's a theory that addresses warfare as it was known historically, as something very physical. 

The problem with the principle of "last resort" is that while, yes, we want physical warfare to be the last choice after everything else, it might not be the case that information warfare is to be a "last resort," because it might actually prevent bloodshed in the long run. Suppose that a cyber-attack could prevent traditional warfare from breaking out between two nations; by the criteria of Just War Theory it would be an act of war and thus only justifiable as a last resort. And so you might not want to apply the Just War framework to warfare that is not physically violent.  

You also note that the distinction between combatants and civilians is blurred in information warfare, and that this also has consequences for Just War Theory, which makes liberal use of that distinction. How so?

Taddeo: Well until a century ago there was a clear-cut distinction between the military and civilians---you either wear a uniform or you don't, and if you do, you are a justifiable military target. This distinction has been eroded over time, even prior to the Information Revolution; civilians took part in a number of twentieth century conflicts. But with information warfare the distinction is completely gone; not only can a regular person wage information warfare with a laptop, but also a computer engineer working for the U.S. government or the Russian government can participate in information warfare all day long and then go home and have dinner with his or her family, or have a beer at the pub. 

The problem is, if we don't have any criteria, any way of judging who is involved in a war and who is not, then how do we respond? Who do we target? The risk is that our list of targets could expand to include people who we would now consider civilians, and that means targeting them with physical warfare, but also with surveillance, and that could be very problematic. Surveillance is a particularly thorny issue here, because if we don't know who we have to observe, we may end up scaling up our surveillance efforts to encompass entire populations and that could have very serious effects in the realm of individual rights. 

You have identified the prevention of information entropy as a kind of first principle in an ethical framework that can be applied to information warfare---is that right, and if so, does that supplant the saving of human life as our usual first principle for thinking about these things?

Taddeo: I think they are complimentary. First of all, a clarification is in order. Information entropy has nothing to do with physics or information theory; it's not a physical or mathematical concept. Entropy here refers to the destruction of informational entities, which is something we don't want. It could be anything from destroying a beautiful painting, to launching a virus that damages information infrastructure, and it can also be killing a human being. Informational entities are not only computers; informational entities identify all existing things, seen from an informational perspective. In this sense an action generating entropy in the universe is an action that destroys, damages or corrupts a beautiful painting or damages information infrastructures, and it can also be killing a human being. Any action that makes the information environment worse off generates entropy and therefore is immoral. In this sense the prevention of information entropy is consistent with the saving of human life, because human beings contribute a great deal to the infosphere---killing a human being would generate a lot of information entropy. 

This is all part of a wider ethical framework called Information Ethics, mainly developed by Luciano Floridi. Information Ethics ascribes a moral stance to all existing things. It does not have an ontological bias, that is to say it doesn't privilege certain sorts of beings. This does not mean that according to Information Ethics all things have the 'same' moral value but rather that they 'share' some common minimal rights and deserve some minimal respect. Here, the moral value of a particular entity would be proportional to its contributions to the information environment. So a white paper with one dot on it would have less moral value than say a book of poems, or a human being. That's one way of thinking about this.
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Giant Telco Banned Due To Cyber Attack Concerns

By Hamish Fletcher, New Zealand Herald, Mar 26, 2012 

The Chinese telecommunications giant supplying equipment for New Zealand's ultra-fast broadband scheme has been banned from participating in Australia's national broadband network because of cyber attack concerns, according to the Australian Financial Review.

The AFR reports the Australia Government had banned Huawei from the country's broadband project because of fears of internet attacks "originating in China".

The paper said a Government official reportedly called Huawei Australia's chairman late last year telling him "not to bother tendering for any NBN supply contracts because they would not succeed".

Huawei is challenging the move "vigorously in public and by using diplomatic channels", according to the AFR.

"Huawei sources have also hinted that the Chinese government will retaliate strongly against Australia if the ban on the company's tenders is not lifted," the AFR reported.

Huawei has scored major New Zealand supply deals with Enable Services and Ultrafast Fibre Ltd, the Government's private partners for the ultra-fast broadband (UFB) scheme in Christchurch and the central North Island.

The fibre lines laid as part of the UFB scheme will offer 75 per cent of New Zealanders download speeds of at least 100 megabits per second by the end of 2019.

This is over 20 times faster than the average speeds enjoyed by many urban internet users in 2010.

Communications and Information Technology Minister Amy Adams said in a statement that the Government "doesn't comment on specific vendors".

"Network security is an issue we take seriously. The Government will work with all suppliers and operators to address any security concerns that may be identified, and is committed to working with operators and suppliers to protect the integrity and confidentiality of the UFB and RBI networks," Adams said.

Mr Key said he would not comment on the security issue but issues about the company had been raised and considered.

"We received good quality advice and we do the best to protect New Zealand businesses and consumers where we think that's necessary."

He said the UFB contract with Huawei began before Australia took its action against Huawei. However the Chinese company also had contracts in the UK and with others.

"We are comfortable with the current arrangements we have."

He said he was aware of Australia's actions but had a limited knowledge on the reasons for it.

Huawei signed an equipment deal last year with Chorus, which will aid in the rollout of fibre lines in the rural broadband initiative (RBI).

Huawei's technology was also used to build 2degrees' mobile infrastructure and last year it won a $140 million contract to extend 2degrees' network.

The Shenzhen-based company was founded in 1987 by Ren Zhengfei, a former officer in China's army and operates in more than 140 countries, touching a third of the world's population.

It opened offices in New Zealand in 2005.

Huawei appeared US media in December 2011 after reports its technology was being used by Iranian police to track down political detractors.

Huawei planned to scale back its operations in the country following the reports, according to the Wall St Journal.
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SecAF: Cyberspace is an Air Force priority

By Tech. Sgt. Richard A. Williams Jr., Air Force Public Affairs Agency, 3/26/2012  

3/26/2012 - NATIONAL HARBOR, Md. (AFNS)  -- Secretary of the Air Force Michael Donley highlighted cyberspace as an important Air Force priority and joint force enabler during remarks to Airmen, industry officials and Air Force Association members March 23 at the Air Force Association's 2012 CyberFutures Conference and Technology Exposition here.

"Access to reliable communications and information networks makes it possible for today's modern forces to operate effectively at a high operations tempo," Donley said. "Our military depends on resilient, reliable and effective cyberspace assets to respond to crises, conduct operations, project power abroad and keep forces safe." 

Given this, he said it was no wonder that cyberspace is a priority for the Air Force and the Department of Defense. In addition, he also pointed out that cyberspace operations impact every other operational domain, making the Air Force's integration of air, space and cyberspace operations an important requirement.

"As the only domain created by man, cyberspace is dynamic and evolving," Donley said. "Its operations support and closely interact with operations in all of the other domains -- land, sea, air and space. And through the integration of air, space and cyberspace operations, the Air Force is developing unique capabilities that support military operations across the spectrum of conflict."

The secretary said the Air Force has a long history of being a forward-leaning service that has always been at the forefront of applying new technologies to strengthen U.S. national security. 

"Cyberspace is just the latest arena offering the Air Force the challenge and the opportunity to keep evolving as we again wrestle with technology and policy issues right on the cutting edge of national security," he said. "But more than that, we recognize that as cyber-related technologies transform the way we communicate, share information, provide services and conduct any number of daily tasks, the Air Force cannot afford to stand on the sidelines. 

"Much like the inventors who created the technologies of the 20th century, today's innovators will redefine our expectations and expand our capabilities as cyberspace continues to develop and mature," he said.

Donley said the Air Force is determined to ensure the service is ready to leverage these state-of-the-art technologies; to have the right plans and strategies in place; and that Air Force cyber operations and cyber support Airmen have the skills and the training needed to meet the defense challenges and opportunities this newest frontier presents.

To help tackle emerging cyber challenges and threats, the secretary said the Air Force has fielded a total force of more than 45,000 trained and certified professionals equipped to ensure continuity of operations. In addition, he said the service will establish three new total force cyber units this year, consisting of two Air National Guard information operations squadrons to be located in Washington state and California, and one Air Force Reserve active association with the 33rd Network Warfare Squadron at Lackland Air Force Base, Texas. 

There are also plans to expand the Maryland Air National Guard's 175th Network Warfare Squadron, he added. 

"Cyberspace may be the newest recognized operational domain, but its importance in the way we think, the way we organize, train and equip is becoming more evident all the time," Donley said. "Today's joint missions in the air, space and in all domains are increasingly dependent on skilled and innovative cyberspace forces." 

He said the Air Force must maintain its cyber security commitment by resourcing; developing cyber plans and strategies; developing and acquiring the best technology; and, most importantly, building the intellectual capital and expertise of its Airmen who make it all work.

"Doing so will contribute to our national defense as well as reinforce our proud position as the world's finest Air Force," Donley said.
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Taliban Offers Online Questions and Answers

From Al Arabiya, Wednesday, 28 March 2012 

Worried about whether Islamic verses on Facebook are allowed? Or that suicide bombers kill innocent civilians? Afghanistan’s Taliban have set up a new question-and-answer section on their website to address such issues.

The facility on Voice of Jihad, the official website of the Islamic Emirate of Afghanistan ̶ the Taliban’s own name for their movement ̶ allows readers to submit queries to spokesman Zabihullah Mujahid.

It is a demonstration of how far the insurgents’ attitude towards technology has changed.

When they were in power the Taliban made televisions illegal on the grounds that they showed un-Islamic programs, even hanging sets from trees using video tape.

But now they have embraced social media and even have a Twitter account ̶ as does the NATO-led International Security Assistance Force, with spokesmen on occasion arguing with each other online.

Last month Maulavi Qalamuddin, former chief of the Taliban’s “vice and virtue” squad, which whipped women without burqas and jailed men without beards, told AFP that he had two televisions in his house.

The Voice of Jihad site is packed with denunciations of the Kabul government as “slaves” or “puppets” of its Western allies ̶ “infidels” and “enemies of Islam” ̶ and often exaggerated claims of successes in the bloody, decade-long insurgency.

The answers have a consistent linguistic style and appear to be written by one person, who reveals himself to be married, middle-aged, and likes all types of halal food, declining to give more personal details for security reasons.

Most of the inquiries appear to come from Taliban supporters and often praise the militants, sometimes wishing them success in “the holy war against the crusaders.”

But a poster giving his name as Haseeb Ul Rahman asked: “Don’t you think that killing all these people in suicide and bomb attacks every day is a big sin? Who do you think will be held responsible by Allah?”

More than 3,000 civilians died in the Afghanistan conflict last year, more than three-quarters of them killed by the Taliban or other insurgent groups, according to the United Nations.

Mujahid blamed “technical problems” for such deaths.

“I agree killing civilians by anyone is not acceptable at all, but let’s remember that there are times when civilians get killed and there are times when it is not true but the enemy’s propaganda,” he said.

“It is a fact that civilians get killed during the enemy’s operations. I can tell you with confidence that civilians are not deliberately killed by the mujahideen (Taliban fighters), rather it happens because of technical problems or missing the targets.”

Attempts are being made to start negotiations to end the conflict as foreign combat troops prepare to leave in 2014. The Taliban said they would open an office in Qatar to facilitate the process, before saying they were suspending participation ̶ but a hardline reader questioned the idea.

“Isn’t a peace deal a betrayal of the martyrs of the past 10 years and those who have sacrificed so much with their lives and property?” asked Ahmad Ahsan.

Mujahid responded: “We have not started talks about peace with anyone. The opening of office in Qatar should not be interpreted as a deal, this shows the weakness of the enemy.

“This is not compromising but rather reaching the goal through different means.”

Almost all of the questions are in Pashto, the language of the ethnic group from which the Taliban draw most of their supporters, with only two of the first 78 in Dari, Afghanistan’s other main tongue ̶ and those answers are strewn with grammatical errors.

But even Islamists who use new media to disseminate Koranic quotes are open to doubt.

“I post verses and hadiths (sayings of the Prophet Mohammed) on Facebook, and some people are telling me that it is not a good work, can it be called a jihad?” asked Awrangzib.

Mujahid reassured him: “Jihad has different kinds, including jihad using pens. May God grant you success in your kind of jihad. I approve of your work to use the Internet for the purpose of Islam.”

The Taliban also put their website to more practical use. One potential volunteer who did not give his name asked how to join the ranks of the insurgents.

“It’s a good question, everyone can easily join our mujahideen,” he was told. “But you have to provide identification to avoid any mistrust.

“If you have a problem contacting the mujahideen, please send me an email showing your region, God willing I will show you proper ways to contact them.”
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Should US Worry About North Korea's Cyber Attack Capability?

By Sreeja VN, International Business Times, 28 March 2012

The United States should worry more about North Korea's cyber attack capabilities than its nuclear arsenel, if the latest reports are any indication.

A Bloomberg report has quoted General James Thurman, Commander of the United Nations Command and US Forces in Korea, as saying that Pyongyang has roped in hackers who possess cyber inflitration capabilities. "North Korea employs sophisticated computer hackers trained to launch cyber infiltration and cyber attacks," Thurman was quoted as saying.

Thurman revealed the details of a report to be presented at a Congressional hearing in Washington on Wednesday. His report indicates that Pyongyang has been ramping up cyber warfare capabilities over the past years in an alarming scale.

The report says North Korea's cyber warfare abilities can pose a real threat to both the US and South Korea and that for the North it is an ideal weapon.

Why Cyber Attacks?

North Korea is an impoverished country and it depends on external aid to feed its population. But still that does not deter it from going for costly nuclear and missile technology to terrorize its neighbor South Korea and the West.

For decades the military regime in North Korea has been successfully arm-twisting the West into giving them aid in exchange of nuclear moratorium promises, which they have seldom kept.

However, it is still not clear how lethal is North Korea's actual nuclear capability. Several international experts believe that the North might have some know-how on nuclear bomb building, but not enough skill to use it as a warhead. Their financial situation might not allow them to go for full-fledged investment in nuclear capability, though they are claiming otherwise. Furthermore, whatever the North's claims, South Korea, supported by the US, is always a stronger enemy in conventional warfare.

This makes cyber warfare an ideal choice for the North if they really intend to attack the US and South Korea. Though the general perception is that North Korea is the least connected in the cyber space, both the US and South Korea have ample evidence to show that North Koreans were involved in a series of cyber attacks targeting the US and South Korean institutions in the past.

The investigations by Washington and Seoul on a series of cyber attacks on the US Independence Day in the past years pointed towards North Korean IPs, a CBS News report has said.

A cyber war makes more sense to the North because it is cheap, easy to launch and can be waged anonymously. Pyongyang has the human resource needed for cyber warfare and has the means to train it, thanks to the hacking prowess of its biggest ally, China. There are reports that suggest that North Korea is identifying and grooming children in schools to strengthen their cyber brigade. These students hone their skills continuously and even get trained on most recent technologies in China.

Another factor that benefits the North is that it can carry out cyber attacks outside its territory, making it difficult for the enemies to point fingers against it.
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'Every Major Company in The U.S. Has Been Hacked By China': Cyber-Espionage Warning From U.S Security Chief Who Warned Of 9/11

By Rob Waugh, Daily Mail, 28 March 2012 

The former U.S government security chief whose warnings of a 'spectacular' Al Qaeda attack were ignored by the White House in the run up to 9/11 has delivered another stark warning.

Richard Clarke claims that every major company in the U.S. has already been penetrated by Chinese hackers looking to steal military and financial secrets. 

'I’m about to say something that people think is an exaggeration, but I think the evidence is pretty strong. Every major company in the United States has already been penetrated by China,' Clarke said in an interview in Smithsonian magazine. 

Clarke claims that Chinese-made computing equipment used by the U.S. could be 'contaminated' with 'logic bombs' and 'trojan horses' which could allow Chinese hackers a 'back door' into the American war machine.

Clarke - now head of a cybersecurity company Good Harbor - also claims that Chinese hackers are waging a piecemeal 'economic war' against America by passing secrets to Chinese company. 

There’s a big difference between the kind of cyberespionage the United States government does and China,' says Clarke. 

'The U.S. government doesn’t hack its way into a Chinese computer company like Huawei and provide the secrets of Huawei technology to their American competitor Cisco. We don’t do that.'

Clarke believes that Chinese companies used information from Boeing and Microsoft - and that the nation is at risk from an economic war of attrition.

'My greatest fear,' Clarke says, 'is that, rather than having a cyber-Pearl Harbor event, we will instead have this death of a thousand cuts. Where we lose our competitiveness by having all of our research and development stolen by the Chinese. And we never really see the single event that makes us do something about it.

'That it’s always just below our pain threshold. That company after company in the United States spends millions, hundreds of millions, in some cases billions of dollars on R&D and that information goes free to China....After a while you can’t compete.'

The move comes in the wake of several high-profile cyber attacks originating in China which targeted U.S and other government officials. 

China is widely suspected of being the origin of many hacking attacks on government and commercial websites abroad, but officials have repeatedly dismissed reports that the government or military could be behind such attacks.                    

Last year, hackers based in Jinan, China targeted personal Gmail and Yahoo accounts of government officials.

The methods used suggested insider knowledge about the offiicals according to many observers. 

The Chinese government denied any involvement. 

'Blaming these misdeeds on China is unacceptable,' said Chinese foreign ministry spokesman Hong Lei after the attacks. 

'Hacking is an international problem and China is also a victim. The claims of so-called support for hacking are completely unfounded.'
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