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Eighth Annual US Army Global Information Operations Conference 

US Army Space and Missile Defense Command/Army Forces Strategic Command (USASMDC/ARSTRAT) will host its annual Global Army IO Conference from 4-8 April 2011 in Colorado Springs.  The purpose of the conference is to bring the Army IO Community together to discuss and capture thoughts on how the Army can operationally support Combatant Commands, and successfully plan and support information operations, inform and influence activities, and military support information operations.  The theme for this year’s conference is “Information and Mission Command.”  Registration is open on SIPRNET at http://portal.smdc.army.smil.mil/C19/CVTI/default.aspx.  Attendees must have a top secret clearance and be currently SCI indoctrinated with SI and TK.  For additional information please contact Mr. Scott Janzen, 719-554-6241 (scott.janzen@smdc-cs.army.smil.mil; scott.janzen@smdc-cs.army.mil) or Mr. Jose Carrington, 719-554-8880 (jose.carrington@smdc-cs.army.smil.mil; jose.carrington@smdc-cs.army.mil). 
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Navy Intel Chief: Information Dominance Must Balance Firepower 

From Office of the Secretary of Defense Public Affairs, 5 Jan 2011 

WASHINGTON, Jan. 5, 2011 - "Information as warfare" requires operational commanders to employ intelligence, surveillance and reconnaissance to dominate the information realm even as they direct combat actions, the Navy's senior intelligence officer said, Jan. 5. 

Vice Adm. David J. "Jack" Dorsett, the director of naval intelligence and deputy chief of naval operations for information dominance, spoke to defense writers about what he called a shift from an Industrial Age military force to an Information Age force. 

"We're great at strike warfare -– dropping bombs. It's now time for the Navy, and frankly the U.S. joint forces, to step up and start dealing with information in a much more sophisticated manner than they have in the past," Dorsett said. 

Adm. Gary Roughead, chief of naval operations, announced in October 2009 the Navy was combining its intelligence directorate, communications networks and related information technology capabilities into the information dominance organization. 

Dorsett said as leader of that organization he serves as the Navy's "banker" for information capabilities. 

"I do resources, I do requirements, I do policies," he said. "Tenth Fleet is the operational commander for our cyber forces and our network forces, and our Navy's information operational capabilities. 

"Tenth Fleet is a three-star operational commander," he continued. "The [chief of naval operations] this past year also created Navy Cyber Command, a two-star commander, and he's responsible for manning, training and equipping the fleet." 

In just over a year since the Navy reorganized its intelligence and technology communities, Dorsett said, the service has made great progress in organizing its work force and developing sensors and networks, but hasn't accomplished as much in analyzing collected intelligence. 

"Managing data, making sense of the information, is one of our largest challenges," Dorsett said. "Part of the job dealing with information dominance is looking at information from one end to the other: from sensors to networks to transport to exploitation dissemination. 

"One area this past year we haven't made as much progress on was on processing, exploitation and dissemination," he continued. "It's high on our list for this upcoming year." 

Within the Defense Department, the Navy is primarily partnering with the Air Force in "tackling imagery exploitation first, as something ... easier to get our hands around," Dorsett said. 

"But we're also partnering with agencies like the National Security Agency on their cloud computing initiatives, their cyber pilot initiatives, and ... how you manage information, how do you get it to flow from one point to another," he added. 

Effectively processing intelligence imagery –- managing data -– requires combining automated tools with skilled human analysis, Dorsett said. 

"An awful lot can be automated," he said. "You don't need to look at every single piece of electro-optical imagery that comes in, necessarily. You need tools to alert you to the key issues that you can then apply an analyst to." 

But if those analysts aren't well-trained and experienced in looking at data from signals intelligence to imagery to open-source data, Dorsett said, some of the available information will be lost. 

"We look at things holistically," he said. "If you just look at the data and technology and tools and you forget to apply energy to training your people, you won't get to the right solution set." 

A major emphasis over the past year, he said, has been to increase the number of sensors gathering imagery in the "battle space." 

"But I think more needs to be applied to this issue of processing, exploitation and dissemination, especially as all of the services bring more sensors to bear in our future capabilities," Dorsett said. "That's part of our game plan." 

In replacing legacy weapons systems with new capabilities, he said, a one-for-one substitution isn't the most effective approach. 

The Navy is taking a "family of systems" approach to balance information and firepower requirements, he said, noting the approach includes incorporating signals intelligence capability on surface ships. 

"One of the principles for information dominance is, every platform needs to be a sensor and every sensor needs to be networked," Dorsett said. 

While increasing the intelligence-gathering capability of weapons systems is critical, he said, the military also needs to maintain its other combat capabilities. 

The Navy's P-8 Poseidon aircraft is an example, he said. The aircraft, now in development as an anti-submarine and shipping interdiction platform, is "a primary warfighting tool for the Navy," Dorsett said. 

"We don't want to optimize it for [signals intelligence] at the expense of [asymmetric warfare]," he said. "We'll deal with spiral approaches to a variety of our systems and platforms and plug-and-play in the years ahead, so I wouldn't preclude the P-8 from having a [signals intelligence] or [multi intelligence] payload, but at this point we're going to focus on primarily on [asymmetric warfare]." 

Historically, the U.S. military has emphasized combat power over intelligence activities, Dorsett said. 

"I think you see, with the Department of Defense and the creation of [U.S.] Cyber Command, the recognition by the secretary of defense and the seniors within the department that the nonkinetic, the cyber, the information side of the house is really critical," he said. "You need a combatant commander that is dealing in that arena as his primary mission area." 

Commanders in Iraq and Afghanistan have seen the value of integrating intelligence, surveillance and reconnaissance capabilities with operations over the last five years, he said. 

"Ops-intel integration was the 2000-2010 era improvement we made in joint war-fighting," Dorsett said. "2010-2020, it needs to be this elevation of non-kinetic information capabilities." 

The Navy has integrated intelligence and surveillance capabilities, electronic warfare, cyber, networks, oceanography and meteorology –- knowledge of the environment –- to break down barriers in warfighting, Dorsett said. 

"Out of balance? We have been," he said. "I think ... DOD is taking a variety of steps to make improvements in this non-kinetic, information side of the house."
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Cyberwar Case Study: Georgia 2008

By David Hollis; posted in Small Wars Journal, 6 Jan 2011

Download the Full Article: Cyberwar Case Study: Georgia 2008
The Russian-Georgian War in August of 2008 represented a long history of geostrategic conflict between the two nations and was based on many complex factors: ¬geopolitical, legal, cultural, and economic. The 1992 South Ossetia War and the 1993 Abkhazian War resulted in the loss of the regions from Georgia to internationally unrecognized, pro-Russian local governments. Tensions had been building in the region for several years prior-to the initiation of conflict in August 2008. The war officially started on 7 August 2008 after several weeks of growing arguments over the future of the South Ossetian territory. Georgian troops initiated a military attack against South Ossetia and began a massive shelling of the town of Tskhinvali in response to alleged Russian provocation. Russia deployed additional combat troops to South Ossetia and retaliated with bombing raids into Georgian territory. Russia deployed naval forces to formally blockade Georgia and landed naval infantry (marines) on Abkhaz coast (near Georgia). The decisive ground combat operation of the campaign resulted in mechanized Russian military and Ossetian militia forces defeating the more lightly armed Georgian military forces in the only large-scale major ground combat of the war (battle for the town of Tskhinvali). Georgian tactical military defeat at the battle of Tskhinvali, operational defeat via Russian uncontested invasion of the western part of Georgia, unchallenged naval blockade of Georgia, and Georgian difficulty getting their media message out to the world, led to Georgia's strategic defeat in the war. The conflict forced approximately 25,000 Georgian residents to flee from ground combat as refugees into internal displacement. The two countries signed a ceasefire agreement a week later but tensions remain high to this day. Russia has failed to implement some of the terms of the ceasefire agreement, resulting in further loss of Georgian territory to Russian occupation. 

As wars historically go, it wasn't very big, did not involve vast amounts of military forces, nor did it last long. One might argue that it was more of a typical battle or campaign framed in an on-going long term geopolitical cold war between the combatants, a cold war punctuated with occasional outbreaks of small to large scale violence. On the surface, it represents one of many cold wars (with periodic renewals of formal national-level military conflict) fought every day on the "near abroad" of the Russian periphery. A conflict which may not end for a very, very long time. But while much of that is true, a deeper analysis of the cyberspace domain operations conducted by both sides in this conflict indicate that image is illusory and incomplete. The Russian-Georgian war was quite historic and precedent setting for several reasons.
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China and its Double-edged Cyber-sword 

By Sean Noonan, STRATFOR Global Intelligence, 9 Dec 2010

A recent batch of WikiLeaks cables led Der Spiegel and The New York Times to print front-page stories on China’s cyber-espionage capabilities Dec. 4 and 5. While China’s offensive capabilities on the Internet are widely recognized, the country is discovering the other edge of the sword.

China is no doubt facing a paradox as it tries to manipulate and confront the growing capabilities of Internet users. Recent arrests of Chinese hackers and People’s Liberation Army (PLA) pronouncements suggest that China fears that its own computer experts, nationalist hackers and social media could turn against the government. While the exact cause of Beijing’s new focus on network security is unclear, it comes at a time when other countries are developing their own defenses against cyber attacks and hot topics like Stuxnet and WikiLeaks are generating new concerns about Internet security.

One of the U.S. State Department cables released by WikiLeaks focuses on the Chinese-based cyber attack on Google’s servers that became public in January 2010. According to a State Department source mentioned in one of the cables, Li Changchun, the fifth highest-ranking member of the Communist Party of China (CPC) and head of the Party’s Propaganda Department, was concerned about the information he could find on himself through Google’s search engine. He also reportedly ordered the attack on Google. This is single-source information, and since the cables WikiLeaks released do not include the U.S. intelligence community’s actual analysis of the source, we cannot vouch for its accuracy. What it does appear to verify, however, is that Beijing is regularly debating the opportunities and threats presented by the Internet. 

A Shift from Offensive Capabilities

On Nov. 2, the People’s Liberation Army Daily, the official paper for the PLA and the primary medium for announcing top-down policy, recommended the PLA better prepare itself for cyber threats, calling for new strategies to reduce Internet threats that are developing “at an unprecedented rate.” While the report did not detail any strategies, it quoted a PLA order issued for computer experts to focus on the issue.

The Nov. 2 PLA announcement is part of a long trend of growing network-security concerns in China. In 2009, Minister of Public Security Meng Jianzhu emphasized that the development of the Internet in China created “unprecedented challenges” in “social control and stability maintenance.” In June 2010, the State Council Information Office published a white paper on the growing threat of cyber crime and how to combat it. Clearly, these challenges have been addressed this year. The Ministry of Public Security (MPS) announced Nov. 30 that it had arrested 460 suspected hackers thought to have been involved in 180 cases so far in 2010. This is part of the MPS’ usual end-of-year announcement of statistics to promote its success. But the MPS announcement also said that cyber crime had increased 80 percent this year and seemed to blame the attacks only on hackers inside China.

These were cases mainly of producing and selling “Trojan” programs (malware that looks legitimate), organizing botnets, assisting others in carrying out denial-of-service attacks and invading government websites. The MPS also closed more than 100 websites that provided hackers with attack programs and taught them various tactics.

The PLA already has two notoriously large and capable network security units: the Seventh Bureau of the Military Intelligence Department (MID) and the Third Department of the PLA. In simple terms, the MID’s Seventh Bureau is an offensive unit, responsible for managing research institutes that develop new hacking methods, train hackers and produce new hardware and software. The PLA Third Department, defensive in nature, is the third largest signals intelligence-monitoring organization in the world. STRATFOR sources with expertise in network security believe that China’s government-sponsored hacking capabilities are the best in the world. But this perception is based in part on the fact that China demonstrates these capabilities quite often. The United States, on the other hand, is much more restrained in exercising its offensive cyber capabilities and is not inclined to do so until there is a dire and immediate need, such as war.

Piracy Vulnerability

The details of China’s escalating effort to improve network security are still murky, but one recently announced campaign against software piracy is notable. On Nov. 30, Deputy Commerce Minister Jiang Zengwei announced a new six-month crackdown on illegally copied products in China. He said the focus was on pirated software, counterfeit pharmaceuticals and mislabeled agricultural products. The Chinese public has pushed for more regulation of pharmaceuticals and food due to a rising number of cases in which people have become sick or even died because of falsely labeled or tainted products, such as melamine-contaminated milk. But Beijing seems to be even more concerned about the vulnerabilities created by running unlicensed and non-updated software, and publicizing the crackdown is clearly an attempt by Beijing to appease Western governments and businesses that are placing growing pressure on China.

Indeed, China has a sizable counterfeit economy, much to the ire of Western businesses. While Beijing may placate Westerners by announcing crackdowns for the benefit of international audiences, it takes more forceful measures when it sees a larger threat to itself, and the security emphasis now seems to be on the threat of running insecure software on government computers. The problem with unlicensed software is that it does not receive automatic updates from the manufacturer, which usually are sent out to fix vulnerabilities to malware. Unlicensed software is thus left open to viral infiltration. It is also cheap and easy to get, which makes it pervasive throughout both government and private computer networks.

One of the measures Beijing has started to implement is requiring licensed software to be installed on new computers before they are sold, which also gives the government an opportunity to install censorship measures like Green Dam. One persistent problem is that much of the pre-installed software still consists of pirated copies. While China has released statistics showing that the use of legitimate software in China has increased dramatically, the Business Software Alliance, an international software industry group, estimates that 79 percent of the software sold in China in 2009 was illegally copied, creating a loss to the industry of $7.6 billion in revenue. Even more important to Beijing, these statistics mean the vast majority of Chinese computer systems — government and private alike — remain vulnerable to malware.

At the same Nov. 30 news conference at which Jiang announced the new anti-piracy initiative, Yan Xiaohong, deputy head of the General Administration of Press and Publication and vice director of the National Copyright Administration, announced a nationwide inspection of local and central government computers to make sure they were running licensed software. While this suggests Beijing’s major concern is the security of government computers, it also emphasizes how widespread the unlicensed software problem is.

This new focus on using legitimate software, however, will not be a complete solution to China’s Internet vulnerabilities. There has been little effort to stop the selling of copied software, and it is still very easy to download other programs, licensed and unlicensed, and malware along with them (such as QQ). Moreover, the new security measures are dealing only with the symptoms, not the underlying problem, of a counterfeit-heavy economy. A six-month crackdown will not undermine or eliminate software piracy in China; to do so would require an immense and sustained investment of time, money and manpower. Indeed, China has been a hub for pirating software, films and other copyrighted material for so long that the enormous domestic economic base that has grown up around it would be virtually impossible to dismantle. In any case, vulnerabilities still exist in legitimate software, even if it is better protected against novice hackers. New vulnerabilities are constantly being found and exploited until software companies come up with the appropriate patches.

From Nationalist Hackers to Dissident Threats

China’s highly developed hacking capabilities, more offensive than defensive, include Internet censorship measures like the infamous Great Firewall, and the official police force run by the MPS specifically to monitor Chinese Internet traffic and censor websites is 40,000 strong. China also has developed two unofficial methods of censorship. First, operators of private websites and forums must follow certain government regulations to prevent statements critical of the government from being disseminated, which encourages private operators to be their own censors. Second, there is a veritable army of nationalistic computer users in China that include “hacktivist” groups such as the Red Hacker Alliance, China Union Eagle and the Honker Union, with thousands of members each. They became famous after the 1999 “accidental” bombing of the Chinese embassy in Belgrade, which prompted China-based hackers to attack and deface U.S. government websites. The Chinese government, state-owned enterprises and private companies also engage public relations firms to hire, deploy and manage what have become colloquially known as “Party of Five Maoists.” These are individuals who get paid half a yuan (5 mao) for every positive Internet post they write regarding government policy, product reviews and other issues.

But as China’s Internet-using population nears 400 million, with nearly 160 million using social networking, Beijing recognizes the risk of all this spiraling out of control. Censors have not been able to keep up on the social-networking front. Even with limited or banned access to sites like Twitter and Facebook, their Chinese versions, Weibo and Kaixin, for example, are expanding exponentially. While the government may exercise more control over the Chinese-based sites, it cannot keep up with the huge number of posts on topics the CPC considers disharmonious. The recent announcement of Liu Xiaobo’s Nobel Peace Prize is an example of news that was not reported at first in Chinese media but through social networking sites, spreading like wildfire. And the censorship is not exclusive; even non-dissidents can be censored, such as Prime Minister Wen Jiabao when he recently called for limited political reform.

China’s large Internet population will not all be nationalists. And if those who learn skills from informal hackers turn into dissidents, Beijing would consider them a serious threat. The Internet presents exactly the type of tool that could pose a major threat to the CPC because it spans regions, classes and ethnicities. Most social grievances are local and economic or ethnic-based. The potential for one opposition group to be united nationwide over the Internet is one of Beijing’s gravest concerns. It has realized that a weapon it once wielded so deftly against foreign powers and business entities can now be used against Beijing.

Outside Issues

At the same time Beijing reached this realization, WikiLeaks demonstrated the possibility for sensitive government information to be spread globally through the Internet. Beijing saw that if the United States, with its expertise in signals intelligence and security, could be vulnerable to such a threat, so could China. Stuxnet demonstrated the vulnerability of important infrastructure to cyber attack, one reason for China’s new emphasis on licensed software (Iran is known to run unlicensed Siemens software). China’s recent emphasis on network security is likely linked to all of these factors, or it may be due to a threat seen but as yet unpublicized, such as a cyber attack or leak inside China that the government has been able to keep quiet.

Other countries have also been implementing new network security measures, most notably the United States. On Oct. 31, the Maryland-based U.S. Cyber Command became fully operational, and its commander is also the head of the National Security Agency, the premier U.S. government entity for signals intelligence. (Thus, China’s giving Internet security responsibility to the PLA should come as no surprise to the United States.) And as China realizes the difficulties of defending against attacks in cyberspace, which tend to favor the offense, the United States is wrestling with the same problems and complexities as it tries to shield government, civilian and commercial computer systems, all of which require different degrees of control and operate under different laws. As cyber espionage and cyber sabotage become even greater concerns, China will be forced to face the far more difficult task of not only pecking away at the Pentagon’s firewalls but also providing for its own internal system security.

These new efforts all contradict China’s long-standing policy of cultivating a population of nationalistic computer users. This effort has been useful to Beijing when it sees a need to cause disruption, whether by attacking U.S. sites after perceived affronts like the Chinese embassy bombing in Belgrade or preventing access from powerful foreign entities like Google. But China has also recognized that developing these public capabilities can be dangerous. Nationalist Chinese hackers, if motivated by the right cause and united through the pervasive Internet, can always turn on the government. And the situation seems to have more and more governments on edge, where simple mistakes can raise suspicions. China’s redirection of a large amount of Internet traffic in April caused an outcry from the United States and other countries, though it may well have been an accident.

It is hard to tell what Beijing sees, specifically, as a first-tier cyber threat, but its decision to develop an effective response to all manner of threats is evident.
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India Self-Sufficient In Electronic Warfare: DRDO Chief

By Ishan Srivastava, TNN, Jan 8, 2011, 07.03am IST

CHENNAI: These days wars are not about brute force but about disabling your enemy before moving in for the kill. And today, electronic warfare has emerged as the preferred weapon of choice. 

According to V K Saraswat, Director of R&D at Defence Research and Development Organisation (DRDO), India is now self sufficient in electronic warfare. "Electronic warfare is very important in current context and our country has done extremely well," said Saraswat. 

Strategic electronics powers many of the defence domains and operating at very high frequencies which are not accessible to all. "Our strength lies in the design and the vast knowledge pool we have. But we are weak in the manufacture of quality components, have limited R&D participation from industry and there is poor translation from prototype of the idea to production," said Y S Mayya, CMD of Electronic Corporation of India Ltd. 

I V Sharma, Director of R&D at Bharat Heavy Electricals Ltd (BHEL), said Rs 7,000 crore was spend on strategic electronics R&D in 2009. 

"AKASH missile project was termed as a great example of government-public-private partnership. Institutions such as ECIL, IITs and IISc were part of the AKASH project," said Sharma. 

"The critical issues in strategic electronics are the denial of technology and transfer of only manufacturing know-how in deals, not technology know-how. Also R&D is mainly being done by DRDO and few PSUs and efforts of private sector are very limited," added Sharma.
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Hacker Attack Greets Kim Jong Un on His Birthday

From VOA News, 08 January 2011

North Korean leader Kim Jong Il's son Kim Jong Un attends a massive military parade marking the 65th anniversary of the communist nation's ruling Workers' Party in Pyongyang, 10 Oct 2010

Computer hackers breached North Korea's official media accounts on Saturday, mocking the youthful heir apparent to the country's leadership on his birthday.

A video was posted on the country's YouTube channel that depicted a caricature of Kim Jong Un driving a luxury sports car, running over women and children on the side of the road.  

In a string of messages on the North's Twitter account, the hackers accused Kim Jong Il, the country's current leader and Kim Jong Un’s father, of extravagant spending on nuclear weapons and engaging in lavish drinking parties "while 3 million people are starving and freezing to death."  Another tweet on the social media account called for an uprising to kill the Kims "with a sword."

It is not known who coordinated the cyber-attack.  South Korean citizen media websites and the Yonhap news agency attributed the scheme to South Korean hackers.  

It was the first birthday for the younger Kim - believed to be his 28th - since he debuted last September as his ailing father’s eventual successor.

The elder Kim’s birthday, on February 16, 1941, has been marked as a national holiday in the reclusive communist nation. He is extolled by the official state media as Dear Leader.

North Korea’s official state media did not report any celebratory events to mark the younger Kim’s birthday.
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PLA’s Psywar Against US

By B. Raman, Eurasia Review, 9 Jan 2011

As Robert Gates, the US Defence Secretary, gets ready to visit China from January 9 to 12 and as President Hu Jintao’s State visit to Washington DC on January 19 approaches, the People’s Liberal Army (PLA) of China seems to have mounted a psychological warfare against the US by disseminating through the Internet and through the “ People’s Forum” columns of the Party-controlled “People’s Daily” two unverified and unverifiable news items which would add to the concerns of the US and ultimately of India too.

The first item, originating from the Japanese media, but disseminated in China without any comments regarding its authenticity, relates to a possible reconsideration by the PLA of the “no first use of the nuclear weapons” policy in order to provide for contingencies where China may undertake a pre-emptive nuclear strike. On January 6, the “People’s Forum” section of the “People’s Daily” carried the following report under the title “Chinese Forces Drop No First-Use Policy?” attributing it to the Japanese Kyodo news agency without any comments on its authenticity: “The Chinese military will consider launching a pre-emptive atomic strike if the country finds itself faced with a critical situation in a war with another nuclear state, internal documents showed Wednesday. The newly revealed policy, called “Lowering the threshold of nuclear threats,” may contradict China’s strategy of no first use of nuclear weapons under any circumstances, and is likely to fan concern in the United States, Japan and other regional powers about Beijing’s nuclear capability. The People’s Liberation Army’s strategic missile forces, the Second Artillery Corps, “will adjust the nuclear threat policy if a nuclear missile-possessing country carries out a series of airstrikes against key strategic targets in our country with absolutely superior conventional weapons,” according to the documents, copies of which were obtained by Kyodo News. China will first warn an adversary about a nuclear strike, but if the enemy attacks Chinese territory with conventional forces the PLA “must carefully consider” a pre-emptive nuclear strike. The documents suggest the Second Artillery Corps educate its personnel in worst-case scenarios for conflicts with other nuclear states. Akio Takahara, a professor of contemporary Chinese politics at the University of Tokyo’s Graduate School of Public Policy, said an adjustment of the PLA’s nuclear threat policy as spelled out in the documents runs counter to President Hu Jintao’s pledge that China will not launch a pre-emptive nuclear strike under any circumstances. “It is uncertain whether such policy adjustment represents a policy shift or has been in existence from before,” Takahara said. “But a pre-emptive strike as assumed (in the documents) would apply to an extreme situation such as war with the United States, and that is almost inconceivable today. I think President Hu is aware of that.” 

This item was carried by the “People’s Daily” along with another unauthenticated item regarding China’s success in the development of a Stealth aircraft based on a pretended photograph of the Stealth aircraft that started circulating in China’s military-related blogs at the beginning of this year. This item, as reported in the “People’s Forum” under the title “Does China Intentionally Leak The Image of J-20?” said: “A photograph of what is reported to be a new Chinese stealth fighter and “carrier-killer” missile has prompted concerns that a tilt in the balance of military power in the western Pacific towards China may come sooner than expected. The emergence of the hi-tech weaponry – which would make it more difficult for the US navy and air force to project power close to Taiwan and elsewhere on China’s coastline – comes at a politically sensitive time. Later this month, President Barack Obama and his Chinese counterpart, Hu Jintao, will hold a summit in Washington aimed at patching up their differences after a niggling year in bilateral relations. The photograph, of what appears to be a prototype J-20 jet undergoing runway tests, has been circulating on the internet since last week, fuelling speculation that China’s fifth-generation fighter may fly ahead of forecast.” 

It added: “The defence ministry has yet to comment on the image, which seems to have been shot from long-distance near the Chengdu aircraft design institute. The photographer is also unknown, which has added to the mystery about its origins and authenticity as well as the motive of the distributor. But defence analysts believe this is the first glimpse of the twin-engined, chiselled-nosed plane that mixes Russian engine technology with a fuselage design similar to that of the US air force’s F-22 “stealth” fighter, which can avoid detection by radar. If confirmed, it would be an impressive step forward for the Chinese air force, which until now has largely depended on foreign-made or designed planes. “I’d say these are, indeed, genuine photos of a prototype that will make its maiden flight very soon,” said Peter Felstead, the editor of Jane’s Defence Weekly. The J20 is likely to be many years from deployment, but the US defence secretary, Robert Gates – who visits Beijing next week – may have to revise an earlier prediction that China will not have a fifth generation aircraft by 2020. It is not the only challenge to US superiority in the region.” 

It further said: “China has refurbished a Ukranian aircraft carrier and wants to build its own by 2020. A more immediate threat is posed by China’s adaptation of an intermediate-range ballistic missile – the DF-21D – to target US aircraft carriers. This project is also further advanced than previously believed. Admiral Robert Willard, the US navy’s commander in the Pacific, warned last month that the weapon – nicknamed the “carrier killer’ – had reached “initial operational capability”. Faced by this threat US battle groups are likely to take a more withdrawn position if there is a standoff over Taiwan than they did in 1996, when the USS Nimitz sailed through the strait. “The main implication of China deploying this system is that it would certainly make the US navy pause before deciding to project naval power into the South China Sea region during a time of tension,” said Felstead. But China’s ambassador to the UK, Liu Xiaoming, said today that his country had no ambitions to rival US military power in the western Pacific region.” 

The “People’s Forum” added: “While China’s economy grows rapidly and the US remains sluggish, fears of a shift in the balance of power are likely to grow. It will not happen overnight and worldwide, but China appears to be steadily pushing the US back from its shores in a strategy know as “area denial”. The government has not confirmed this approach. Chinese nationalists want their country to be more assertive, but they say the priority is to improve defence of an increasingly wealthy coastal region. The “area denial” strategy can be seen as China trying to manage its own market and routes to main trading partners such as South Korea and Japan. “We don’t need the US to be the policeman in the west Pacific area,” said Song Xiaojun, a former naval officer who now edits military magazines. “China’s priority is to develop its near sea defence, because our economy is concentrated on the coast. But we have to reconsider the concept of ‘near sea’ to fit a modern age in which military threats can come from far away. China must improve its defences, but that does not mean we are a threat. Only arms merchants would say that to persuade the US to raise military spending. The US is far ahead,” he said. 

The second item regarding the Stealth aircraft also appears to have been taken from foreign media, but the “People’s Forum” section does not identify the newspaper or magazine from which it was taken 

The dissemination of these items has come in the wake of the recent comments by PLA officers and the Chinese Defence Minister Liang Guanglie regarding the possibility of regional conflicts. The greater interest taken by the US during 2010 in developments in the South China and East China Seas and what the Chinese see as the more assertive US policy in the Korean Peninsula are seen by the PLA as containing the possible seeds of a regional military conflict into which China might find itself sucked. The Chinese thus see the Taiwan issue, the South China and East China Sea developments and the tension in the Korean peninsula as capable of triggering a regional military conflict if China and the US do not conduct themselves with maturity and responsibility.

While trying to avoid an escalation of tensions over military-related issues in its relations with the US, China has to be prepared for contingencies where a regional military conflict of a conventional nature becomes unavoidable due to reasons beyond its control. That is the message the PLA has been seeking to convey. 
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Running For Linux

From Strategy Page, 9 Jan 2011

January 9, 2011: At the end of 2010, the Russian government ordered that all government computers using Microsoft Windows must move to Linux (a free operating system that is far less vulnerable to attack via the Internet) within four years. There are several reasons for this switch. First, there is security. Windows based PCs are most frequently attacked by hackers, and protecting government networks from these attacks is very expensive. There are fewer attacks on Linux PCs because there are more than 50 times as many Windows PCs out there. Second, most of the Microsoft software used by Russian government PCs is stolen. Microsoft, and the United States government, is putting increasing pressure on the Russians to pay up. The Russians hope to avoid that by simply dropping the use of Windows and other Microsoft software. Software for Linux PCs is much cheaper, and often free. But based on past experience, the Russian effort to convert to Linux will probably fail. The main reason for that can be seen in what happened when China tried to convert. 

For a decade now, China has been trying to get business and government users to adopt Unix (and later Linux) as their operating system. Yet most Chinese businesses, and many government departments, continue to use Microsoft operating systems. They do this because Microsoft Windows is widely pirated in China, and there's a large amount of pirated software you can use only on Windows systems. Another critical reason is that more games run on Windows machines, and that is important, even in China. Finally, the Chinese government is more resistant to complaints from Microsoft than Russia. 

While the Chinese government continues to push the adoption of Linux, they are finding more success  mandating that government servers use a Unix variant operating system, developed in China, called Kylin. Meanwhile, the government is increasingly eager to force all Chinese businesses to adopt a Chinese version of Linux or Unix for their desktop and laptop PCs. All this is nothing new, but there is a growing sense of urgency to it.

The Chinese know that, while their own Cyber War forces were capable of launching attacks over the Internet, their own computers are already overrun with viruses and worms. While the United States is regarded as the one nation most dependant on the Internet, it is also the country with the largest amount of effort dedicated to protecting it’s PCs from infection by “malware” (viruses, worms, Trojans and the like.) China, on the other hand, had developed an outlaw mentality when it came to software. So most users have pirated operating systems and applications on their machines. While there are pirated versions of anti-virus software available, using this kind of protection is not popular. China is hoping to get around this by using Linux,. But Linux does not have as much software available for it, and users are reluctant to abandon Windows, and all the neat games and other software that only runs on Windows powered computers. The Windows based games, it turns out, are a major obstacle in getting many users, even business users, to switch. It seems that playing games on company computers after hours is a valuable fringe benefit for workers, and costs the company little. No one likes to talk about this form of compensation, but there it is.

The Chinese government has found that switching to Linux is difficult for other reasons. For example, there are not enough computer experts to carry this out. Microsoft Windows is much easier to install, and maintain, than Linux. Many more Chinese computer manufacturers are shipping PCs with Linux installed, but the demand is just not there. Microsoft has a huge head start, and less than five percent of Chinese PCs use Unix or Linux, and the government represents a third of those non-Windows users.

China has tried to get around this by subsidizing Linux training for Chinese engineers and computer technicians. The government also subsidized the development of the Kylin Unix based server software. Kylin is shareware, and anyone can download it. Kylin is also designed to be very secure, much more secure than Microsoft server software, and most other similar products. China has had more success in getting users to adopt non-Microsoft server software, but the real battleground is PCs.

Russia believes they can force the adoption of Linux. But Russia has a long history of government that orders grand things be done, and eventually settling for a compromise. Like declaring that the problem has gone away and everything is fine.
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Armenia Concerned over Expansion of Azerbaijan’s Information Coverage Abroad

From news.az, 10 January 2011

Deputy, political analyst Rasim Musabeyov has commented on Azerbaijan’s success in the information warfare with Armenia and its diaspora. 

'I would say this is not the information war, it is rather Azerbaijan’s bringing the truth about the regional processes, the Karabakh conflict and Azerbaijan's history to the attention of the world community. Thus, we also break the world's deep-seated image of the "victim" and "suffering" of Armenians. On the basis of real facts Azerbaijan starting bringing to the attention of the international community the truth about the Armenian nationalism and aggression against Azerbaijan, Armenia claims on the territory of neighboring countries', said Musabeyov.

"Azerbaijan is actively using the world's leading media and television for bringing its position and the truth about the regional processes. The interest of foreign media and TV channels in Azerbaijan is growing, because the development and success of our country attract attention of different countries. It is also important that Azerbaijan and other countries hold different events at the initiative of Azerbaijan", said the analyst.

'The Armenian side was very concerned about the expansion of the information coverage of Azerbaijan abroad. Armenia and its diaspora often say that the Armenian side is losing the information warfare with Azerbaijan. However, I believe that we should not relax and be satisfied with the level reached in this matter; we should not forget that the Armenian diaspora has considerable resources and links', said Musabeyov.
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Viewpoint: A New Sino-US High-Tech Arms Race?

From BBC News, 11 Jan 11

Beneath the veneer of official smiles and neatly choreographed handshakes at the defence summit in Beijing, the Sino-US relationship remains fraught with uncertainty. 

A year after military relations were frozen by Beijing in the wake of a $6.4bn (£4.1bn) arms package to Taiwan, the US request for a resumption of a substantial strategic dialogue has been given a lukewarm reception in Beijing.

The People's Liberation Army's (PLA) appetite for engagement with the US has waned considerably over the last year. 

Cementing its defence arrangement with Taiwan, and holding large-scale naval war games in China's back yard in recent months, the US has buttressed its alliances with its East Asian allies. 

These actions have fuelled resentment in China and fears of US military encirclement.

US irritation is based on a recent spate of harassment by the PLA Navy and Chinese fishing vessels against the US Navy and its allies in the West Pacific. 

The US is also frustrated with China's intransigence towards meaningful strategic dialogue on international security concerns, particularly while tension on the Korean peninsula remains high and nuclear proliferation by North Korea continues unchecked.

But the Pentagon's visceral concern is its failure to detect the break-neck speed of Chinese military technological advances and its ability to curb an arms race in East Asia. 

'Pressure point warfare'

 Despite recent headlines reporting the appearance of a Chinese stealth fighter prototype, of more concern to US military planners is the enabling technology that will produce the bite to China's military bark. 

This angst is focused on China's decade-long programme of military "informationisation" designed to leap-frog over US capabilities in the Pacific region. 

The PLA is rapidly developing asymmetric warfare techniques against US command, control, communications, computers, intelligence, surveillance and reconnaissance infrastructure, known as "C4ISR" in military parlance. 

For China, with its inferior conventional military capabilities, the key to gaining the upper hand in a conflict with the US is to gain dominance of the space theatre and to damage its digital nerve system.

China views space as a corner-stone of its future prosperity: a mandate from heaven for China's growth and military strength. For this reason, China is working hard to counter the Pentagon's monopoly in space and to build its own space-based deterrent.

The PLA's doctrine of "pressure point warfare", a multi-layered approach using space, cyberspace and information operations alongside conventional capabilities is designed to cripple an adversary in one swift strike. 

This fast paced and high-tech military modernisation has led to the emergence of weapons systems and technology, which in certain theatres has closed the military capability gap with the US considerably. 

These include directed energy, jamming and cyber attack technologies, designed to paralyse the US military machine.

The PLA has recently developed and successfully tested advanced anti-satellite (ASAT) weapons systems, demonstrating it can destroy or manoeuvre close to enemy satellites in space. ASAT weapons are part of a new genre of "assassin's mace" or surprise weapons aimed at the Pentagon's Achilles Heel in space and cyberspace. 

All of these capabilities require state of the art signals processing and communications systems, technology which China has been developing indigenously to create its own command and control architecture.

Carrier fears

 One of the most pressing concerns for the United States navy is the prospect of US aircraft carriers and other vessels being denied access to theatres of operation in the event that the US were dragged into a conflict over Taiwan or in support of its other Pacific allies. 

 Could Chinese missile systems target US aircraft carriers in the region? 

Coined by Pentagon planners as China's "A2/AD" (Anti Access/Area Denial) strategy, the PLA would attempt to prevent US aircraft carriers from deploying to theatre, targeted by Chinese torpedoes, Cruise Missiles and Anti Ship Ballistic Missiles (ASBMs). 

PLA tacticians know that a successful strike against a moving US aircraft carrier requires advanced space-based targeting assets and an ability to penetrate the US ballistic missile defence umbrella. They also know that their land-based missiles are vulnerable to attack from the US. 

One solution is to develop a submarine-launched ballistic missile (SLBM) capability, something which is also causing for concern for US defence secretary Robert Gates. 

The PLA's latest weapons systems serve as an opportunity to showcase China's considerable achievements and provide an anchor for the legitimacy of the Chinese Communist Party. 

What the PLA is prepared to reveal in public is also directed at the domestic audience as much as abroad - hence the roll-out of the J-20 stealth fighter prototype and the likely launch of an aircraft carrier within a year or two.

China, Taiwan and the United States do not want a confrontation; this would likely be a disaster of global proportions. 

However, as China's President Hu Jintao and his US counterpart Barack Obama prepare to meet next week, the potential for miscalculation and an East Asian arms race extending into the space domain creates a lingering atmosphere of uncertainty and mistrust in the region.
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Gates: Chinese Taking Strategic Dialogue Proposal Seriously

By Jim Garamone, American Forces Press Service, 11 Jan 11

BEIJING, Jan. 11, 2011 –  The Chinese are taking an American proposal to hold a strategic dialogue between the two countries seriously, Defense Secretary Robert M. Gates said here today.

Gates met with President Hu Jintao at the Great Hall of the people and with Foreign Minister Yang Jiechi today. The meetings followed yesterday’s discussions with Chinese national defense officials.

Gates held a press roundtable, where he told reporters that China and the United States should engage in a strategic dialogue focusing on four areas: nuclear, missile defense, space, and cyber. 

The dialogue, Gates said, would help cement military-to-military relations between the two countries, and it could also help to bridge a possible communications gap between Chinese civilian leaders and military personnel. 

There was a demonstration of such a gap during Gates’ meeting with President Hu. The Chinese today performed the first flight test of their new J-20 stealth fighter in Chengu.

“When Secretary Gates raised the issue of the J-20 test in the meeting with President Hu, it was clear that none of the [Chinese] civilians in the room had been informed [of the test],” said a senior U.S. defense official speaking on background. 

In the secretary’s view, this omission underscores the need for the sort of joint civilian-military strategic security issues dialogue that he has proposed, the official said.

There is great merit in bringing the civilian side and the military side together to discuss these issues, because “it is hard to compartmentalize many of these security issues into either purely military or purely civilian,” Gates said.

The secretary also said that President Hu made it clear that Chinese officials will take the American proposal seriously.

“We promised to get back to them and work with them on this,” Gates said. “Our hope is that we can get such a mechanism started before the strategic and economic dialogue next meets in about five months.”

Gates said, overall, that he has had a positive visit in China. He praised the hospitality of the Chinese, and said all of the conversations have been very cordial and friendly.

“I think it sets the stage for making further constructive progress in the military-to-military relationship,” he said.

But this will take time. “I think this is an arena where we have to play the long game,” the secretary said. “This is not an area where I think you will see dramatic breakthroughs and big headlines, but rather the evolutionary growth of relationships and activities together that over time have a positive effect on the overall relationship.”

There won’t be big breakthroughs in the military-to-military relationship, he said, but incremental progress.

“I think there is a desire to move forward,” Gates said. “Clearly the relationship was interrupted that has been made evident all along the way, by the arms sales to Taiwan. But it is equally clear to me that the Chinese –- including the [Peoples’ Liberation Army] –- are prepared to move forward” toward an expanded agenda of cooperative activities.

The secretary was clear that the strategic dialogue would not be in the form of arms control talks with China. “This would be more in the terms of trying to help each other understand what our long-term intentions, policies, and strategies are, and frankly, what would the specific agenda look like,” he said. 

Gates said he came to China seeking a continuing military-to-military relationship that isn’t turned on and off due to political winds. The Chinese agree with him on this point, he said.

The secretary said that the quarterly or yearly contacts under the Military Maritime Consultative Agreement, the Defense Consultative Talks and the Defense Policy Coordination Talks will continue no matter what the political climate is.
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Geotags Can Compromise Operations Security, Officials Say

By NewsDesk-Logistics Week, 12 Jan 11

Share Smart phones like the iPhone and Droid have made life easier for a lot of people, giving them instant access to the Internet, e-mail and navigation applications. But the same technology that powers these phones can also threaten security by revealing the exact location and activity of their users.

Many people don’t realize their GPS-enabled cell phones use a feature called geotagging, said Joan Hellon, the Defense Logistics Agency operations security program manager. Geotagging is the process of adding geographical identification — usually latitude and longitude coordinates — to photos, videos, websites or text messages. Any smartphone that uses GPS automatically embeds geotags into photos, and this data stays with the photos when they are posted to the Internet, Hellon said.

As a general rule, posting geotagged photos to the Internet isn’t a good idea because they can reveal the exact location of a person’s home or office or can reveal when the person is away from home. But when it comes to DLA operations, geotags can pose a serious threat to security, Hellon said, especially during deployments.

“When it comes to OPSEC concerns, the biggest thing for us to remember is to not expose the location of the military services while we are deployed with them,” she said. “If the services are trying to protect themselves, we need to do everything we can to assist them.”

When photos tagged with geographical information are placed on the Internet, anyone can search the photos and track the locations of individuals, Hellon said. This information can be correlated with other information, such as posts on social-networking sites, to create a complete picture of that person’s activities and location. Because DLA employees deploy around the world in support of the military services, they need to be careful what information they are making available on the Internet, she said.

“In the past, we could review photos before they were posted on the Internet and as long as the location wasn’t identified in the photo, it was safe to post,” she said. “But now, geotagging is identifying locations in photos without people even realizing it.”

Even photos not taken with smart phones can be tagged with geographical data, Hellon said. Some digital cameras embed data in photos, and photos that are posted to photo-sharing websites like Flickr can be tagged with specific locations.

To protect operations security, DLA employees should never post photos tagged them with specific locations to the Internet, Hellon said. Also, if using a smart phone while deployed or working in a sensitive area, employees should turn off the GPS feature on the phone, which will disable geotagging.

“These are simple things you can do to protect not only your privacy, but also the safety of warfighters in the field and security of the mission,” she said.
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Senators Say Military Cyber Ops Not Disclosed

By Lolita C. Baldor, AP (via Seattle Post Intelligencer), 12 Jan 11

WASHINGTON -- The Pentagon failed to disclose clandestine cyber activities in a classified report on secret military actions that goes to Congress, according to a Senate document that provides a public peek at oversight concerns surrounding the government's computer war capabilities.

A brief written exchange between Senate questioners and the Pentagon's assistant secretary for special operations, Michael Vickers, underscores unresolved questions about how and when the Pentagon conducts cyber warfare, and about the guidelines for military action in the event of a computer-based attack on the U.S.

The U.S. military's use of offensive cyber warfare has only rarely been disclosed, the most well-known instance being the electronic jamming of Iraqi military and communications networks just before the lightning strike against Saddam Hussein's army in 2003. But Pentagon officials have been clear that cyber espionage and attacks from well-funded nations or terror groups are the biggest threats to military networks, including critical battlefield communications.

Adm. Mike Mullen, chairman of the Joint Chiefs of Staff, told reporters Wednesday that the cyber threat from China is significant and that the Defense Department needs to focus more on cyber warfare. The Pentagon has made a lot of changes to deal with the threat, he said in remarks at the Foreign Press Center, but added that the U.S. has to "come to a place where, again, those threats are diminished, if not eliminated."

The growing threat has been evident in recent global clashes including the Internet blitz against Georgian government sites just before the Russians invaded in 2008 and the Chinese government's reported efforts to develop computer viruses to attack enemy networks. The Pentagon created Cyber Command to better deal with the threats, but has yet to clearly define the parameters of its offensive and defensive cyber operations.

Nowhere does the brief Senate exchange obtained by The Associated Press detail the cyber activities that were not disclosed. But cyber experts suggest they may have involved secret operations against insurgents in Iraq and Afghanistan, and could possibly include other hotspots such as Yemen or Somalia.

The exchange emerged in a question posed to the Vickers, who has been nominated as undersecretary of defense for intelligence.

The Senate Armed Services Committee voiced concerns that cyber activities were not included in the quarterly report on clandestine activities. But Vickers, in his answer, suggested that such emerging high-tech operations are not specifically listed in the law - a further indication that cyber oversight is still a murky work in progress for the Obama administration.

Vickers told the committee that the requirement specifically calls for clandestine human intelligence activity. But if confirmed, he said, he would review the reporting requirements and support expanding the information included in the report.

"It would be my intent, if confirmed, to fully comply with that responsibility, to include cyber activities," he said.

The exchange was included in 33 pages of Senate questions and answers from Vickers in preparation for his nomination hearing. No hearing date has been set.

Pentagon spokesman Cmdr. Bob Mehal declined to discuss the clandestine activities report or the answers Vickers submitted to the panel, because the report is classified, and Vickers' submission has not been made public.

James Lewis, a cyber security expert and longtime consultant for the government on such high-tech related issues, said it is likely the committee complaint referred to ongoing military cyber activities in the Iraq and Afghanistan wars, although there also could be similar efforts in Yemen or other countries where the U.S. is supporting counterinsurgency operations.

Lewis said there have been longstanding tensions between the congressional committees and the various military and intelligence agencies over how much sensitive information is given to lawmakers, as well as historical turf battles that have played out repeatedly between the various panels with overlapping oversight of military and intelligence.

The oblique exchange between Vickers and the Senate panel also highlight congressional efforts to map out strict oversight and command and control guidelines for the military's shadowy cyber role.

"Congress members and staff always feel they should be getting much more info about clandestine operations than they get," said Lewis. He added that while there are times when it's better to strictly control access to some classified information, there is still "a legitimate need for oversight since such clandestine activity can have political consequences."

The exchanges between Vickers and the Senate panel also cover a wide range of other intelligence issues.

If confirmed, Vickers said, his big challenge would be the continuing struggle to meet the military's "unmet demand" for intelligence as the U.S. fights two wars and works to dismantle terrorist networks, including those in Yemen and Somalia.

Asked whether the intelligence community has devoted enough counterterrorism resources to Yemen and Somalia, Vickers said the military needs more intelligence and special operations forces with language and cultural expertise.

He added that he would like to see funding increase from $40 million to $50 million for counterterror operations in Iraq and Afghanistan and efforts to train other nations' forces. Such training is being done in a number of countries including Yemen and Pakistan.

Vickers also offered a sharp condemnation of recent leaks of classified data. He did not specifically cite the more than a quarter-million diplomatic records obtained by WikiLeaks, but he said unauthorized disclosures are among the most serious problems he would face.

"The spate of unauthorized disclosures of very sensitive information places our forces, our military operations and our foreign relations at risk," he said.

Vickers, a former Green Beret, has had a long and storied career, including his engineering the clandestine arming of Afghan rebels who drove the Soviet Union out of their country in the 1980s. His role in one of the largest covert actions in the CIA history was chronicled in the 2003 book "Charlie Wilson's War," which became a film in 2007.
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A New Role for Jihadi Media

From IPT News, January 11, 2011

Aspiring jihadis need to improve their media skills, such as operating websites and developing their own video sites that resemble YouTube, to be more effective in their fight against the West, according to a new article circulating on a variety of Islamist Internet forums. Improved media, author Abu Sa'd al-'Amili writes, will help increase recruitment of American and Western jihadis, and conduct "continuous psychological media war" against the West.

"The enemy can no longer stand alone in the field with its misleading media tools, because the Mujahideen and their supporters have through these blessed pulpits entered the battlefield from a number of gates that they (the enemies) can not completely shut," says the article, which can be found in a jihadi news aggregator "The Unjust Media." "Moreover, they publish news of their Jihad and truthful images of this Jihad, as they likewise are a means of preparing and recruiting new soldiers for Jihadist work through organized, regulated and secure media efforts."

Alongside online magazines like al-Qaida's English-language Inspire, this article shows an increased jihadi focus on the media in the Muslim world and in the West. Al-'Amili advocates for more coordination between terror groups on different fronts with an eye for developing tech-savvy and graphically sophisticated video and written media.

The article, "The Heart of the Matter: The Reality and the Role of the Jihadist Media," emphasizes the coordination of jihadist media at home and abroad, with the intention of bringing the battlefield to would-be warriors. It also states the importance of jihadi media against the West, which it sees as increasingly "planting terror in their souls through a continuous psychological media war, commensurate with that being waged by the Mujahideen brothers on combat fronts."

Al-'Amili's piece is new posturing in al-Qaida's ongoing media battle. Abu Musab al-Zarqawi, an Iraqi al-Qaida leader who was killed in 2006, masterminded efforts to create a comprehensive media battle against Americans in Iraq. "He made the decision that every group should have a video camera with them, and every operation should be taped," said Abu Omar, a Palestinian bomb-maker in Iraq, according to a 2007 New York Times article. "We sent them [the videos] outside, to brothers in Europe and England."

The new article commends previous successes, particularly by al-Qaida affiliate Islamic State of Iraq, while advocating the expansion of the media battle. The new focus on expanding media comes, Al-'Amili writes, as terrorist organizations have gained territory and "many of the jihadist movements have known something of stability and have secure bases."

For website administrators, the article advises better connection with warriors on the front, and the translation of their battles for would-be warriors. "Let them understand well and certainly that their media work is considered a strong prop and the flip side of the coin of Jihad," Al-'Amili writes. Administrators should "make their pulpits [websites] secure," "redouble and consolidate the coordination" of such groups, and "strengthen their connections with the Mujahideen." The article also repeatedly emphasizes the need for secure communication links, to protect the identities of both readers and writers.

The advice of the article appears to reflect previous failures in securing communications. Mohamed Osman Mohamud, who plotted to blow up an Oregon Christmas tree lightning, was caught when FBI agents infiltrated his unsecured emails. When Mohamud attempted to contact two unindicted Pakistani associates to facilitate his travel there for jihad training, undercover agents moved in by pretending to be contacts of those associates. The Fort Dix plot, an al-Qaida inspired plan to murder American military troops in New Jersey, was broken up when the suspects took a DVD of them firing assault weapons to a shop in New Jersey for copying. A lack of basic security and tech skills led to the discovery of the plot, which intended "to kill as many American soldiers as possible," possibly hundreds.

The article also offers commentary on how to improve on the look and feel of jihadi media, primarily by adding more footage and staying up to date with technological developments. Amongst fighters at the front, the article advocates doubling the size of media cadres and providing them with better equipment. Foreign funders should provide for these efforts, "in order to keep up with and match the enemy media."

Al-'Amili advocates "exploiting those organizations owned by the enemy as well as independent agencies in order to take advantage of the technologies and programs studied there." This may be referring to the experience earned by Samir Khan, an American who used his talents as a graphic artist and writer for al-Qaida's English-language publication, Inspire magazine. The article goes on to advocate coordination between the leadership of different terrorist organizations, with the aim of utilizing common media teams for particular campaigns.

Importantly, the magazine advocates that jihadi groups strive to create their own video channel. Recognizing the powerful effect of online radicalization, the channel "would broadcast interviews with the leaders and prestigious people of Jihad regarding the correct program which should be followed by the young men of the Ummah." Non-Muslims could also be recruited for the cause, as "many of the brothers who had been in the rank of the enemy, embraced Islam, becoming the sincerest soldiers and most destructive against the enemy. The Guantanamo prisoners are a good example."

Video teams would take on ideological specialists attached to the operating conditions of their groups. For example, the article discusses the evolution the Islamic State of Iraq's propaganda, which originally targeted pro-government factions in post-invasion Iraq. When it "became clear that none of those would come to believe except those that already believed," the group "shifted to revealing the truth, in order to make clear the path of the criminals; in order to teach the people the reality of each faction so they could take the proper position in the ongoing struggle."

Along with another new article "10 Ways to Detect and Foil The Plots of Spies," "The Heart of the Matter" shows that jihadi groups are paying more attention to their Western audiences, from potential terrorists to terrorizing the American public.
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Electronic Warfare Course Ramps Up At CGSC

By Steve Liewer, Leavenworth Lamp, Jan 13, 2011

Fort Leavenworth, Kan. — A new electronic warfare course at the Army Command and General Staff College is helping the Army boost its efforts in a field where the Navy and Air Force have been pre-eminent since the end of the Cold War.

Created and taught by Air Force officers in the college’s Department of Joint, Interagency and Multinational Operations, the course, called “Fundamentals of Electronic Warfare,” followed and supports the Army’s announcement in 2009 that it would create an Electronic Warfare career field with at least 1,600 members.

Two instructors, Lt. Col. Dave Stephan and Lt. Col. Dean Balstad, launched a test run of the elective course last spring with 16 students from the Intermediate Level Education class 2010-01. Stephan has since retired and now works as a civilian at the new Mission Command Center of Excellence. Electronic Warfare Proponent instructor Kevin Perry, a retired Air Force fighter pilot who has taught electronic warfare courses in both the Air Force and the Army, replaced Stephan when the elective was taught during the fall term.

Later this month, students in class 2011-01 will have the chance to register for two sessions to be offered this spring, with very limited spaces, Balstad said. He expects it will continue to be offered twice each year to small groups of ILE students.

The instructors designed the course to give officers who have had a little exposure to the field a broad basic knowledge of electronic warfare. Topics covered include EW doctrine, radar, communications signals, electro-optical infrared and the EW spectrum.

“It can help to give each of the officers a little taste of what’s been going on (in EW) the last 10 years,” Balstad said. “It’s not foreign to them anymore.”

Perry said he has included Army EW planning, synchronization, coordination and deconfliction topics to the course during the fall 2010 term.

A 21-year Army veteran, Maj. Tom Prieve had no prior experience with electronic warfare when he took the course last spring as an ILE student. But he knew that an increasing variety of electronic devices are a part of the military world and that learning how to manage the electronic spectrum could be crucial to future success.

“I learned the entire EW process is about measures and countermeasures,” wrote Prieve in an e-mail from Fort Bliss, Texas, where he is serving with the 4th Battalion, 27th Field Artillery Regiment. “Our enemies actively compete to develop measures and countermeasures based upon our TTPs (tactics, techniques and procedures). It’s a continuous fight.”

Maj. Kevin Turpin encountered electronic warfare during a previous tour with the XVIII Airborne Corps Fires Cell and jumped at the chance to learn more.

“I was exposed to EW on a daily basis and wished that I had known more about EW as a whole,” Turpin, a field artillery executive officer at Fort Bragg, N.C., wrote in an e-mail. “It was amazing to (learn) how limited our capabilities are in some aspects and how much we can do in other areas.”

Since the Cold War ended two decades ago, the Army largely ceded the field of electronic warfare to the Air Force and the Navy. The unanticipated threat of improvised explosive devices in Iraq and Afghanistan, which have killed more than 2,500 coalition troops in those theaters according to the website Icasualties.org, compelled the Army to tackle the threat head-on.

An extensive study by Fort Leavenworth’s Combined Arms Center prompted the Army in 2009 to update its manual for the electronic battlefield. At the same time, senior Army leaders also announced the creation of the new Electronic Warfare career field with more than 1,600 officers, warrant officers and enlisted Soldiers over the next three years, and possibly more in the future.

“The Army is leaning forward now to address the very complex challenge of controlling the electromagnetic environment in land warfare,” said Col. Laurie Buckhout, then the Army’s chief of electronic warfare, at the time. “The creation of a large cadre of full-time EW specialists is a critical step in the right direction.”

At CGSC, the idea of teaching electronic warfare course had been percolating for a while. Terry Portman, a fire support officer during his Marine Corps days who is now a DJIMO faculty member, said he had long wanted to create the course, but he had no one with the current expertise to help him.

Stephan and other members of CGSC’s Air Force Element filled that gap.

“It was serendipitous,” Portman said. “The Air Force officers saw a need, and they brought it to fruition.”

Air Force veteran Perry is pleased to see the Army embrace Electronics Warfare.

“I have seen a great leap in both understanding of what EW entails, and the importance of EW as an Army core competency,” Perry said. “Every time I teach an EW course, I see students have a better understanding of what it is and why it’s important.”

The Army has honed its electronic warfare capabilities in the Iraq and Afghanistan theaters, using electronic jamming to deny them the use of modern communication tools. Combat units may soon employ high-powered microwaves, laser weapons and acoustic weapons as non-lethal ways suppressing enemy forces, Perry said.

“If the enemy communicates using a system dependent on the electromagnetic spectrum, we can deny it,” he said. “Their command and control breaks down, and they can’t communicate. That is of great value in counterinsurgency warfare.”

The Army’s Counter Radio-controlled-IED Electronic Warfare systems have played a key role in reducing the percentage of roadside bombs detonated with an electronic trigger from more than 60 percent to less than 10 percent in the past four years, Perry said.

“I know how we’ve used it,” he said. “I’ve seen it save lives.”

Perry said the course advances the goal of the Combined Arms Center to train and educate not only Soldiers who are pursuing Electronic Warfare as a career, but expanding the awareness of EW’s critical role in current and future full-spectrum combat operations.

“CGSC provides a perfect venue for providing EW education to a great mix of field grade level officers representing different branches and career fields,” he said.
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New HASC Chair Plans To Reorganize Committee

By Kate Brannen, Army Times, Jan 13, 2011

An upcoming reorganization of the subcommittees of the House Armed Services Committee will shift oversight of certain weapons programs, including Navy and Marine Corps tactical jets, according to committee staff.

The shifts will be made as part of a new rules package to be proposed by the new committee chair, Rep. Howard P. “Buck” McKeon, R-Calif., at a meeting that could be as early as next week, the committee’s Republican spokesman Josh Holly said.

The Democrats are expected to announce their committee assignments at the same meeting.

“The reorganization of the Armed Services subcommittee structure eliminates jurisdictional ‘stovepipes’ and better aligns the seven subcommittees with current operations and future threats,” Holly said in an e-mail.

The Air and Land Forces subcommittee, headed by Rep. Roscoe Bartlett, R-Md., will be renamed the Tactical Air and Land Forces subcommittee. It will oversee all Army, Air Force and Marine Corps acquisition programs — with the exception of Marine Corps amphibious assault vehicle programs, strategic missiles, space, lift programs, special operations, science and technology programs, and information technology accounts, according to McKeon’s office.

The subcommittee will also oversee Navy and Marine Corps aviation programs, as well as modernization and ammunition programs for the National Guard and Army, Air Force and Marine Corps Reserve.

The Seapower and Expeditionary Forces subcommittee, led by Rep. W. Todd Akin, R-Mo., would become the subcommittee on Seapower and Projection Forces. It would oversee Navy acquisition programs, Naval Reserve equipment and Marine Corps amphibious assault vehicle programs. It would also oversee deep-strike bombers and related systems, as well as lift programs.

It would not include strategic weapons, space, special operations, science and technology programs, and information technology programs.

The Subcommittee on Strategic Forces, headed by Rep. Michael Turner, R-Ohio, would oversee strategic weapons, except deep-strike bombers and related systems; space programs; ballistic missile defense; national intelligence programs, and Department of Energy national security programs, except non-proliferation programs.

The Subcommittee on Military Personnel, led by Rep. Joe Wilson, R-S.C., would oversee military personnel policy, Reserve Component integration and employment issues, military health care, military education and POW/MIA issues. In addition, the subcommittee would be responsible for Morale, Welfare and Recreation issues and programs.

The Subcommittee on Readiness, led by Rep. Randy Forbes, R-Va., would manage military readiness, training and logistics; and deployment preparation and processes. In addition, the subcommittee would oversee military construction; depot policy; civilian personnel policy; environmental policy; installations and family housing issues, including the base-closure process; energy policy, and programs of the Department of Defense.

The Subcommittee on Emerging Threats and Capabilities, led by Rep. Mac Thornberry, R-Texas, would have oversight of Defense-wide and joint enabling activities and programs to include Special Operations Forces; counter-proliferation and counter-terrorism programs and initiatives; science and technology policy and programs; information technology programs; homeland defense and Department of Defense related consequence management programs; related intelligence support, and other enabling programs and activities to include cyber operations, strategic communications, and information operations.

Finally, the Subcommittee on Oversight and Investigations, led by Rep. Rob Wittman, R-Va., would oversee any matter within the jurisdiction of the Committee, subject to the concurrence of the Chairman of the Committee and, as appropriate, affected subcommittee chairmen. The subcommittee would have no legislative jurisdiction.
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The Limits of Stuxnet

By Bret Stephens, Wall Street Journal, 18 Jan 2011

Long before there was the Stuxnet computer worm there was the "Farewell" spy dossier.

In 1980, a KGB officer named Vladimir Vetrov began passing secrets to French intelligence. Vetrov was in a position to know the names of a network of Soviet agents (known as Line X) involved in pilfering capitalist technologies, which is how Moscow managed to stay nearly competitive with the West. 

Col. Vetrov's Farewell dossier, as the French code-named it, eventually arrived at the desk of an American National Security Council official named Gus Weiss. It was Weiss who suggested to then-CIA director Bill Casey that the West not roll up the spy network right away, but rather that it be played for greater stakes. 

"I proposed using the Farewell material to feed or play back the products sought by Line X," he later wrote in an unclassified CIA history, "but these would come from our own sources and would have been 'improved'. . . . Contrived computer chips found their way into Soviet military equipment, flawed turbines were installed on a gas pipeline. . . . The Pentagon introduced misleading information pertinent to stealth aircraft, space defense, and tactical aircraft. The Soviet Space Shuttle was a rejected NASA design."

How well did the plan work? In June 1982, one of Casey's "improved" computer control systems, containing a Trojan horse in its software, caused the trans-Siberian gas pipeline to explode. U.S. spy satellites captured images of what was described by former Air Force Secretary Thomas Reed as "the most monumental non-nuclear explosion and fire ever seen from space." 

Thus did the Soviet Union end up on the ash-heap of history.

Well, not really. But the story of the Farewell dossier is worth recalling amid the hoopla connected to Stuxnet, the ingenious computer worm, likely of U.S.-Israeli design, that seems to have hobbled the Iranian nuclear program. Meir Dagan, the outgoing head of Israel's Mossad, said recently that Iran would not be able to produce a bomb until 2015, a date much further off than the 12 to 18 month timeframe Israeli officials were offering as recently as last year. U.N. nuclear inspectors confirm that Iran has been forced to de-activate 984 uranium-spinning centrifuges. Even Mahmoud Ahmadinejad says Stuxnet has caused "minor problems"—a major admission.

All of this is terrific news and a credit to Stuxnet's authors. It seems to have stopped the further expansion of Iran's enrichment activities. It will also likely require Iran to replace its Western-made computer control systems even as the international sanctions regime makes them increasingly difficult to acquire.

And yet the Iranian nuclear program carries on. Stuxnet appears to have hit Iran sometime in 2009. As of last November, U.N. inspectors reported that Iran continued to enrich uranium in as many as 4,816 centrifuges, and that it had produced more than three tons of reactor-grade uranium. That stockpile already suffices, with further enrichment, for two or possibly three bombs worth of fissile material.

Nor can it be much comfort that even as Stuxnet hit Iran, North Korea began enriching uranium in a state-of-the-art facility, likely with Chinese help. Pyongyang has already demonstrated its willingness to build a secret reactor for Syria. So why not export enriched uranium to Iran, a country with which it already does a thriving trade in WMD-related technologies and to which it is deeply in debt? Merely stamp the words "Handle With Care" on the crate, and the flight from Pyongyang to Tehran takes maybe 10 hours.

Iran is also not likely to be fooled again this way, making Stuxnet, or some variant of it, its own kind of one-hit wonder. Qualified nuclear engineers may be hard to come by, but computer forensics experts aren't, even for a country like Iran. The next time Israel or the U.S. tries to stop Iran's nuclear advances, the means aren't likely to be as targeted, or as bloodless.

Which brings us back to the Farewell dossier. Despite the CIA's sabotage, the trans-Siberian pipeline was commissioned just two years later. A bigger hit to Moscow was the expulsion of 200 Line X officers from the West, which the Soviets avenged by executing Vetrov in 1983.

But as Weiss noted in his history, the real hammer blows came in the form of Reagan's "evil empire" speech and the SDI initiative, which caused the Soviet military to demand budgets the system couldn't afford. Paul Volcker's tight money policies, which "led to a fall in gold and primary product prices, sources of Soviet foreign exchange," also played a key role. 

And so Iran has fallen for a neat computer trick. That may be a source of satisfaction in Jerusalem, Washington and even Riyadh. But it cannot be a cause for complacency. Wars are never won by covert means alone. That's as true for Iran today as it was in Cold War days of yore.
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Show of Strength Urged For Cyberwar

By Bill Gertz, Washington Times, 27 Jan 2011

Military cyberwarriors are building up efforts to pinpoint the sources of foreign computer break-ins on U.S. networks and will need to demonstrate a major computer attack capability in the future to deter increasingly sophisticated threats, according to the outgoing commander of the U.S. Strategic Command.

Air Force Gen. Kevin P. Chilton, who retires this week as the commander in charge of cyberwarfare, nuclear forces, and missile and space defenses, also said in an interview that the infrastructure for building and handling U.S. strategic nuclear weapons is "decrepit."

Funding approved last year for upgrading the nuclear arsenal is urgent and welcome, but modernizing existing weapons and resolving weapons maintenance problems could take 10 years, he said.

Gen. Chilton also said the U.S. military is moving ahead with building a ballistic missile submarine as a follow-on to Ohio-class ballistic missile submarines. The Pentagon also plans to field a new long-range bomber and intercontinental ballistic missile to replace the current force of Minuteman IIIs, he said during a wide-ranging interview at his Stratcom liaison office at the Pentagon days before he retires from the Offut Air Force Base (Neb.) headquarters of Stratcom.

On tracking the source of computer attacks, a process the military calls "attribution," Gen. Chilton said the military is improving its capability to locate the sources of electronic attacks, a key first step in defending systems and conducting offensive cyber-attacks.

"Attribution is more difficult in this domain but it's not impossible," he told The Washington Times. "And you have to work that problem, but we are getting better."

Knowing the source of a cyber-attack is critical for defenses "so you know where the attack is either mounting or coming from," he said.

"But also, if we're ever going to extend the notion of deterrence - deterring an attack in cyberspace - one of the fundamental elements in being able to deter somebody is to be able to convince them that you can attribute them as the source of the attack."

Gen. Chilton said deterring cyber-attacks before they are carried out, either by nations or criminals, requires demonstrating a "credible threat" from the U.S. military that would force all attackers to think before acting.

"If we elect to use cybercapability to deter - and you don't necessarily have to, you can use something else to deter bad cyberbehavior - [but] if we're going to use cybercapabilities to deter, that's going to beg for some demonstration of that capability," he said.

Gen. Chilton did not answer when asked whether U.S. cyberforces, under the Stratcom subcommand called U.S. Cyber Command, could have attacked WikiLeaks to prevent the anti-secrecy website from disclosing thousands of stolen classified U.S. documents.

"There's no plans for anything that would demonstrate a [cyber-attack] capability at this time," he said. "But I think, if we're going to think about deterrence, which we do at Stratcom, these are the kinds of challenges for the future for us."

The four-star general said other countries were sent a clear signal that the U.S. military could shoot down enemy satellites in a conflict, based on the February 2008 Strategic Command-led operation known as Burnt Frost, which used a modified Navy SM-3 missile fired from an Aegis warship to shoot down a falling National Reconnaissance Office satellite.

Although the operation was never advertised or intended as an anti-satellite missile test, "I'm sure people looked at that and said, 'These guys can do that,' " he said.

The U.S. satellite shootdown followed China's January 2007 first successful test of an anti-satellite missile, an event that triggered alarm in U.S. military circles because of the vulnerabilities of U.S. satellites to China's anti-satellite (ASAT) missile.

The cyberworld has emerged as a new war-fighting arena, and as in other theaters - space, air, land and sea - cyberwar fighters' first questions are, "What's on the other side of the hill? [and] Who's blue, who's red, who's gray, who's neutral?" Gen. Chilton said.

"And what's my battlespace like? What's the order of battle of the adversary? If I'm attacked, where did the attack come from, so I can retaliate, or how can I pre-empt? [It's the] same in cyberspace. It's the same fundamental principles, it's just a different domain of operation," he said.

Asked about threats to U.S. computer networks from foreign states and criminal hackers within the next five years, Gen. Chilton said: "I just see it increasing.

"I think you'll see increased sophistication in the threat," he said. "The threats are getting more sophisticated already."

Cyberthreats have shifted from the late 1990s, when "we worried about little pimply faced teenager hackers," he said.

"They're in the noise now," the general said. "This is a much more sophisticated environment, with criminal activity, large money invested in being able to do it and nation-state investment. Those are the type of threats you worry about in the future."

Gen. Chilton declined to name the foreign states that pose the most significant threats, such as Chinese and Russian computer wafare specialists.

"I wouldn't so much characterize them as threats, because that's up to intent on how they use it," he said. "But capabilitywise, it's the more sophisticated nations that have great skills in mathematics and monies and educational capabilities to invest in that type of computer technology."

Gen. Chilton said the foreign operation that penetrated U.S. classified computer networks in 2008 changed the culture, conduct and capabilities for cyberwarfare.

"The culture piece is the hardest thing to change, but we've started to turn the horse's head," he said. "We looking at our network capabilities not just as a convenience, but being absolutely essential to operations."

The general, who is leaving after more than three years as commander of the U.S. Strategic Command, praised the troops under his command who handle global security missions, ranging from information operations to missile defenses to space defense.

"Our business at the command is about providing global security for America and the men and women at the command get it, and they're so dedicated it's just been great working and being part of that organization," he said.
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Dominance in Cyberspace Could Be a Losing Battle

By Amber Corrin, Defense Systems, Jan 27, 2011 

The heavy-duty requirements of doing battle in cyberspace present a unique challenge for the Defense Department – one that, unlike air, sea, land and space, could prove impossible for the U.S. to dominate, according to some top Navy officials.

“Unlike the physical domain, achieving dominance may be impossible,” said Rear Adm. William Leigher, deputy commander of Navy Fleet Cyber Command. “Cyber warfare necessitates considerable demand on intelligence and resources. We need to know our targets and vulnerabilities, and understand the relationship between them.”

Leigher spoke on a panel of Navy officials discussing the state of cyber warfare at the AFCEA West conference in San Diego on Jan. 26.

Leigher said the U.S. needs to deepen its understanding of cyber warfare – something that could be hindered by a Westernized view that focuses too much on direct, force-on-force targets.

“A lot of things might look like a nail when the only weapon you have is a hammer, and that’s true for cyber,” he said.

Marine Corps CIO Brig. Gen. Kevin Nally agreed that the U.S. military must improve on knowledge and understanding of the cyber landscape, and added that increased training and education is a key part of that.

“We have way too much information out there. ... We need to focus on knowledge. My vision is to build a knowledge-based force,” Nally said. 

The cyber picture is further complicated by layers of technology and bureaucracy, according to Rear Adm. Jerry Burroughs, Navy program executive officer for command, control, communications, computers and intelligence. 

“The layered capabilities have created excessive complexity. ... We need agility and robustness,” Burroughs said.

DOD cyber operations also need to align with traditional, kinetic warfare – a line that can be blurry as the military’s cyber force is still taking shape.

“There’s a lot that’s different about cyberspace, but a lot that’s the same,” said Terry Halvorsen, Navy CIO. He added that cyber operations must balance the relationship between kinetic and non-kinetic warfare, the acceptable levels of risk and the policies behind cyber warfare.

“The power of being networked is more powerful than a threat faced by, say, a Navy submarine. We have to determine what risk is acceptable in cyberspace, just as in kinetic [warfare],” Halvorsen said. 

“We have a challenge as a nation. We have the capabilities to [execute offensive measures] in cyberspace ... but the policy piece inside of 495 in DC is something that has to be worked out. Cyber operations are as politically and diplomatically a weapon as it is militarily," he added.

Leigher agreed, warning that it could be dangerous for cyber operations to get bogged down with bureaucracy and policy.

“This is engagement in a world that happens in milliseconds; we can’t function in a world of a long, long chain of command,” Leigher said.
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FBI Executes Search Warrants in Probe of Pro-Wikileaks Cyber Attacks

From CNN, 28 Jan 2011

(CNN) -- FBI agents have executed 40 search warrants throughout the United States as part of an investigation into recent coordinated cyber attacks targeting major companies, the agency said.

The United Kingdom's Metropolitan Police Service executed additional search warrants and arrested five people for their alleged role in the attacks, the FBI said in a statement Thursday.

A group calling itself "Anonymous" has claimed responsibility for the attacks, the FBI said. The attacks were allegedly carried out by people who are active supporters of WikiLeaks, but are not affiliated with the website, a federal law enforcement source said.

Late last year, the group launched take-down campaigns against organizations that have shunned the site WikiLeaks. Under the banner "Operation Payback," the Anonymous group successfully crashed MasterCard.com and strained the websites of Visa and PayPal.

Anonymous allegedly makes its attacks not through hacking, but merely by directing a giant traffic surge to the targeted website. That's called a DDoS attack, short for distributed denial-of-service -- and it's hard for most websites to defend against.

"The attacks were facilitated by software tools the group makes available for free download on the internet," the FBI said in a statement.

Facilitating or conducting such attacks is illegal and punishable by up to 10 years in prison, the FBI said.
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Officials: US Better At Finding Cyber Attackers

From Associated Press, 27 Jan 2011

WASHINGTON (AP) — U.S. military and law enforcement officials say the government has made significant strides in figuring out who is responsible for complex cyber attacks, a fundamental but elusive first step to determine whether the U.S. should strike back, whom to strike, and how hard.

U.S. authorities are using a mix of high-tech forensics and a greater emphasis on spying within the online world, although officials won't reveal exactly how they are ferreting out cyber criminals in the vast, often anonymous Internet universe.

Officials familiar with the issue say the escalating cyber security threat has triggered a greater government-wide emphasis on collecting intelligence related to computer crimes. The officials spoke on condition of anonymity to discuss intelligence gathering.

The broader approach includes spycraft methods from electronic surveillance and satellites to international cooperation and the everyday tactics and techniques that undercover agents use.

To date, most cyber attacks aimed at the Pentagon have involved espionage — efforts to steal data rather than attempts to take down the network or manipulate data or communications.

"Attribution is a difficult thing to do, but we're working very hard on it," said Gen. Kevin Chilton, who is retiring after four years at the helm of U.S. Strategic Command. He oversaw the creation of the military's new Cyber Command, which is housed with the secretive National Security Agency at Fort Meade, Md.

"We're getting better," Chilton asserted, and that helps military leaders decide how to respond to individual incidents or attacks.

Whodunit has been the key for both the civilian and military probes.

"As recently as two to three years ago, there was this general perception in the cyber underground that you could attack the U.S. and get away with it," said Shawn Henry, the FBI's executive assistant director. "It was very lucrative, and the chances of getting caught were pretty slim."

Now, with a number of high-profile cyber busts under its belt, the FBI is seeing a deterrent effect.

"We've seen a lot of international criminals, have been able to reach out and touch them, and that message has gotten out," said Henry, who oversees the bureau's criminal and cyber enforcement activities

It took a serious breach of the military's computer network in 2008 to change the Pentagon's mindset and make cyber a greater priority. As an example of the improving attribution efforts, military officials now believe they know that a foreign government was responsible for the malicious computer worm blamed for that breach, but they won't say which government. Other experts have suggested it was probably China or Russia.

In contrast, officials say the U.S. government still is not sure who pulled off the widespread denial of service attack against federal agency websites on July 4 weekend in 2009. Suspicion has revolved around North Korea, but U.S. officials and experts cast doubt on that conclusion last year.

The message from the 2008 breach, said Chilton, was that computers are no longer just an efficient office machine; they are a critical tool on the high-tech field of battle.

The startup of Cyber Command has raised questions from inside and outside government, largely centering on how the Pentagon would define a cyber attack, and when and how to respond.

A cyber security strategy is being finalized and is expected to be released in the next month or two. Officials say it will broadly answer some of those questions, although probably not in detail.

Further evidence of the improving investigations is the increase in cyber-related arrests.

According to the FBI, there were 202 arrests on cyber cases in 2010, compared to 159 the previous year. And a number of those were high-profile, multimillion-dollar breaches involving investigations that spanned several countries and foreign enforcement agencies.

Henry said the bureau has specialized agents focused on cyber issues posted in five countries — the Netherlands, Estonia, Ukraine, Romania and Colombia — where they work with local law enforcement authorities. And the FBI is hoping to double that number to 10 counties over the next 18 months, Henry said.

A growing area of concern, he said, is Africa.

"We see that as an emerging threat," Henry said, noting that as Internet capabilities there expand, the U.S. needs to work with the governments to help them identify and deal with the threats.
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From Bullets to Megabytes

By Richard A. Falkenrath, New York Times (Op-ed), 26 Jan 2011

STUXNET, the computer worm that last year disrupted many of the gas centrifuges central to Iran’s nuclear program, is a powerful weapon in the new age of global information warfare. A sophisticated half-megabyte of computer code apparently accomplished what a half-decade of United Nations Security Council resolutions could not. 

This new form of warfare has several implications that are only now becoming apparent, and that will define the shape of what will likely become the next global arms race — albeit one measured in computer code rather than firepower. 

For one thing, the Stuxnet attack highlights the ambiguous boundaries of sovereignty in cyberspace. Promoting national security in the information age will, from time to time, cause unpredictable offense to the rights and interests of innocent people, companies and countries. 

Stuxnet attacked the Iranian nuclear program, but it did so by maliciously manipulating commercial software products sold globally by major Western companies. Whoever launched the assault also infected thousands of computers in several countries, including Australia, Britain, Indonesia and the United States. 

This kind of collateral damage to the global civilian realm is going to be the norm, not the exception, and advanced economies, which are more dependent on advanced information systems, will be at particular risk. 

What’s more, offensive and defensive information warfare are tightly, insidiously coupled, which will significantly complicate military-industrial relations. 

The expertise needed to defend against a cyberattack is essentially indistinguishable from that needed to make such an attack. The Stuxnet programmers are reported to have exploited proprietary information that had been voluntarily provided to the American government by Siemens, that German company that makes data-and-control programs used in nuclear power facilities — including Iran’s. 

Siemens did this to help Washington build up its ability to fend off cyberattacks. Will Siemens and other companies think twice next time the American government calls? Probably. Whether it’s true or not, as far as the rest of the world is concerned, the United States is now in the business of offensive information warfare, along with China, Israel and Russia, among others. 

It’s not hard to imagine, then, the splintering of the global information technology industry into multiple camps according to their willingness to cooperate with governments on security matters. We can already see this happening in the telecommunications industry, where companies promote their products’ resistance to government intrusion. At the same time, other companies might see an advantage to working closely with the government. 

Stuxnet also raises sticky and perhaps irresolvable legal questions. At present there is no real legal framework for adjudicating international cyberattacks; even if victims could determine who was responsible, their governments have few options outside of diplomatic complaints and, perhaps, retaliation in kind. An international entity that could legislate or enforce an information warfare armistice does not exist, and is not really conceivable. 

A similar question exists within the United States. Under American law the transmission of malicious code is in many cases a criminal offense. This makes sense, given the economy’s reliance on information networks, the sensitivity of stored electronic data and the ever-present risk of attack from viruses, worms and other varieties of malware. 

But the president, as commander in chief, does have some authority to conduct offensive information warfare against foreign adversaries. However, as with many presidential powers to wage war and conduct espionage, the extent of his authority has never been enumerated. 

This legal ambiguity is problematic because such warfare is far less controllable than traditional military and intelligence operations, and it raises much more complex issues of private property, personal privacy and commercial integrity. 

Therefore, before our courts are forced to consider the issue and potentially limit executive powers, as they did after President Harry Truman tried to seize steel plants in the early 1950s, Congress should grant the White House broad authority to wage offensive information warfare. 

By explicitly authorizing these offensive operations in appropriate, defined circumstances, a new statute would strengthen the president’s power to provide for the common defense in cyberspace. Doing so wouldn’t answer all the questions that this new era of warfare presents. But one thing is sure: as bad as this arms race will be, losing it would be even worse.

Table of Contents


Obama Needs To Address Our Cyber-Warfare Gap with China

By James Carafano, Washington Examiner, 23 Jan 2011

In 2008, monks in the Office of the High Dalai Lama had a strange feeling someone was reading their e-mail. For example, when they followed up on an e-mail request to meet with a diplomat, they would find that a Chinese representative had just called to discourage the get-together. 

There were other signs, too, that something was amiss. Confidential documents and sensitive information were leaked.

Was there a spy in their ranks? Had someone cracked their computers?

Discretely, the monks started making inquiries with Western security experts. They wound up at the doorstep of Information Warfare Monitor, a group of researchers based at the University of Toronto and led by a political scientist named Ronald J. Deibert.

Named one of Esquire's "best and the brightest" a year earlier, Deibert was known as a passionate champion of online political freedom. He jumped at the chance to investigate security lapses threatening one of the highest-profile religious leaders on the planet.

Information Warfare Monitor investigators found the Dalai Lama's network (and, ultimately, those of more than 100 countries) had been infected with malware -- malicious software that covertly infiltrates a computer system.

This malware program had been shopping for sensitive files, embedding them in innocuous-looking messages and shipping them out through e-mail. The investigators called their discovery "GhostNet."

Was Beijing behind GhostNet? We know that Chinese officials detained a young student at the Nepalese-Tibetan border on charges of "political activity" and confronted her with a complete transcript of all her Internet chats over the previous two years.

Where did they get all that information? One suspects it came from GhostNet.

Odds are GhostNet never came up in discussions during Chinese President Hu Jintao's state visit to Washington last week. Between the grip-and-grins and the public palaver, how much time was there to bring up the numerous reports of Chinese cybersnooping into U.S. government computers and those of other Western powers?

Surely President Obama didn't dwell on the Red Hacker Alliance, a Beijing-sanctioned "network security" organization. (The RHA reportedly has over 300,000 members and paid staff that includes university-trained computer science experts. It undertakes "patriotic" cyberhacking as well as various "government-sponsored" projects.)

Though Beijing is keenly interested in cybercommunications, it's not at all into online freedom. Both the Ministry of Public Safety and the State Secrecy Bureau have cybersecurity units at all levels of government.

Their ranks number in the hundreds of thousands and include college students who do part-time "online law enforcement" in exchange for computer and Internet access. The government also employs numerous technologies to block and censor online content.

Sites like YouTube, Facebook, Twitter, Blogger and Wikipedia are all blocked in China.

Beyond doubt, China is the No. 1 threat to both U.S. cybersecurity and Internet freedom. But, during the run-up to Hu Jintao's visit; Defense Secretary Gates eschewed confronting Beijing on these issues. Instead, he proposed more bilateral military consultative talks to build "trust and confidence" between the two sides.

There is no doubt about China's stance on cyberwarfare: Their official Chinese military doctrine advocates its exercise. But it's not at all clear that the United States has its act together.

The Pentagon finally stood up a cybercommand last May. And Jean-Loup Samaan argues that the command evinces Janus-faced attitudes toward cyber. "An intellectual rift between 'cyber-warmongers' and "cyber-skeptics' still prevails, fueling a dysfunctional institutional response to cyber-defense," he wrote in a recent issue of the RUSI Journal.

However the White House wants to frame U.S.-Chinese relations, it needs to get more serious about cyberthreats. Otherwise the president may awaken one day to find Beijing reading his BlackBerry.
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Beware the Cyber War Boomerang?

By Richard Clarke, ABC News, 28 Jan 2011

The leak prone governments of the United States and Israel seem to be competing to claim credit for a cyber war attack on Iran's nuclear weapons program, while officially refusing to confirm or deny their role in the "Stuxnet" computer worm. 

Stuxnet, in case you have missed all the leaks, is the name the computer security companies have agreed on to denote the most sophisticated, most targeted computer attack ever seen. It was launched in late 2008 or early 2009 and became publicly known mid-way through 2010 when Iran hired a computer security company from Belarus to find out why the nuclear enrichment program was not working. The short version of the story that is now widely accepted is that a nation state (or two) had someone with a thumb drive deposit a very smart attack program on the computer network that runs Iran's nuclear centrifuges. The program stealthily caused the centrifuges to malfunction and may have thereby slowed the Iranian nuclear program by from one to three years. We appear to have avoided dropping Israeli bombs by infiltrating American bytes. 

Many politicians in Washington and Tel Aviv are now giving high fives to their friends in the intelligence business when they think no one will see it. Not so fast. Yes, the precision guided cyber attack was apparently successful at slowing the Iranian drive to get weapons grade uranium. It was, however, a major failure in two important regards. 

First, it was discovered. It may have taken some hackers from Minsk to do it, but the stealthy attack code was identified. The attackers intent seems to have been to avoid detection, so that the Iranians might doubt their own skills at enrichment. Moreover, as a covert program, the attack was meant to be not only unknown, but unattributable. The Iranian government could avoid acknowledging publicly that it had been attacked. Therefore, they would not be under any internal pressure to retaliate. With the attack now the subject of international press attention and the Iranian president forced to admit it happened, we should be standing by for the retaliation. It need not be in cyberspace, but could instead come in the form of increased deaths of Americans in Iraq and Afghanistan from Tehran's vast supply of road side bombs. Or it could come in cyberspace, aided by the second failure of Stuxnet. 

Second, the cyber agent Stuxnet was captured and successfully interrogated. That was not supposed to happen. The attack program had built in to it all sorts of collateral damage controls, including instructions to kill itself after a date certain in 2009. Those controls, most unusual in the world of hackers but common in certain countries covert action programs, failed apparently because the weapon's designers took the collateral damage controls less seriously than they did the ingenious attack. For a hacker, attacking is always more interesting than pleasing the lawyers. Thus, after laying low the Iranian nuclear enrichment centrifuges at Natanz, the worm made its way from that plant's supposedly isolated, internal computer network to freedom in cyberspace. Thousands of other computers in Iran were infected, as were many in countries such as Pakistan, India, Indonesia, and even a few in the United States. 

Problem: Other Nations Likely Modifying Stuxnet for Different Attacks

The Stuxnet worm did not harm the other computers, because it was designed only to attack a network running a certain software program connected to specific kind of machine found only at Natanz. So unless you happened to be making an Iranian nuclear bomb, it let you off without hurting your computer. The problem lies in the fact that the worm ran freely through cyberspace and lots of people caught a copy. One can be sure that highly skilled hackers in several countries are even now taking it apart, modifying it, and getting it ready to destroy some other target. They are benefiting from free access to the most sophisticated computer attack weapon ever created. That would not be such a problem except for the fact that the thousands of computer networks that run our economy are essentially defenseless against sophisticated computer attacks. 

Moreover, the Obama Administration's policy is that the hundreds of privately owned companies that run those networks have to defend them by themselves. Our new military Cyber Command is not allowed to protect our electric power grid, banking system, railroads, or pipelines. Nor is the Department of Homeland Security. Given the fact that Stuxnet may turn into a boomerang, we may want to rethink whether our tax dollars might buy us some defense of the computer networks that we need to make the country run.
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This Week at War: Lessons from Cyberwar I

By Robert Haddick, Foreign Policy, January 28, 2011 

In most ways, the brief war between Russia and Georgia in August 2008 was a throwback to the mid-20th century. A border dispute, inflamed by propaganda and whipped-up ethnic tension, resulted in a murky case of who-shot-first, an armored blitzkrieg, airstrikes, a plea for peace by the defeated, signatures on a piece of paper, and the winner's annexation of some territory. So far, so 1939. But one aspect of this little war was very much in the 21st century, namely Russia's integration of offensive cyber operations into its overall political-military strategy. The August war was a preview of how military forces will use cyber operations in the future and what commanders and policymakers need to prepare for. 

In a new piece for Small Wars Journal, David Hollis, a senior policy analyst with the Office of the Undersecretary of Defense for Intelligence and a reserve Army officer at U.S. Cyber Command, describes how the Russian government integrated cyber operations into its campaign plan against Georgia. Hollis notes that though the Russian offensive cyber operations in the Georgia war were obvious, they were masked through third parties and by routing the attacks through a wide variety of server connections, all standard practices of cyber operations. As a result, Georgian and other investigators cannot conclusively prove that the Russian government conducted these cyberattacks. Indeed, the Kremlin denies using cyberwarfare in the conflict, a somewhat odd thing to be embarrassed about while Russia's tanks roamed around the Georgian countryside and its aircraft bombed Georgian targets. 

According to Hollis, Russian offensive cyber operations began several weeks before the outbreak of the more familiar kinetic operations. Russian cyberintelligence units conducted reconnaissance on important sites and infiltrated Georgian military and government networks in search of data useful for the upcoming campaign. During this period, the Russian government also began organizing the work of Russian cybermilitias, irregular hackers outside the government that would support the campaign and also provide cover for some of the government's operations. During this period the government and cybermilitias conducted rehearsals of attacks against Georgian targets. 

When the kinetic battle broke out on Aug. 7, Russian government and irregular forces conducted distributed denial-of-service attacks on Georgian government and military sites. These attacks disrupted the transmission of information between military units and between offices in the Georgian government. Russian cyberforces attacked civilian sites near the action of kinetic operations with the goal of creating panic in the civilian population. Russian forces also attacked Georgian hacker forums in order to pre-empt a retaliatory response against Russian targets. Finally, the Russians demonstrated their ability to disrupt Georgian society with kinetic and cyber operations, yet refrained from attacking Georgia's most important asset, the Baku-Ceyhan oil pipeline and associated infrastructure. By holding this target in reserve, the Russians gave Georgian policymakers an incentive to quickly end the war. 

Faced by overwhelming Russian air power, armored attacks on several fronts, and an amphibious assault on its Black Sea coastline, Georgia had little capability of kinetic resistance. Its best hope lay with strategic communications, with transmitting to the world a sympathetic message of rough treatment at the hands of Russian military aggression. According to Hollis, Russia effectively used cyber operations to disrupt the Georgian government's ability to assemble and transmit such a plea. Meanwhile, Russia's own information operations filled in a narrative favorable to its side of the case, removing Georgia's last hope for strategic advantage. 

Hollis points out that the effectiveness of cyber operations, especially denial-of-service attacks, can be fleeting; in the recent duels between cyberattackers and defenders of WikiLeaks, both sides mostly fired blanks. But in August 2008, Russian planners tightly integrated cyber operations with their kinetic, diplomatic, and strategic communication operations and achieved cyber disruptions at the moments they needed those disruptions to occur. The Georgia episode provides a good case study for cyberwarriors preparing for the next such conflict. 

Stuart Levey, Treasury's sanctions supremo, didn't get results. What now? 

On Jan. 24, the Wall Street Journal reported that Stuart Levey, U.S. Treasry undersecretary for terrorism and financial intelligence, will leave his post in one month. David Cohen, Levey's deputy with long experience in the Treasury Department, will very likely succeed Levey. For nearly seven years, Levey has labored to isolate the North Korean and Iranian governments from the international financial system. Levey used diplomacy, moral suasion, and his deep connections with the global banking system and in the process revolutionized the employment of financial sanctions as a tool of statecraft. Unfortunately, he will leave office having failed to achieve his goals, namely to obtain leverage sufficient to change the behavior of the North Korean and Iranian governments. His bosses will now have to decide what to try next. 

Last week's negotiation in Istanbul between Iran and the P5+1 group ended in quick failure, revealing that many years of increasingly restrictive sanctions against Iran have failed to produce effective negotiating leverage. And in spite of being the most commercially and financially isolated country in the world, it took North Korea only a year and half to build a large uranium enrichment facility, equipped with 2,000 centrifuges and advanced control systems. 

Levey's disappointing results do not mean that sanctions should not have been tried or that the U.S. government and its partners should not continue to tighten them. Western policymakers surely hope that sanctions will eventually produce effective negotiating leverage without inflicting deep pain on civilian populations. It is worth questioning whether such fine-tuning -- effective leverage without civilian pain -- is realistic. The civilian population in North Korea suffers more than any (something for which Kim Jong Il is responsible), without the achievement of much negotiating leverage. And if things became really uncomfortable for a targeted regime, it could play the "victim card" to fight back against sanctions, as Saddam Hussein did with increasing success before 2003. 

If sanctions aren't working, what then? Policymakers will inevitably look to their military and paramilitary assets to produce negotiating leverage. Military and intelligence staffs will be asked to prepare options involving the use of covert action, unconventional warfare, or the recruitment of proxy combatants. Political leaders generally first chose sanctions in order to avoid the privations of war. Next will be the hope that "small wars" will preclude a large one. In Iran, some entity has employed covert action -- the Stuxnet computer worm and the assassination of two nuclear scientists -- in an attempt to slow down Iran's nuclear program. How many other realistic "small war" options exist against Iran and North Korea remains a mystery. 

When civilian masters have concluded that sanctions aren't working, they will put pressure on their military planners to come up with some practical "small war" options. If the Treasury's leverage isn't enough, the Pentagon's planners will likely be asked to produce more. These planners need to be careful that their plans produce more leverage instead of more trouble. 
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