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Service Members Bring Electronic Warfare to the Ground in Iraq

From DVIDS, 01.05.2010

AL ASAD AIR BASE, Iraq – Since 2006, sailors and Airmen trained as Electronic Warfare officers have been helping the Marine Corps protect themselves against improvised explosive devices.

Joint Counter Radio Controlled IED Warfare Composite Squadron One was formed in Baghdad in May 2006 with the mission to bring the electronic warfare fight to the ground after chairman of the Joint Chiefs of Staff Adm. Mike Mullen, then the chief of naval operations, advised chief of Staff of the U.S. Army Gen. George Casey, the former Multi-National Force - Iraq commander, that the Navy's skills in electronic countermeasures could be expanded to protect service members in Iraq.

Since that time, hundreds of sailors and airmen trained as EWOs have been dispersed throughout the country, training and mentoring Marines on the operations of electronic countermeasure systems.

To this day, JCCS-1 remains responsible for fielding, training and maintaining electronic countermeasure systems used in support of Operation Iraqi Freedom. 

EWOs that directly support United States Force - West still have the tasks of maintaining and overseeing the electronic countermeasure systems in the region, but their primary responsibility is to teach Marines how to properly operate the systems.

"We give the Marines the ability to counter the threat and potentially save lives," said Senior Chief Petty Officer Dean Sonnenberg, an EWO who has been assigned to II Marine Expeditionary Force Headquarters Group (Forward) since August 2009. 

"Working side by side with Marines is an exhilarating experience." 

Air Force 1st Lt. Justin Ellsworth, an EWO previously assigned to Camp Al Taqaddum, regularly rides along on patrols and convoys to monitor the Marines' use of the systems. 

"Serving with the Marines has been an incredible experience," he said. "These Marines are the true warriors, and I am just pleased that I am able to support them as an EWO." 

Throughout their partnership with EWOs, Marines have learned many valuable and mission-essential lessons.

"Working with the EWOs here aboard Al Asad has given us a number of new insights into the electronic warfare fight and has called our attention to a number of techniques and procedures we never would have otherwise considered," explained 1st Lt. Steven Baldino, executive officer of Company B, 3rd Combat Engineer Battalion. "It is especially important that we all work hard to ensure we make use of every asset at our disposal to keep the Marines safe."
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The Truth Is Out There: Responding To Insurgent Disinformation and Deception Operations
By Cori E. Dauber, Military Review, January-February 2009

Operation Valhalla was a completely ordinary engagement, typical of the type of operation U.S. Special Forces units have participated in throughout the Iraq war. Yet, it was, if not  a turning point in the war, a perfect example of the  challenges fighting in Iraq—and very possibly any future conflicts against Islamist insurgencies—has  presented that are new and almost impossible to answer effectively. 

Valhalla was an engagement between a battalion of U.S. Special Forces Soldiers with the Iraqi Special Forces unit it was training on one side, and a Jaish al-Mahdi (JAM) death squad (better known as Mahdi Army) on the other. The engagement was entirely ordinary: the U.S. forces tracked down the JAM fighters responsible for the especially brutal murders of a number of civilians and several Iraqi troops. When U.S. and Iraqi government forces reached the JAM compound, a brief firefight ensued. However, as the JAM forces engaged well-trained, well-armed Soldiers instead of unarmed civilians, their fortunes took an abrupt turn. 

It was what happened after the firefight was over—in fact, after U.S. and Iraqi government forces left the area—that made this particular engagement so worth studying in detail. 

Neither the battalion of the U.S. Army’s 10th Special Forces Group (Airborne) under the command of then Lieutenant Colonel Sean Swindell (at the time a part of the Combined Joint Special Operations Task Force, Arabian Peninsula [CJSOTF-AP]) nor the Iraqi government forces took any casualties during the fighting on 26 March 2006, beyond one Iraqi Soldier with a non-life-threatening injury. Sixteen or 17 JAM were killed, a weapons cache found and destroyed, a badly beaten hostage found and rescued, and approximately 16 other JAM members detained, at which point U.S. and Iraqi government forces left the site. 

Based on his encounters with Al-Qaeda in Iraq (AQI) and other Sunni insurgent groups, Colonel Kenneth Tovo, the commanding officer of both the 10th Group and the CJSOTF-AP at the time, reports that a 24- to 48-hour cycle between an event and the appearance on the Internet of propaganda regarding that event had become routine to Special Forces operating in Iraq during that period. However, on 26 March 2006, by the time the SF and Iraqi forces returned to their compound, roughly an hour after leaving the site of the firefight, someone had moved the bodies and removed the guns of the JAM fighters back at their compound so that it no longer looked as if they had fallen while firing weapons. They now looked as if they had fallen while at prayer. Someone had photographed the bodies in these new poses and the images had been uploaded to the web, along with a press release explaining that American Soldiers had entered a mosque and killed men peacefully at prayer. All this had taken approximately 45 minutes. As Colonel Tovo said, “Literally they had their story, their propaganda, out on the wires before the assault force was back at the compound, so [in] under an hour, they had their counter-story already on the wires. That’s how brilliant [this was. It] really surprised us that first time, because we were kind of used to the Al-Qaeda and Sunni insurgent model, which was 24 to 48 hours…to get their story out….”1
Needless to say, both the American and Arab media picked up the story almost immediately. Also, needless to say, the result was an investigation that took roughly a month, during which the unit was, to put it bluntly, benched. Thus, a unit that could never have been bested in actual combat by JAM forces was essentially neutralized for a month by those same forces using a cell phone camera. 

Fortunately, U.S. forces had been accompanied by members of the “combat camera” units, and had themselves been wearing “helmet cams” in several cases. Thus “before” pictures were available to contrast with the “after” pictures the militia members posted to the web. This made all the difference in the investigation. (Indeed, in an interview with the author, Lieutenant Colonel Swindell noted that he would never again participate in an operation without at least helmet cams if combat camera personnel were unavailable, and in fact doubted he would ever again have an operation approved if he did not build into his planning some means for creating a visual record of what his Soldiers did and did not do in it.2) 

Scholars,3 specialists,4 and the press5 have paid increased attention of late to the enormous effort Islamist groups put into producing a range of media materials (particularly, although not exclusively, on the Internet) designed to recruit, mobilize, instruct, and persuade. This attention is clearly warranted. Lieutenant Colonel Terry Guild, a U.S. Army officer specializing in information operations, put it simply: “[The enemy’s] media infrastructure is quick, it’s collaborative, it’s virtual, it’s global, it’s technical, and it’s getting better all the time.”6 

However, this work has consistently ignored a key element of much of this material. While it is certainly true these materials serve an important role for the movement’s internal purposes, they also represent a sophisticated story-telling ability, producing texts that can serve more than one rhetorical purpose at a time.7 For many of these groups (although certainly not all) their center of gravity is U.S. public opinion. Certainly this is true for many groups fighting coalition forces in Iraq. In everything they do in terms of the creation of persuasive texts, they will have that audience at least partially in mind. Not every persuasive text is meant to influence audiences in the Islamic world. The U.S. military should be aware of the ramifications enemy propaganda material has for U.S. domestic opinion when considering how to respond to it. 

The American Public as Center of Gravity

Many insurgent groups in Iraq have a real need to impact U.S. public opinion. For them to accomplish their goals, the U.S. has to withdraw from Iraq. The question was, how to accomplish that. What do they think is our center of gravity? Al-Qaeda knows that the U.S. left Vietnam and has interpreted that to mean that if it creates unacceptable casualty rates and exerts enough pressure, America will leave other theaters as well.8 However, the Iraqi insurgents understand they cannot succeed only through their own efforts on the battlefield. Colonel Tovo notes: 

I would say that at least for Iraq it’s almost always been a media fight. . . . When you look at insurgent movements in history, clearly there are some [insurgencies] that thought they could win militarily. But in the end, really the center of gravity is always the people. You’re always fighting a battle for the hearts and minds of the people, so I don’t think it has changed with the rise of the internet and cameras everywhere. It’s just easier for insurgents to reach the people. But even when you go back to Algeria,…the media is certainly present, but it’s much less ubiquitous on the battlefield. They’re still looking to get the biggest IO [information operations] effect out of every event.…That’s the same with a lot of insurgencies, although I would say the thing about the one we’re fighting now is that there’s much more of an information component and much less of a military component. So whereas you look at the Vietnamese model where truly they thought that they would wear us down and somewhat beat us on the battlefield (although they did not), I think the insurgents in Iraq clearly don’t think they have any hope of beating us militarily. It’s purely a fight for influencing the population [and] the U.S. population to lose heart and will, influencing the other international actors to drop support for the U.S. effort. So I’d say the information component has grown in importance over time.9 

The Internet, meanwhile, is a door that swings both ways. For the first time insurgents can now monitor the way their efforts are covered in the American press—almost in real time—from thousands of miles away. This is not only the first war fought with unlimited, global access to their audience, it is also the first war fought as the global press has moved online. Even the smallest newspapers now have an online presence, and television networks all stream their coverage on their own websites, to greater or lesser degrees. Insurgents can watch the way their efforts are covered for the audiences they hope to influence and adapt strategies if they do not like what they see. At the same time, they know the Western press carefully monitors their own websites—even if they are designed and maintained predominately to recruit new members or mobilize existing support. Thus, they can use their web presence as a ready conduit through the press to the American audience.

The result is the first war in which virtually every attack is filmed by the enemy for propaganda purposes.10 So many IED attacks on convoys, suicide bombings, executions of hostages, and sniper attacks on Soldiers are filmed that it is often suggested the attacks are being staged to provide material for filming. As Susan B. Glaser and Steve Coll of The Washington Post wrote of Abu Musab al-Zarqawi’s organization in Iraq: “[n]ever before has a guerrilla organization so successfully intertwined its real-time war on the ground with its electronic jihad, making Zarqawi’s group practitioners of what experts say will be the future of insurgent warfare, where no act goes unrecorded and atrocities seem to be committed in order to be filmed and distributed nearly instantaneously online.” They continue, “Filming an attack has become an integral part of the attack itself.”11 

David Kilcullen, a counterinsurgency expert who advised General Petraeus, notes the “‘information’ side of al-Qaida’s operation is primary; the physical is merely the tool to achieve a propaganda result.”12 Lieutenant Colonel Guild adds: “A U.S. Soldier does a pre-combat inspection, he checks and makes sure he’s got his bullets, his water, all that stuff. Well, our enemy is doing that, those pre-combat checks [but they] include making sure that the video guy is there with the camera, with batteries, to either courier that video to some safe house or to get it uploaded to some web site, make sure that…that message gets out. And it’s ingrained. . . . [It] would be unusual if they did not do it.”13 

These “duck-blind” videos clearly serve an internal purpose for these groups, but we are missing something critical if we only analyze them from the perspective of the role they play as part of a system of persuasion between the Islamists and their constituents. The videos are also intended, and used, as a way to communicate with and persuade the American audience. Such communication is possible because American news networks, unable to obtain regular combat footage any other way, have systematically downloaded this material and integrated it into their news reports, often quite seamlessly, for years.

Sometimes the segments are used with visual and aural cues indicating they were taken from a terrorist or insurgent site, although the cues are rarely sufficient given that no effort has ever been taken to explicitly address that this is a normal journalistic practice.14 CNN, CBS, and NBC have begun to superimpose the words “INSURGENT VIDEO” on at least some of the material, similar to the graphic all networks use when showing material received from the Department of Defense (usually something along the lines of “DOD FILE FOOTAGE”.) This practice seems to be a perfectly acceptable solution if the networks apply it consistently, and throughout the length of any footage acquired from terrorist or insurgent sites, which does not seem to be the case at present for any network.15 (Applying this solution inconsistently might be worse than not applying it at all, because viewers might believe that whenever the graphic is missing, the footage must by definition not come from insurgent sources.)

There should be no mistake about this. Terrorists and insurgents shot this footage of attacks staged for the explicit purpose of providing propaganda for filming. Perhaps more important, terrorists and insurgents edited the footage, even if network personnel subsequently re-edited it. It is propaganda material, not news footage. As Ben Venzke puts it, the “videos are a form of follow-on psychological attack on the victims and societies the group is targeting. They are designed to amplify the effects of attacks.”16 

The insurgents themselves are now the press’s primary source of news footage when it comes to the vital issue of attacks on American military personnel in Iraq. This means the authenticity of the footage is of vital importance, because it played a critical role in shaping the American public’s view of the war.

Insurgent Manufacture of Events

However pervasive the “duck blind” videos are, and however disturbing the networks’ use of them, they generally depict events that actually happened (although the news audience has no way of knowing or confirming how accurately). Part of the reason the networks’ use of the material is disturbing is because insurgents not only shot it but edited it as well: there is no way to know what happened before or after the footage posted.

A different strategy altogether involves the fabrication of events. How many of the facts have been altered and how little relationship the insurgents’ story bears to actual events varies from one incident to another. In fact, the networks have been caught up in hoaxes because of their willingness to use footage they could not validate at the time it was aired. 

In one case, insurgents were successful because they “piggybacked” their hoax onto an actual event. On 1 December 2005, a single improvised explosive device (IED) killed 10 Marines and wounded 11 others. This was widely reported by the networks the next day. However, on the following day, 3 December, Al Jazeera, the Arab satellite network, aired footage provided by insurgents who claimed it was footage of that very explosion. Whatever the footage was, however, it could not possibly have been of the same attack, because that IED had exploded at night, and this footage was clearly of something that had happened in broad daylight. 

Nevertheless, that night NBC aired the Al Jazeera footage. The next morning, CBS aired it, admitting that the Islamic Army of Iraq had provided it, that it was “impossible to authenticate the video,” and that the U.S. military was denying it was footage of the incident in question.17
While NBC spoke to someone in the military, they chose to air the footage without officially contacting the Marines, who would certainly have tried to wave them off.18 Whoever they spoke to did try to warn them by providing them on background exactly the information the official Marine representatives would have provided, that this couldn’t be the right footage because it was filmed in daylight while the Marines were killed at night. Yet, NBC chose to air the footage anyway.

To be sure, NBC provided far more information to help its viewers assess the footage than CBS did, but what they said hardly explained their decision to use it. Indeed, NBC seemed to be proving that the footage was not legitimate, which made it unclear why they were airing it at all: “Tonight the Arab TV station Al Jazeera reported that an extremist group called Islamic Army in Iraq, which has collaborated with Al-Qaeda here, claimed this disturbing video was of the same attack near Fallujah, and also claimed responsibility for the bombing. But late tonight a U.S. military spokesman told NBC News the video did not show the actual incident—which happened after dark and not in broad daylight. But the spokesman did not deny the video showed a troubling attack on U.S. forces.”19
NBC may not have known what it had, but clearly, whatever it was, it was not footage of the attack in question. And they knew that. No matter how many hedges or qualifiers their reporter provided, NBC was still making itself complicit in the dissemination of insurgent propaganda. The footage they did air showed a group of American troops moving forward, and then a large explosion, at which point the segment ends.

With the footage cut at that point, the strong suggestion is that the blast killed the troops, or at least wounded them grievously, and the networks cut it for the reason they always cut footage at that point, to avoid televising overly disturbing images. In fact, though, there’s no way to know what happened. If another IED had been large enough to kill that many troops, it would have been news. After all, that is why the first night-time explosion was so notable. Therefore it is doubtful that there was another equally large explosion during daylight hours that the press had simply ignored. Was this footage authentic? It likely was footage of a large explosion occurring as U.S. troops moved forward. The question is whether it is footage of the event that is implied.

The use of the footage in a story about an explosion large enough to kill ten implies that this explosion had also been large enough to kill all the troops in the scene, but there’s no basis for assuming that’s true, and actually good reason to assume that it isn’t. There’s reason, then, to doubt the association that results from showing the footage while discussing the known explosion, but the association occurs automatically, and the reporter’s qualifiers do not undercut it. Images work because we don’t generally stop to analyze the implicit assumptions and associations they create. CBS and NBC created one strong set of associations, while offering a set of qualifiers far too weak to offset those associations. This leaves the viewer believing that if the footage is not necessarily of the first IED attack that killed a large number of Marines, then it is of another IED attack that also killed a large number of Marines. Indeed, the reporter’s discussion of the possible implications of the footage leads the viewer to that conclusion.

Thus, we give the insurgents more credit than they deserve, and for millions of viewers the footage is allowed to do precisely the work the insurgents intended and hoped for it to do. The insurgents apparently did not have footage of the explosion in which ten died, so they improvised, and by so doing were able to suggest that there had been not one but two large explosions that killed U.S. personnel, when in fact there is no evidence to suggest that was the case.

To NBC’s somewhat minimal credit, the insurgent’s logo was left on the footage, so that the source was made clear—assuming that the audience was paying close enough attention and understood what the logo meant, rather than assuming it was Al Jazeera’s imprint. That doesn’t change the fact that NBC disseminated enemy propaganda, while making no effort to analyze or discuss the footage as propaganda—which leaves the enemy’s information campaign intact, uncritiqued, and therefore to at least some extent, successful.

The following day the Marines issued a press release. It was as clear and direct as possible: “A video posted to a terrorist website and aired by some media organizations purporting to show the IED attack that killed 10 U.S. Marines on Dec. 1 is disinformation. The circumstances of the IED attack near Fallujah do not match those shown on the video. While we are unable to discern whether the video shown is authentic, the statement that the video shows the Dec. 1 IED attack near Fallujah is false.”20
Insurgents have sometimes gone even further, manipulating existing images to create something new and essentially fictitious and they have become increasingly sophisticated in finding ways to do so. ABC News reported that after one Soldier lost a “video diary” he had filmed for personal use in Iraq, parts of it popped up soon after on the Internet and on Al Jazeera—but with the original audio track stripped out. It had been replaced with the voice of another English speaker purporting to be the voice of the Solider, explaining to his mother, in a Christmas message home that, among other things, “‘The crimes by our Soldiers during break-ins started to merge, such as burglary, harassment, raping and random manslaughter,’ says the voice. ‘Why are we even here? The people hate us.’”21
Those who made the video went too far when they ended their piece by saying that it was a tragedy this poor soldier had been killed in Iraq before ever making it home for Christmas. Unfortunately for the insurgents, ABC was able to verify that multiple claims made by the speaker were false (starting with the fact that it was unlikely the Soldier would have been making a “Christmas message” for his family when he had actually left Iraq six months before Christmas.)22 ABC therefore framed the story as being about a brazen (but ineffective) attempt at propaganda. Thus, while this may have worked with the Arab audience, it did not successfully make the jump to the American audience. 

In truth, in an interview with the author, the Public Affairs Officer (PAO) for the 101st Airborne Division, the soldier’s home unit, told me that the insurgent effort was actually quite effective: ABC was preparing to do a story about the tragedy of an anti-war Soldier killed in Iraq, essentially picking up the story precisely as Al Jazeera reported it. Despite the large number of inaccuracies in that story and the over-the-top nature of the claims made, it was only by finally producing the living Soldier that the PAO was able to prevent Al Jazeera’s story from appearing on ABC News. This was, remember, a story created when a script written by the insurgent group the Islamic Army of Iraq provided the basis for an audio track subsequently added by Al Jazeera. Lieutenant Colonel Ed Loomis, the 101st’s PAO, said: the “only thing that they [ABC News] said was going to pull the plug on it was, I had to put Tucker [the Soldier in question] in front of the camera. The fact that Tucker was alive, and the fact that they got the rank wrong, and the fact that there was no way that this was a Christmas letter by Tucker to his family in that he had left Iraq six months before Christmas…—lie, after lie, after lie [was not enough].23
Loomis points out that while the script was written by the Islamic Army of Iraq, “Al Jazeera did the soundtrack; reading the letter was Al Jazeera’s construct, something for which they have apologized to me over the phone,” although he doesn’t know whether Al Jazeera ever issued a retraction on the air.24
The piece has now found new life on the Internet, targeted towards Americans to demonstrate to them the cruelty of the war in Iraq both to the Iraqis and to their own troops. NBC News has reported that it is the centerpiece of an explicit strategy discussed in Islamist chat rooms, designed to have their people pose on the Internet as American Soldiers wounded in the war and use that deception to turn Americans against the war. (This was perhaps the only time the American press acknowledged that there is a battle for “American hearts and minds” underway, although of course there was no discussion of their own role in it.25)

Insurgent groups have made the Internet work for them on other occasions. Capturing trained Marines is hard. Posting claims on the Internet that you have captured Marines is easy—and it is worth the (incredibly low) investment, since the benefit is exactly the same—it just doesn’t last as long. Colonel David Lapan, the Marine Corps Deputy PAO, explains how this tactic works:

At one point during our time in Iraq, there were reports that came out that five Marines had been captured in Western Iraq. So, our initial sense is . . . this sounds like more propaganda, but we can’t say that because we have an obligation to tell the truth, and we don’t know that for certain. So I brought that to the attention of the commander who then ordered a 100 percent accountability check throughout all the units in our area to determine, did we have everybody accounted for? So that we could ultimately determine that there were not five guys who were out of our control, but that took about eight hours to accomplish. Now, considering the size and the scope, that’s pretty amazing, eight hours to account for about 25,000 Marines and Soldiers across most of Western Iraq, but the key is that for eight hours the “truth” or the perceived truth out there was five Marines had been captured. So, again, the enemy gets to throw whatever they’d like out there in terms of information, pretend that it’s truthful, it gets picked up and reported on and repeated, and then the U.S., in having to be truthful does its due diligence and then can finally later say, “This is incorrect.” But, for eight hours you’ve had a different version of what people perceived is true. And that’s one of the biggest challenges [we face as PAOs.]26 

The Challenge of Responding

The difference between the two sides, as explained by Lieutenant Colonel Guild, is this: “Media for them is a weapon of war. Media for us is not. And that’s kind of the line that I’ve seen over several years, is that these guys are very good at what they’re doing, and it’s a battlefield operating system [for them].”27
There is no underestimating how difficult it is for the military to come up with an effective strategy to counter terrorist and insurgent falsehoods. As Colonel Lapan, the former spokesperson for II MEF-Forward states, “Our adversary doesn’t play by rules, and we see that obviously in a number of things much more serious than release of information. But the way to think about it is the enemy has no qualms about beheading people, about torturing people, about purposefully killing women and children, any of those things, so lying isn’t really a concern of theirs. And so it’s tough when you have to tell the truth, and your adversary doesn’t. So the enemy can lie at will; there’s no repercussion to doing so, but because we have the obligation to tell the truth, it makes it difficult to counter that.”28
Colonel Lapan, to be clear, is not arguing against restrictions that prevent American personnel from lying. He is describing the challenges faced by those who, unless they are certain of the truth, cannot respond to an enemy who can continuously simply invent charges, accusations, and even events. There will always be a difference between the two sides in terms of how quickly they can produce and push out material, propaganda or counter-propaganda, for several reasons: 

· Generally, the United States military responds ..to enemy claims, so by definition, the U.S. is in a reactive posture most of the time. (Although there is no intrinsic reason that has to be the case; the DOD, Central Command, and other relevant commands could easily be putting out press releases regarding enemy atrocities, and should be.) 

· False stories can be distributed at any time, ..whenever the creator is ready to hit the “send” button. The initiator of the story is therefore under no time constraint. 

· In this war, enemy forces are non-hierarchical. ..The forces creating the materials the U.S. has to respond to aren’t necessarily anything more than a “guy and a laptop.”29 Even the smallest groups have media arms, and even the largest are not very hierarchical in structure. The U.S. military, by contrast, is a large, hierarchical organization that answers to civilian control. Those creating material have to have it approved by their chain of command before they can release it, and the release authority is often several layers above the creator of the material.

Additionally, the U.S. military has at times seemed to do as much as possible to slow down its responses. Although the enemy set an all-time speed record in the case of Valhalla, for example, the U.S. made no particular effort to respond in kind. The operations officer for 10th Group, part of CJSOTP-AP at the time of Valhalla, Major Chris Smith, explained the delays this way:

We launched an operation against known insurgents. In this operation, we rescued a hostage who was certain to be killed and showed signs of torture, we found weapons galore. . . We were shot at by the insurgents on the objective itself, we ended up killing a good amount of them, and arresting about the same amount who were not shooting at us—showing fire discipline as well. The Iraqis we were advising did this, we had an opportunity that night to speak to…the Washington Post—we also had an opportunity to get on television and describe what happened. It took us three days. That is the Army. Three days to allow any news to get out. When we did, it came from the Secretary of Defense and the briefing board that he used there at the Pentagon, the actual briefing board, the graphics that were on there, was our briefing board that had been prepared within hours of the operation. So it sat for almost 70 hours, the same [information] that was briefed three days later, sat for 70 hours. That’s our fault.30 

The modern media age is a digital one, and in a digital age speed is everything. Our enemy understands this intuitively. The U.S. military, at least in that case, certainly did not. Then-Secretary of Defense Rumsfeld was giving speeches about the digital age, but briefing materials were being held back at the same time, and in this age, a 70-hour delay is an eternity, more than enough time for opinions to form and harden, all the more so for those inclined to think whatever you finally say lacks credibility, particularly if your arguments are image-based.

In fact a 24-hour delay is essentially as devastating as a 70-hour delay. One wonders why the Army didn’t show the press its “before” images as soon as it knew the enemy’s “after” images were on the web, or at least the instant they were cleared for security purposes, assuming that is the reason for the delay. (Although it is unclear what security value the pictures might have had.) And, if clearing the images was the holdup, it’s unclear why a 24-hour delay was necessary before showing the pictures to the press. Once those “after” images were on the web, clearing the “before” images became a vital, indeed a mission-critical, task. Getting those pictures out was not about making the press happy. It was about heading off a story that could do real damage, particularly in the Arab world. 

Because the military held the briefing in Washington, the reporters asking the questions were not the reporters who had been covering the story. The Pentagon press corps is generally well informed about military issues, but they are not necessarily well informed on the specifics of each story, particularly if it has not been their responsibility. A Pentagon briefing meant the reporters involved were not fully up to speed on the claims in dispute, or which questions might determine the validity of U.S. claims now that they were in a position to back those claims up with evidence. The briefers, meanwhile, were several thousand miles and several layers of rank away from the events on the ground. Questions approaching any degree of specificity derailed the briefing as the power of the military’s case—and the basis of its credibility—lost momentum when those giving the briefing had to tell reporters (as should have been entirely predictable), “We weren’t there, but we’d be glad to get you those answers.” 

Thus, the following exchange took place:

Q: Sir, yesterday when you spoke at the War College you gave the U.S. a pretty bad grade for the U.S. performance in the war of ideas. And I think this latest is maybe an example of how the other side is triumphing, by turning this into an issue about a mosque. . . . How do you describe the problem, and how do you fix it?

RUMSFELD: I think it’s a tough—sure. It’s a very tough thing to do. When something happens, the people we’re up against are vicious, and they lie. And they are—obviously, they have media committees, they plan what they’re going to do, they plan how they’re going to manipulate the press, and they get out there fast and do it. And there’s no penalty for that. Indeed, there’s only rewards, because the misinformation race is around the world while, as they say, truth is still putting its boots on. Our task is to figure out what actually happened. And that means that they’ve got to go in there and talk to people, and it takes time, and it takes 24 hours, 48 hours, whatever it takes. And they end up—some cases, it takes weeks to figure out what actually took place.

And it’s just very difficult. And here we are, in the 21st century, with all these means of communication and information racing around the globe, and it just makes it a very tough thing to do.

And clearly the United States government has not gotten to the point where we are as deft and clever and facile and quick as the enemy that is perfectly capable of lying, having it printed all over the world, and there’s no penalty for having lied. Indeed, there was a reward, because great many people read the lie and believed it. [sic]

And it takes weeks and weeks afterwards to figure what actually took place. I mean, I didn’t know until this morning the details that Pete briefed here, nor did he, for that matter. And . . . I don’t know any solution to that. . . 31
Yet, the briefing materials had been available for days; if there was a delay, it was a result of the decision to conduct the briefing in Washington. It may have taken 24 or 48 hours for word to filter up to the Pentagon, but the people on the ground were prepared to brief the press almost immediately. Why wait? What was the benefit of holding the briefing in Washington? The briefing material itself obviously was not improved. Indeed, it was not, apparently, changed in any way. Certainly, the actual briefing was not improved. The briefers, despite their rank, could not answer the critical questions because they had not been there:

Q: General, could you clarify something? The minaret—the building with the minaret that was in the compound, were people killed in that building? And if they were, were they armed?

RUMSFELD: You saw the pictures of the weapons in the building.

Q: Well, I know. Well, but the general also said that the fire came from outside the compound and—

PACE (CJCS General Peter Pace): There was firing from inside the compound. I cannot tell you whether or not there was actually somebody in the minaret firing or not. I can tell you that the minaret was part of the compound itself, that big rectangle you saw on the corner of the photo. That was the target area. Did not know that that minaret was there on the way in; discovered it once in there. All I’m saying is that there was a minaret, there was a prayer room in this compound. But all the other things I showed you were in the compound. Whether they were taken out of the prayer room or the minaret, I’d have to get you the details on. I do not know those facts.

Q: Do you know whether people were killed in the prayer room?

PACE: I do not.

Q: Because that seems to be the issue.

PACE: I don’t know. We can find out. I don’t know that.

And then:

Q: Did any Americans engage, or was it only Iraqis that engaged the enemy fighters? Do we know that?

RUMSFELD: I think it was briefed yesterday by the people on the spot, and I would ask them. They came out and gave a good briefing, I think.32
Conclusion

Part of the difficulty in responding to these incidents is that the press tends to report them as “he said, she said.” In other words, when there is a conflict over what happened, the press studiously avoids taking a position about what must have or might have happened, or even who has more credibility on the question. However, these are disputes over evidence, and evidence can be weighed and evaluated and the reader given some sense as to who has the stronger case.

NBC ran a piece the morning after they aired the Al Jazeera footage ostensibly of the IED attack on the Marines—from the same reporter—on the military’s efforts to counter enemy propaganda. This is the text of that story in its entirety:

Well, as the elections approach and bloodshed here shows no signs of abating, the U.S. military here faces another war. It’s called the battle of the media, and so far, it’s the U.S. military who’s on the defensive.

U.S. and Iraqi Soldiers swept across Ramadi today, trying to secure the rest of Al Anbar Province before the vote December 15th. The first shipments of ballots for the key national elections have arrived but so has a surge in violent attacks, many accompanied by what some experts call the insurgents’ chief weapon: videos, often highly produced, powerful images that appear on Arab TV stations like Al Jazeera or on Internet Web sites associated with groups like Al-Qaeda in Iraq, led by Abu Musab al-Zarqawi.

The most recent salvos, these disturbing pictures broadcast Saturday on Al Jazeera of what insurgents claimed was a roadside bomb attack on a U.S. Marine patrol outside Fallujah, killing 10. The U.S. military says the claim is false. Also false, the U.S. command says, is a report based on this unauthenticated video of armed gunmen claiming Al-Qaeda insurgents control the city of Ramadi.

ALSTON (General Donald Alston, U.S. military spokesman): That was misinformation. That is just the tactic used to try to create fear and intimidate the Iraqi people.

MACEDA: Just clever propaganda, say U.S. military officials, that tries to level the battlefield. The U.S. military insisted today it’s making steady gains on the insurgents but admits the war of the media is still an open battle.33
The U.S. military, the report fails to point out, is “on the defensive” because the American press keeps airing videos from insurgent and terrorist groups without bothering to report any of the actual arguments the military makes or the rationales it presents for rejecting enemy propaganda. Simply reporting that the military labels propaganda as propaganda is hardly likely to sway the public, not compared to showing the visuals themselves, because no reason is given for rejecting the images. 

Images are emotional, visceral, and their impact is instantaneous. Words, however, are received and interpreted in a linear fashion, and we are far better trained to be on our guard when responding to them.34 It will never be a fair contest between the two.

The military must seek to answer visuals with visuals wherever possible, and must keep in mind that in a digital age, any semblance of the old “news cycle” has been completely obliterated. Since the beginning of the “surge”—and the implementation of the new counterinsurgency doctrine—public support for the war in Iraq has begun to rebound. To be sure, the reduction in casualty rates is probably a large part of the reason, but military spokespersons have been more visible (during those periods when the networks have bothered covering the war), while field, company, and even senior commanders are now regularly available to comment on events. As evidence for military claims, visual products are pushed out to the press with far greater rapidity. It seems safe to assume these changes may well have played a role in the change in public opinion. Certainly, the possibility is well worth investigating further, because given the low cost of staging hoaxes by insurgents, and the high rate of return on the investment, there is no reason to believe we have seen the last of this strategy. MR
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‘Voice of the Pech’ connects Manogai residents 

By U.S. Air Force Capt. Tony Wickman, CJTF-82, 06 January 2010 

KUNAR PROVINCE, Afghanistan – A small radio station in the Pech River Valley is bringing an important service to the residents of the Manogai District: to inform people and counter Taliban propaganda. 

Based at Camp Blessing in the Pech River Valley, the “Voice of the Pech” is an Afghan-operated radio station employing local reporters and radio personalities to broadcast news and popular music to the people living here. 

“The radio is most important because everyone likes to learn and listen to good news and commercial programs. It’s important to be a good radio station,” said Ibrahim, the radio station manager. “When we go outside of the base, people are happy because we have a good station here with good songs, the national anthem and the best reports and messages.”

Ibrahim said one of his biggest challenges is convincing people the radio station is for and by the people and not a Coalition forces radio station. 

“Some people think that it is the radio station of the Coalition forces because it’s inside the base. They think it ought to be moved to the district center,” he said. “I tell them it’s not the radio station of the base or U.S. I tell them we work at the radio station and we make the reports and the messages. We want to tell (the people) the stories about the very important people in this area.” 

The programming selection includes local reports from the staff, guest interviews, and Eastern Zone news from Task Force Mountain Warrior about the weather and activities in Kunar, Nangarhar, Nuristan and Laghman provinces. 

“We do our own news, but we also get Eastern Zone news and translate to Pashto,” Ibrahim said. “These are the reports of local news and incidents, good news or bad news, and we tell it. We translate all the messages into Pashto, and if necessary Persian because it’s also the national language of Afghanistan.” 

Ibrahim said he regularly interviews the district sub-governor, doctors, mullahs, scholars, students, poets and musicians to tell people what is happening in the Pech River Valley and Afghanistan. 

According to U.S. Army Sgt. Daniel Wenger, 2nd Battalion, 12th Infantry Regiment information operations non-commissioned officer in charge, the radio station also helps counter Taliban radio stations. 

“(The Voice of the Pech) has local reporters that get real-time reports about Taliban who have launched attacks and killed or hurt Muslims or destroyed homes and they put that out there,” said Wegner, a Woodbridge, Va., native. “What their reporters have seen is the story they tell. People here know it’s true because they’re in the villages.” 

Wenger also said the radio station is a critical information bridge because literacy among Afghans isn’t very high and they get their news from word of mouth. 

“Task Force Lethal has passed out about 8,000 radios to people here (to help deliver the news),” he said. “The radio station has a call in program where they can give shout out to their friends, request music, get all the news from around the world, and it is all in Pashto.”  

Overall, Wegner has received overwhelmingly positive response about the radio station from the Manogai residents. 

“I’ve been on a couple of patrols and people tell me how much they love it,” said Wenger. “They talk about one of our deejays and talk about how much they love him, and how they love to hear themselves on the radio because it makes them feel important that they can speak to their family and friends.”
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Spymaster sees Israel as world cyberwar leader

By Dan Williams, Reuters, Dec 15, 2009 

Using computer networks for espionage -- by hacking into databases -- or to carry out sabotage through so-called "malicious software" planted in sensitive control systems has been quietly weighed in Israel against arch-foes like Iran.

In a policy address, Major-General Amos Yadlin, chief of military intelligence, listed vulnerability to hacking among national threats that also included the Iranian nuclear project, Syria and Islamist guerrillas along the Jewish state's borders.

Yadlin said Israeli armed forces had the means to provide network security and launch cyber attacks of their own.

"I would like to point out in this esteemed forum that the cyberwarfare field fits well with the state of Israel's defense doctrine," he told the Institute for National Security Studies (INSS), a Tel Aviv University think tank.

"This is an enterprise that is entirely blue and white (Israeli) and does not rely on foreign assistance or technology. It is a field that is very well known to young Israelis, in a country that was recently crowned a 'start-up nation'."

Cyberwarfare teams nestle deep within Israel's spy agencies, which have extensive experience in traditional sabotage techniques and are cloaked in official secrecy and censorship.

They can draw on the know-how of Israeli commercial firms that are among the world's hi-tech leaders and whose staff are often veterans of elite computer units in the conscript army.

Technolytics Institute, a private U.S. consultancy, last year rated Israel the sixth-biggest "cyberwarfare threat," after China, Russia, Iran, France and "extremist/terrorist groups."

Noting that the United States and Britain are setting up cyberwarfare commands, Yadlin said Israel has its own "soldiers and officers" dedicated to this field.

He did not cite any specific targets for potential Israeli attacks. A military spokeswoman said the INSS speech was the first time that Yadlin, who has overall responsibility for Israeli intelligence, had discussed cyberwarfare in public.

"Preserving the lead in this field is especially important given the dizzying pace of change," Yadlin said.

Israel, which is assumed to have the Middle East's only atomic arsenal, has hinted it could attack Iranian facilities if international diplomacy fails to curb Tehran's nuclear designs. Israel bombed Iraq's nuclear reactor in 1981, a mission Yadlin took part in as an F-16 pilot.

But many experts believe the sites are too distant, dispersed and fortified for Israel's air force to take on alone. Washington has also voiced misgivings at the idea of open force.

"Cyberspace grants small countries and individuals a power that was heretofore the preserve of great states," Yadlin said.

"The potential exists here for applying force ... capable of compromising the military controls and the economic functions of countries, without the limitations of range and location." 
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PSYOP Food For Thought from the US Civil War

Blog entry - PoliticalWarfare.org, 15 Dec 2009

If we were as tough against the Islamist extremists today as we were against, say, the Confederacy during the American Civil War, we'd have a heck of a PSYOP campaign going on.

Take a look at this Union Army PSYOP leaflet from the Headquarters of the Second Infantry Division for West Virginia, from April 1865. The enemy was making its last gasp, running guerrilla attacks on trains, killing local pro-government civilians, and murdering Union soldiers. 

Brig. Gen. Samuel Sprigg Carroll, the Second Infantry Division commander (pictured) knew that pro-Confederacy locals made the attacks possible, and he held the locals responsible. His General Orders No. 18, issued in Cumberland, Maryland, on April 3, 1865, recognizes civilian involvement in the guerrilla attacks and declares a PSYOP plan to hold local civilians accountable.

Perhaps this has lessons for Coalition forces in Iraq and Afghanistan concerning how to  deal with locals who help the insurgents to attack military convoys and harm the local population, but some how I doubt we could do it legally or even morally. Nevertheless, here's the text of General Orders No. 18. I just bought an original copy from a historical documents dealer (click on image below to enlarge). Some food for thoughtful consideration and discussion from Brig. Gen. Carroll's declaration:

"I. The frequent raids upon the line of the B.& O.R.R. [Baltimore & Ohio Railroad] and attacks upon trains of the same, by gangs of rebel guerrillas, having demonstrated the fact that the movements of those parties are known to (if they themselves are not guided and encouraged by) the disloyal citizens residing in the vicinity of these raids and attacks, and it being held that timely information could be given by these citizens to our forces, by which such raids and attacks could be prevented; it is ordered that, hereafter, whenever such raids or attacks shall take place within the limits of this command, the property of all disloyal citizens, residing within an area of five miles (or such other distance as may be designated) south of the places of such raids and attacks shall be immediately burned.

"II. In case the property of any Union citizens residing within the limits of this command is destroyed or appropriated by the guerrillas, a levy for twice the amount in value will at once be made on the property of known disloyal citizens in the vicinity of such outrage, for the purpose of restitution to the Union sufferers.

"III. Whenever a Union citizen or soldier shall be murdered within the limits of this command, a rebel sympathizer, nearest resident to the place of murder, will be immediately hung, in retaliation for the murder of such Union citizen or soldier."

Hope this generates some ideas for our folks in the field. We need to balance our nice-guy work with some serious action against those who aid the enemy. This order isn't a model solution for today's problems with insurgents, but it should get us thinking about how to deal with civilians who are technically not combatants yet are still part of the insurgency and terrorism campaigns.
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BLOG: Many Flavors of Jam

By David A. Fulghum, Ares on Defense/Aviation Week, 8 Jan 10

The U.S. Navy hasn’t even gathered the requirements for its Next Generation Jammer project, but sometime after 2018 variants of the electronic attack system will be carried by a half-dozen manned and unmanned aircraft of various services.

As part of the electronic warfare formula, the yet to be selected EP-X signals and communications intelligence aircraft will be replacing the long-serving EP-3E.

“EP-X is going to be the eyes and ears that find the signals” that NGJ will jam and manipulate, says Christopher Carlson, director of U.S. business development for ITT’s integrated EW systems. “Precisely identifying and locating the signals is key to making [jamming] work.

The Navy’s EA-18G Prowler is the lead platform for NGJ. The Marine Corps F-35B is expected to be the second. The Air Force’s F-35A may be third although the technology could quickly shift into larger, faster, unmanned aircraft designs. But balancing structure, radar cross section and good RF performance will be difficult.

Desired ranges for standoff jamming are classified but there are hints that the Navy expects something around 200 miles. That’s less than the proposed Air Force B-52 standoff jammer concepts offered, but more than the 80 mi. that EA-6B Prowlers were able to provide the F-117 that was shot down in Serbia in 1999 [and later transferred to the Russian air defense industry].

“In the ‘black world’ there is ongoing work involving UAVs,” says a senior aerospace industry official. “Everybody acknowledges the fact that there’s not going to be a single EA platform. It will be a system of systems. The Air Force is already investing in MALD-J [Raytheon’s miniature air-launched decoy – jammer] and UASs are natural for other parts of the [penetrating, close-range] mission.”

As industry has chipped away at how to package NGJ, new solutions are beginning to emerge.

“It doesn’t look as hard as it did six months ago,” says Jim Bailey, NGJ capture director for Raytheon. “If there is a RAT [ram-air turbine for generating electrical power], it will limit how we package the system. The Navy wants NGJ pods for the EA-18G [which require] minimal interface changes. The F-35 [Joint Strike Fighter] can use the same scalable technology once it is repackaged for that platform requirement.”

One approach under consideration is to use the weapons bay and redesign the doors to include an aperture. But that space is more favored to carry larger electronic attack payloads.

However the cannon bay is big enough for NGJ and it already has a frangible covering for the gun barrel that has been faired into the stealth design. Lockheed Martin in particular has discussed repackaging NGJ for F-35 in what it calls a gun pod. The gun-port blister on the left side of the aircraft’s nose would become the aperture.
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Chinese Perspectives on Google-China Standoff

By Heather Horn, Atlantic Wire, January 15, 2010

After Google threw down the gauntlet on Chinese censorship, we covered the explosion of debate in the West: speculation on Google's motives, musings on the international ramifications, op-eds calling for a fight against censorship, and tech experts' views on the security problems brought up by the hacking. But what about the debate in China?

Fortunately for the Mandarin unliterate, there are a number of blogs devoted to Chinese media translations. Here are the highlights of the Chinese reaction--from the "disgusted" response of a Baidu chief design officer to praise for Google from Twitterers who breached the firewall.

Not Good News for China Liu Hongbo in the Southern Metropolis Daily, translated and posted at the China Media Project, says that though "of course we can still use Baidu ... even if just for the sake of preserving normal market competition in China, Google should still exist." He also worries that, as China is "in the midst of becoming a 'major power,' ... the world's biggest Internet service provider withdraws from China ... will the closure of Google in China urge us ... to consider what sort of environment we are providing for Internet development?"

Going to Miss Google, says Keso, a popular Chinese IT blogger, whose post is shown translated at China Hush. "To me, Google has the world's best knowledge management tools and productivity tools. But China's regulatory authorities do not think so. Ideology is what they are more concerned with. I believe Google's statement will be seen as an ideological trick, which will anger the Chinese government even more."

Disingenuous The chief design officer of China's top search engine, Baidu, says "the tone of the top Google legal advisor disgusts me." His explanation, translated to English at Chinese media blog EastSouthWestNorth:

He could have said that they are withdrawing for economic reasons, plain and simple. Instead, they have to make themselves look good by saying that Google was attacked by Chinese people, that Gmail accounts of Chinese dissidents were attacked, and so on in order to explain why they are withdrawing from China. This type of tone is an insult to the intelligence of the ordinary Chinese citizens. But it may just appeal to certain supercilious westerners who have never been to China, know nothing whatsoever about China but like to say criticize China all the same.

'Psychological Warfare,' Chinese blogger Xiang Ligang dubs Google's ultimatum. "It is unlikely that they will go through with this. If they go through with it, it will be their loss." He also adds, regarding Google's clash with the Chinese government, "For the Chinese people, we are more sophisticated in our thinking and we can appreciate what different segments of people think. But this is hard for Americans to deal with." Jiang Baijing at People's Net is likewise skeptical of Google's intent to withdraw. "Google is just throwing a 'hissy fit' now!" writes Baijing, echoing a familiar argument that Google cannot afford to give up the Chinese market.

Twitter Love for Google Twitter has little but support for Google in the conflict, although Rebecca MacKinnon, former Assistant Professor at the University of Hong Kong's Journalism and Media Studies Centre, points out that the Chinese "twittersphere" is made up "exclusively of people who are tech savvy enough to know how to get around censorship or they wouldn't be there." Some of the more dramatic tweets, translated at China Digital Times, include Lyooo's "if Google leaves I won't use Baidu or let my children or grandchildren use it (If I have them)," miyafan's "Now begin doing two tasks 1. Quickly use Google to search censored material 2. study how to scale the wall," and tomwng's "The real excellent enterprises all consider advancing human civilization as their own responsibility. For those on the other side, they not only draw the line, but also harshly condemn! Google says no to the Chinese government--this should be written into human history."
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Australia Responds To Threats of Internet War 
By Dan Harrison, Sydney Morning Herald, January 16, 2010 

Hackers are launching 200 attacks a month on the Defence Department's computer networks, the Defence Minister, John Faulkner, revealed as he unveiled a new centre to co-ordinate the nation's response to online threats.

Journalists were allowed into the Defence Signals Directorate yesterday for the first time since its creation in 1947. The occasion was the opening of the Cyber Security Operations Centre.

The centre, which will cost $14 million a year to run when fully operational, is partly a product of last year's Defence white paper, which highlighted the growing threat of electronic warfare. Its centrepiece, ''The Pit'', resembles a movie set, with three rows of computer terminals overseen at one end by giant screens and at the other by a bank of computers on a raised platform, surrounded by a horseshoe-shaped mezzanine.

Digital clocks show the time in the capitals of the nation's closest allies - Washington, London, Ottawa and Wellington - while signs display messages to motivate staff: ''Reveal Their Secrets - Protect Our Own,'' says one. ''Operate in the slim area between difficult and impossible,'' reads another.

The centre is being opened at a time of heightened interest in cyber security after the internet giant Google threatened to abandon China, citing attacks on the Gmail accounts of human rights activists. More than 30 other US companies, including Adobe, Yahoo! and Symantec, have reportedly fallen victim to attacks and last year the FBI tracked more than 90,000 attacks on the US Defence Department. The attacks were said to have originated in China.

Senator Faulkner said cyber attacks were a worsening global problem. ''Cyber intrusions on government, critical infrastructure and other information networks are a real threat to Australia's national security and national interests.''

Defence, he said, had investigated about 200 electronic security incidents on its own network a month in 2009. ''Defence effectively responded to these activities and I can say that no operations to date were disrupted due to network intrusion.''

The directorate also responded to about 220 incidents reported by other Australian government agencies last year. Senator Faulkner would not be drawn on a suggestion that many cyber attacks originated in China.

''There is some evidence that electronic intrusion of Australian Government sites has been conducted from overseas but I stress that the nature of the internet makes it difficult, perhaps impossible, to attribute those attacks to exact sources.

The centre will employ about 130 information technology experts, engineers and analysts from the directorate.

Senator Faulkner would not be drawn on whether Australia had also launched cyber attacks. ''I am not prepared to address the issue of Defence's cyber activities or capabilities,'' he said.

''I will not do that … I will not be placed in a position … where I would jeopardise Australia's national security.''
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Senior General Says US Needs to Move Faster on Cyber Defense

By Al Pessin, VOA News, 20 January 2010 

In the wake of the cyber attack on the Internet company Google and more than a dozen other firms in December, the top officer responsible for the security of U.S. military computer systems says the United States needs to do more to stay ahead of those who could use malicious software to disable key American military and civilian capabilities.  

The commander of U.S. Strategic Command, Air Force General Kevin Chiltonsays the United States should expect an attack on what he calls "critical infrastructure," such as the computer systems that are central to the U.S. financial industry and electric power grid."I think we need to move faster, frankly, as a nation.  And I'm not pointing fingers at anyone.  I'm just saying I think as a nation we need to move faster.  It's a risk that we want to stay ahead of and not play catch-up on," he said.

Google says the attack on its network in December originated in China, and focused on Chinese email accounts on its servers, particularly those owned by political dissidents.  General Chilton's Strategic Command is not responsible for defending American networks in the dot-com domain, like Google, but he says when there are such attacks he asks his staff to ensure military networks do not have the same vulnerabilities.

"I'm asking the same questions.  So, what happened?  How did they get in?  What was the virus?  What was the attack vector?  How can we make sure we are not susceptible to that same sort of attack?," he said.

In addition to defensive measures, General Chilton says U.S. officials need to think a lot more about how to deter cyber attacks.  Deterrence involves making it clear to an adversary that the consequences of an attack would out-weigh its advantages.  The general says the deterrent will differ for different potential attackers.

"You worry about North Korea doing bad things in the cyber domain, as well as you might worry about China potentially doing it, or some other country.  So, you have to consider who it is you're trying to deter, and what it is they fear and value," he said.

General Chilton says that is a complicated calculation, and could involve military action, but also potentially cyber-counterattacks, economic retaliation and diplomatic moves.  

The U.S. military has been working for years to consolidate its cyber defenses under a new command that would answer to General Chilton, but the effort has been delayed by a series of bureaucratic and political concerns.
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DoD “Clarifies” Doctrine on Psychological Operations

By Steven Aftergood, FAS, January 19th, 2010

The Department of Defense has issued a new publication (pdf) to update and clarify its doctrine on “psychological operations.”

Psychological operations, or PSYOP, are intended to “convey selected information and indicators to foreign audiences to influence their emotions, motives, objective reasoning, and ultimately the behavior of foreign governments, organizations, groups, and individuals. The purpose of psychological operations is to induce or reinforce foreign attitudes and behavior favorable to the originator’s objectives.”

PSYOP is among the oldest of military disciplines, but the new DoD doctrine continues to wrestle with basic definitional issues.

It endorses a new, negative definition of the term “propaganda,” which had formerly been used in a neutral sense to refer to “Any form of communication in support of national objectives designed to influence the opinions, emotions, attitudes, or behavior of any group in order to benefit the sponsor, either directly or indirectly.” From now on, propaganda will refer only to what the enemy does:  “Any form of adversary communication, especially of a biased or misleading nature, designed to influence the opinions, emotions, attitudes, or behavior of any group in order to benefit the sponsor, either directly or indirectly.”

The new doctrine also dictates that the term “perception management” shall be eliminated from the DoD lexicon (pdf).

DoD acknowledges that PSYOP is limited by legal constraints, including statutes, international agreements, and national policies. Among other things, the DoD doctrine states, there is a “requirement that US PSYOP forces will not target US citizens at any time, in any location globally, or under any circumstances.”  Yet in a near contradiction, the doctrine also states that “When authorized, PSYOP forces may be used domestically to assist lead federal agencies during disaster relief and crisis management by informing the domestic population.”  Perhaps the PSYOP forces are supposed to inform the domestic population without “targeting” them.

Fundamentally, psychological operations are tethered to the reality of U.S. government actions, for good or for ill.  As the new doctrine notes, “Every activity of the force has potential psychological implications that may be leveraged to influence foreign targets.”  But PSYOP cannot substitute for an incoherent policy or rescue a poorly executed plan.

See “Psychological Operations,” Joint Publication 3-13.2, Joint Chiefs of Staff, January 7, 2010.
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New Threats Compel DOD to Rethink Cyber Strategy

By Sean Gallagher, DefenseSystems.com, Jan 19, 2010

The Defense Department’s widely heralded decision to create a new Cyber Command by October 2009 is still languishing in limbo. Confirmation hearings have yet to be scheduled for the prospective commander, National Security Agency director Army Lt. Gen. Keith Alexander. And efforts to kick-start the organization have been delayed by congressional concerns over the organization.

Meanwhile, adversaries working in the cyber domain aren’t sitting still. In December, hackers reportedly stole a classified PowerPoint slide deck that details South Korean and U.S. strategy for fighting a war with North Korea. And in Iraq, it was revealed that insurgents had intercepted Predator feeds using software they downloaded from the Internet.

Regardless of how quickly the Cyber Command moves forward, DOD is starting to shift its philosophic focus on network operations from information assurance to mission assurance — recognizing that as the Global Information Grid (GIG) comes under perpetual attack, efforts to deliver information services essential to operators will also need to shift from a focus on total network security to one of risk management.

To achieve that, information assurance experts say, DOD will need to concentrate on significant organizational and training issues as much as it does new technology. And it will need to address the lack of effective command and control for information assurance. That’s partially a technical issue, exacerbated by the diversity of network systems on which the GIG relies. But it also comes down to how DOD manages its networks and develops a concept of operations.

“With IA going forward, there are a lot of challenges,” only part of which is technology, said Tom Conway, director of federal business development at security software company McAfee. “You've got to have enough of the right trained people to do this. How do you get those people? That's a huge issue for everybody, not just in the military. Then, if you've got the trained people, how are they organized, how are they equipped, what are they supposed to be doing in their jobs? And that's something Cyber Command has to [decide] because before it was sort of left to the individual services to do what was best.”

Threats on the Move

Meanwhile, each of the services continues to move forward with its own cyber organizations, with the goal of supporting the new overall subcomponent command under the aegis of Strategic Command. The Air Force has officially formed the 24th Air Force, its “cyber-NAF” (numbered air force), and ground was broken Dec. 11 for the cyber operations center of the new 688th Information Operations Wing.

The Navy, for its part, is forming the 10th Fleet, which will be co-located with the Army Network Warfare Battalion and the Cyber Command at Fort Meade, Md. It is also moving to merge the roles of intelligence and communications under a new staff-level position, with its proposed 10th Fleet and a merged communications and network warfare role at the staff level with the assistant chief of naval operations for Information Dominance (N2/N6).

The Army activated the 704th Military Intelligence Brigade’s Army Network Warfare Battalion in June 2008.

But although the services push ahead in developing their own organizations, adversaries have been enhancing their capabilities as well.

“The tradecraft of the attackers has really advanced in the last few years,” said Thomas Fuhrman, senior vice president at Booz Allen Hamilton. “And they're also very agile. There’s a whole range of threats, but the threats that matter — where we see exfiltration, threats of compromising national security command and control systems — this comes from a very sophisticated adversary.” And based on what analysts see, he said, “They respond to fixes we implement very rapidly.”

In addition, Fuhrman said, there is the proliferation of tools that make it easier for adversaries to attack DOD and other networks — as evidenced by the Iraqi insurgents’ interception of Predator video. “So you expand the range of people who are in this space by the availability of the tools to the work.”

Bailing and Bailing

Part of the problem that DOD faces is that because cyber threats have evolved so quickly, information assurance specialists tend to be in a perpetual catch-up mode in dealing with holes as they’re discovered. “We're still in the mode of … bailing out the ship,” Fuhrman said. “But you bail and bail to no avail because the attacker is always getting better. So the question [becomes] how do we get ahead of this … so we're not always reacting?"

Fuhrman said a central problem is the tendency of information assurance to be viewed as a forensic science, discovering what has already happened: What data was lost; what has gotten onto the network; and were protective measures overcome?

“The question of how we get ahead is very relevant. The problem is, there's no easy answer because of the abilities of the adversary,” he said.

“In DOD, they call it the advanced persistent threat,” McAfee’s Conway said. “It’s advanced in that these are very complicated things being done by sophisticated people, and it’s persistent — and the rate is going up. There is a lot of data exfiltration that's going on and continues to go on. There are data loss prevention technologies that can stop that sort of thing, and that's something DOD can start to roll out now. I think they understand they have a problem, but fixing it is complicated because they're so big, diverse and widespread.”

In fact, DOD’s diversity of configurations remains its biggest information assurance Achilles' heel. Although the services move forward with initiatives to consolidate networks, such as the Navy’s Next Generation Enterprise Network (NGEN) and Consolidated Afloat Enterprise Networks and Enterprise Services (CANES) programs, the sheer magnitude of different configurations make it difficult to manage the risk to the entire GIG, Fuhrman said. “It's hard to enforce consistent configurations and manage those configurations,” he said. “When you have huge networks with such a diversity of platforms, it is very, very difficult to identify the right configurations and then constantly manage them. DOD is taking good measures to improve it, there are standards and components that are being deployed that continually monitor configuration, but this is an unsolved problem — it's very difficult to keep up with that.”

Just the task of delivering a response to a new virus threat creates a major challenge right now, said Steve Hawkins, Raytheon’s vice president of information security solutions. “If you're Cyber Command, you've got to find a way to find — maybe do an antivirus and a signature — for it and get that deployed over literally hundreds of thousands of desktops and laptops and servers,” he said. “I think the scale of the problem for coordinated solutions and the speed they need to detect and put out a defensive measure is their largest challenge, where you'll see them really push hard. The organizational challenge, that's one side of it; but that needs to be focused on facilitating an operation that moves very rapidly to fix problems that you find.’’

Broader Visibility

Finding the problems in the first place requires something that DOD doesn’t have: situational awareness over the entire GIG. “What that requires is a set of technologies that give them total situational awareness, so they can see what all's going on and in a matter of milliseconds be able to eradicate the offensive malware,” Hawkins said. “It's more challenging than ever to do that because with social engineering, just the acceptance of an e-mail by someone can allow malware into your system. You also have to be able to detect anomalous behavior within your own networks, be able to see it and stop it. There's a whole realm of technologies that are starting to emerge that will allow them to address that part.”

Situational awareness is the core of what the services are trying to create with cyber operations centers — an extension of the operations center model from more traditional warfighting combatant commands to the cyber realm. But just having situational awareness in a cyber operations center isn’t enough, Fuhrman said.

“We see cyber ops centers springing up all the time, and in principle, that's not a bad idea," Fuhrman said. "But the reality all too often is that we throw technology at the problem and say we're going to monitor the heck out of our networks. And the result is operators sitting around consoles 24/7 that indicate line upon line of anomalies that some centers are picking up, and the operators are trying to understand what that means. That's very rudimentary.”

Fuhrman said the next step is going beyond monitoring and moving to true command and control — and understanding how to apply situational awareness to the overall mission. “We need to advance the state of the art and recognize that this, like so many parts of information assurance, is a multidimensional problem. What are we trying to achieve in this ops center? What sort of decisions do we expect the op centers to make? How do those decisions relate to the mission? And how do we get the right tools in the hands of the operators so that they have the leverage to affect those decisions to cause things to happen?”

One role ops centers might best take on is deploying security patches and handling configuration management as an integrated part of network defense, Furhman said.

But another way to look at it would be for DOD and the Cyber Command to view the GIG as a weapons system, he said. “And that means being able to implement configuration control centrally. We don't have that today. It means being able to make decisions that are mission-related and informed by mission requirements but that effect network configuration — what ports are open, what nodes are made accessible or inaccessible.”

With most situational awareness existing at the level of the services’ individual networks, the Cyber Command would hopefully make collaboration across the services’ cyber operations a priority, said Adam Vincent, Layer 7 Technologies’ chief technology officer for the public sector.

“Coordinating cyber activities between NSA and services will be necessary for adequate cyber defense and response," Vincent said. "The need to share cyber-related information will be paramount, and the Cyber Command will need to put practices and solutions in place to adequately address this need. I hope to see social networking and collaboration technologies to enhance the ability to find relevant expertise and disseminate information within the Cyber Command, with the services and with external agencies.”

An emerging school of thought that many DOD cyber leaders have adopted during the past few years is moving from the idea of overall information assurance to a more focused goal of mission assurance — from a forensic approach of patching holes to more of a risk management model aimed at sustaining critical services to support DOD's mission.

“Security isn't the mission,” Conway said. “Security is an enabler of the mission. That's one of the things Cyber Command is hopefully going to get their arms around to present a choice to the operator: Here's your risk if you don't do any security, here's your risk if you do everything secure, and here's a spectrum of everything in between. That’s a really complicated thing, but the operator needs to know how dependent they are on cyber” and make a decision on what risks are acceptable, he said.

To address an advanced persistent threat, mission assurance focuses on what it calls CIA: confidentiality, integrity and availability — the three aspects of the GIG that allow operators to conduct their missions. “Confidentiality means I can make sure I keep my secrets secret. Integrity means knowing I'm going to protect someone from getting inside my information systems and changing things. And availability means making sure there’s not a denial of service so I can’t use my information systems.”

Tools in Hand

DOD already has many of the technologies required to better manage these risk areas but for one reason or another has yet to deploy them. For example, although there’s been a great deal of energy expended on securing USBs in the wake of the 2008 malware attack on the GIG, data-at-rest protection has failed to be widely deployed. Although data-at-rest protection was supposed to be fully deployed by 2009, only a fraction of the services’ systems have a solution deployed, such as the Host-Based Security System, Conway said.

Data protection technology and insider threat protection are another area in which the technology is already available to help reduce the risk of confidential data loss or the undermining of data in critical information systems. With insider threats, “there's a fair amount of things that are going on across the defense and intelligence communities,” Raytheon’s Hawkins said. In August 2009, the Defense Information Systems Agency selected Raytheon’s insider threat management tool as the Insider Threat Focused Observation Tool for DOD, and Raytheon has been contracted to provide an enterprise license to DOD for the technology.

“They've proven the technology, and the technology is in wide use,” Hawkins said. “But they need to be in use across the entire enterprise to make them effective.

The Cyber Workforce Gap

Part of what might be causing DOD’s information assurance reach to exceed its grasp is what experts describe as a shortage of qualified information assurance professionals inside and outside the services and a huge unmet need for training. Workforce management across DOD will be a major issue for the new Cyber Command.

“A very important part of this is not just putting technology in place but being able to have some formalized training to allow people to use the tools,” Hawkins said. “We've had several recent retirees come to work for us, and they say one of the more frustrating things is they can get a lot of technology, but they have to be trained on how to use it."

Although the Cyber Command will draw on the services for capabilities, the new command will need to play a major role in driving how the services build their cyber ranks. “Information assurance is only as good as the person who's actually operating it,” Conway said. “Security tools need to be continually updated and adapted because the threat continues to update itself and adapt itself. It's a spy vs. spy game. You need to have a better spy at the end of the game.”

“The basic question of workforce is facing all of us,” Furhman said. “We as contractors are competing for the same talent pool as not only the other contractors but the government itself because the field of cyber warriors is very small.”

DOD is addressing the problem in part through DOD Directive 8750, which mandates that military personnel, civilian employees and government contractors be certified as information assurance professionals before they can have administrative access to DOD networks and systems. “We have to recognize that getting a certification doesn't necessarily give a person the right skills,” Fuhrman said. “Getting this framework in place is good. But the objective for the future has to be to continually raise that bar…and make sure that the cyber workforce really is a professional workforce with the right skills.”
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IDF Sets Up 'Facebook' Unit to Plug Media Leaks  

By Anshel Pfeffer, Haaretz, 20 Jan 2010 

The Shin Bet has reported several attempts by militant groups to contact IDF soldiers via networking sites.  

The Israel Defense Forces announced this week that intelligence will create a new unit to help stem a growing tide of classified information leaked to the media. 

The new unit, details of which were published this week in the army's official magazine, 'Hamahaneh,' will not only rein in officers and troops who have been too open in talking to the press but will also pay close attention to posts on social networking websites like 'Facebook.' 

The IDF first became aware of this new front in information warfare during its 2006 war with Hezbollah in Lebanon, when commanders became worried by the growing number of classified military facts finding their way to the enemy. 

Creation of the new unit is in part the result of recommendations by the Winograd Committee, appointed by parliament to identify failures in the Lebanon campaign. 

As well as keeping an eye on updates posted on 'Facebook,' 'MySpace' and 'Twitter,' the new Department for Security and Information Research will track the communications of hundreds of senior officers to make sure they are not in contact with journalists. 

The unit will also have powers to order lie detector tests for any soldier suspected of a leak. In a separate initiative, IDF Chief of Staff Gabi Ashkenazi recently ordered polygraph checks for all officers considered for promotion to the rank of lieutenant-colonel or higher, to include questions about unauthorized media contact. 

Over the past two years the IDF has also begun to contend with an annual intake of thousands of 18-year-old conscripts for whom social networking is a part of daily life, issuing strict guidelines on posting personal information on the web. 

The Shin Bet security service has reported several attempts by militant groups, including Hezbollah, to contact IDF soldiers on Facebook and other sites. 

In 2009 army intelligence expanded its resources for combating network warfare, fearing not just spying but also attacks by hackers aimed at bringing down Israel's electronic and market infrastructure. In December 2009 Military Intelligence chief Amos Yadlin described online attacks as "warfare's fourth dimension," alongside air, land and sea. 

The IDF also uses networking sites to its own ends: The army spokesperson's office makes regular use of Facebook and Twitter, as well as publishing regular blogs. 

In the last year the military has intensified its online activities in an attempt to broaden its public relations drive to reach young people who increasingly gather information from unofficial sources, rather than traditional news providers. 

Information can also flow the other way. Last week the IDF's Twitter account received an e-mail about 150 children in need of help in earthquake-stricken Haiti, which was passed quickly to Israeli rescue teams at the scene of the disaster. 
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Lynn Lists Aerospace, Cyber-Age Challenges

By Gerry J. Gilmore, American Forces Press Service, 21 Jan 2010
WASHINGTON, Jan. 21, 2010 – Current and potential U.S. adversaries seek to employ asymmetrical weapons, such as improvised explosive devices and cyber warfare, as a means to confront U.S. military superiority in conventional conflict, Deputy Defense Secretary William J. Lynn III said here today. 

“Our dominance in conventional warfare has led adversaries to seek new avenues to challenge us,” Lynn told military and civilian attendees at the Institute for Foreign Policy Analysis-Fletcher Conference on National Security Strategy and Policy. 

The nature of armed conflict, Lynn said, has changed since the Cold War era, when military doctrine was developed to deal with an envisioned clash of massed conventional air and land forces on European battlefields. 

Today, insurgents in Afghanistan and Iraq employ low-tech improvised explosive devices “that penetrate even the most heavily defended armor,” Lynn said, while terrorists and rogue nations seek to acquire weapons of mass destruction. 

However, the U.S. military is employing new methods and technology to meet asymmetrical challenges, he said, pointing to the increased use of unmanned aerial vehicles in those theaters of operation. 

For example, IEDs fitted with cameras can identify and track insurgent activities, such as the placing of roadside bombs. And, unmanned aerial platforms also can employ missiles to attack the enemy, while space-based satellites provide added intelligence information. 

“Because of a significant investment in intelligence surveillance, surveillance and reconnaissance [capabilities], commanders receive actionable intelligence in minutes rather than in hours,” Lynn said. “Unmanned aircraft now combine surveillance with attack abilities.” 

The rapid development and fielding of unmanned aerial systems to combat zones, he said, exemplifies “one of many shifts we have taken across the department to focus our resources on the wars we are fighting and the new threats that we face.” 

Yet, Lynn said, the U.S. military also must be prepared to confront a potential enemy that fights a conventional conflict, as well as adversaries that may choose to wage both asymmetrical and conventional war. 

In view of the changing nature of warfare, Lynn offered four overriding space and aerospace imperatives the U.S. military must follow in the early 21st century: 

-- Continue redirecting resources to defeat unconventional threats, while retaining the ability to fight conventional wars. 

-- Maintain U.S. military air superiority by investing in new-generation tactical aircraft, such as the F-35 Joint Strike Fighter. 

-- Develop a next-generation, long-range strike capability. 

-- Ensure access to space and use of U.S. space-based assets. 

“Space, much like cyber-space, is no longer a domain left uncontested by potential adversaries,” Lynn said. “So, to protect our technological advantage in space-based platforms, we must reduce their vulnerability to attack and to disruption.” 

Additionally, Lynn said, the cyber-warfare threat is a major national security issue that has captured his attention. 

“If we don’t maintain our capabilities to defend our networks in the face of an attack,” he said, “the consequences for our military – and indeed, for our whole national security – could be dire.” 

Lynn cited a 1998 cyber attack launched by two California teenagers and an overseas accomplice that targeted U.S. military computer networks. 

“The attacks were coordinated and aimed at crucial military [computer] systems,” Lynn said. “The threat was so serious that the president was briefed.” 

Investigators, he said, traced the origins of the attack and the instigators were apprehended and tried on charges of computer assault. 

Yet, that 1998 computer attack “was child’s play,” Lynn said, noting the frequency and sophistication of attacks have increased exponentially during the past decade. 

“Cyber [warfare] is an especially asymmetric technology; the low cost of computing devices means that our adversaries don’t have to build an expensive weapons system like a fifth-generation fighter to pose a disproportional threat,” Lynn explained. 

Consequently, he said, many militaries are building offensive cyber capabilities. 

The Defense Department today operates 15,000 computer networks across 4,000 military installations in 88 countries, Lynn said, noting the department spends billions of dollars each year to administer, monitor and defend those networks. 

Because of the seriousness of the cyber threat, he said, the Defense Department has over the past 10 years built layered and robust cyber defenses. 

And, in June 2009, Defense Secretary Robert M. Gates directed the establishment of U.S. Cyber Command, a military sub-command focused on cyber security, Lynn noted. Cyber Command is in the process of being stood up and is to be based at Fort Meade, Md. 

“Cyber Command will bring together more than a half a dozen intelligence and military organizations in support of three overlapping categories of cyber operations,” he said. 

The command, he said, will protect defense computer networks, coordinate all defense computer operations and provide full-spectrum support for all military and counterterrorism missions, and stand by to support civil authorities and industry partners on an as-needed basis. 

“Combining offensive and defensive capabilities under a single roof and bringing those together with the intelligence we need to anticipate attacks will make our cyber operations more effective,” Lynn said.
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spies@work 

By Gordon Farrer, The Age, January 22, 2010 

When Google revealed ''attacks'' emanating from China, it highlighted a much broader and more disturbing problem - the world is edging ever closer to a cyber cold war. Gordon Farrer reports.

THE official Google blog did not pull any punches. ''In mid-December, we detected a highly sophisticated and targeted attack on our corporate infrastructure originating from China that resulted in the theft of intellectual property from Google.''

The blog said Google had evidence that a goal of the attackers was to compromise the Gmail accounts of Chinese human rights activists and of activists in the United States and Europe with a specific interest in China.

It also noted that at least 20 other large companies - from the internet, finance, technology, media and chemical sectors - were targeted at the same time as Google.

Citing implications for free speech, and expressing disappointment that economic progress in China did not seem to have improved social freedom, Google announced it would stop filtering search results from its Google.cn website. The censoring of search results is a precondition of the company's commercial activities in China and Google conceded that its stand would likely result in the closure of its China operations.

For at least a decade, Western countries have traced to China attacks on websites and hacking of government departments and commercial enterprises. They have concluded that China is deeply involved in cyber espionage and preparations for a potential cyber war. Chinese authorities consistently deny involvement in the attacks, accusing foreign powers of attempting to frame it to disguise their own suspect behaviour in cyberspace, or claiming that rogue individuals based in China are behind the actions.

Clive Williams, a specialist in terrorism, politically motivated violence and national security issues at the Australian National University, has no doubt that cyber attacks coming from China are state-sponsored.

''They'd have to be,'' he says. ''Not much happens in China without the Chinese Government knowing about it. They're such control freaks they wouldn't allow private activity in this area.''

A US Government report into the capability of the People's Republic of China to conduct cyber warfare and ''computer network exploitation'' supports Williams' contention.

Prepared for the US-China Economic and Security Review Commission in October 2009, the report describes a significant increase in cyber intrusions originating in China and aimed at US Government and defence-related computer systems. It also notes that many of the attacks may have been conducted by ''espionage entrepreneurs'', individuals with no obvious government ties but who are likely to be motivated by profit, patriotism or coercion.

In addition to outlining the official Chinese policy on ''information warfare'' and cataloguing 10 years of Chinese attacks against foreign networks, the report describes how the Chinese Government, through the People's Liberation Army and its security agencies, recruits computer hackers. (A 2007 Time magazine article also investigated government-sanctioned competitions to identify the nation's best hackers, who were then trained and employed by the military.)

Williams says that the scale of the Chinese cyber espionage and warfare threat has been ignored by governments, but he believes that is changing. He says there is now great concern in the US not only about access to sensitive government and commercial information, but also the ability of foreign powers such as China to attack critical infrastructure such as communications and electricity grids through cyberspace.

''That's really a state activity. I don't see non-state actors doing that sort of thing. The state's main interests are in things like cyber warfare, espionage, gaining commercial advantage and monitoring social control.''

Also pointing the finger at China, a Pentagon paper obtained by The Times in 2007 described a Chinese blueprint to achieve ''electronic dominance'' over its global rivals, including the US, Russia, Britain and South Korea. The plan, according to the paper, focused on crippling enemy financial, military and communications capabilities early in any conflict. According to the document, two hackers working for the PLA had produced a ''virtual guidebook for electronic warfare and jamming'' after studying US and NATO manuals on military tactics.

China is not the only nation developing cyber war capability.

In its 2009 Virtual Criminology Report, internet security firm McAfee surveyed the global cyber-warfare threat, focusing on the increasing number of cyber attacks that appear to be politically motivated rather than the work of criminals.

McAFEE'S report warned of a Cold War-style cyber arms race, claiming that not only China but France, the United States, Britain, Russia and Israel had developed ''advanced offensive cyber capabilities'' to be used in the event of major conflicts.

''Nation-states are actively developing cyber-warfare capabilities and involved in the cyber arms race, targeting government networks and critical infrastructure,'' the report said. ''While we have not yet seen a 'hot' cyber war between major powers, the efforts of nation-states to build increasingly sophisticated cyber-attack capabilities - and in some cases demonstrate a willingness to use them - suggests that a 'cyber cold war' may have already begun.''

The result of economies and individuals being caught in the middle of any attack on infrastructure, the report notes, is potentially catastrophic. And given the dependence of so many Western societies on technologies that rule our everyday lives, the temptation to be the first to strike through cyberspace when conflict arises would be great.

Countries are responding to the threat, if belatedly.

In June, the British Government created the Cyber Security Operations Centre, and last month US President Barack Obama appointed Howard Schmidt, a cyber-security expert who has worked with Microsoft and the FBI, as the country's ''cyber czar''.

In Canberra last week, the Defence Minister, Senator John Faulkner, opened the Cyber Security Operations Centre. Citing 200 hacker attempts on the Defence Department's computers each month during the past year, Senator Faulkner said the centre would employ 130 information technology experts, engineers and analysts, and have a $14 million annual budget to deal with the growing threat of electronic warfare.

While Senator Faulkner would not be drawn into identifying China as a major threat in cyberspace to Western interests - he would only refer to ''individuals working alone, issue-motivated groups, organised criminal syndicates, as well as state-based adversaries'' - Williams is not so coy. He estimates China is responsible for 70 per cent of global cyber-espionage activity.

The reason China is so active in cyberspace, he says, is that it makes up for a deficit on the physical battlefield.

''China is not as militarily capable as many other countries, but it can use this kind of information operations and cyber warfare to offset that lack of advantage in actual military hardware,'' Williams says.

''And the more their adversaries become dependent on electronic systems, the more powerful China becomes in that respect.''
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Clinton: Internet 'Information Curtain' Is Dropping

From CNN, 21 Jan 2010

Washington (CNN) -- Secretary of State Hillary Clinton warned Thursday that a "new information curtain is descending across much of the world."

In a speech on Internet freedom and security, Clinton also urged China to investigate a wave of cyber attacks against Google and other companies.

The Internet and other technologies are critical to foreign policy, and those who engage in cyber attacks should face international condemnation, she said.

"In an interconnected world, an attack on one nation's networks can be an attack on all," she said at The Newseum in Washington.

Clinton made the comments as search-engine giant Google threatened to shut down its operations in China, five years after agreeing to allow some censorship in exchange for the right to work in that country's massive emerging technology market.

Google charges that Chinese hackers have targeted Google and up to 34 other companies.

The Chinese government argues that the Google case is a business dispute and should not affect overall relations between the two countries.

Clinton has said that Google's allegations of censorship and online attacks by China raise "very serious concerns," and her agency has said it will file a formal protest over the company's complaints.

Also this month, foreign correspondents in at least two Chinese bureaus of news organizations had their Google e-mail accounts attacked, with e-mails forwarded to a mysterious address, according to the Foreign Correspondents' Club of China.

Clinton warned that the latest information technology -- designed to open access to governments -- can also be used by some governments to "crush dissent and deny human rights."

"In the last year, we've seen a spike in threats to the free flow of information. China, Tunisia and Uzbekistan have stepped up their censorship of the Internet," she said.

"In Vietnam, access to popular social networking sites has suddenly disappeared. And last Friday in Egypt, 30 bloggers and activists were detained."

A member of that group, having since been freed, was in the audience, Clinton said.

"So while it is clear that the spread of these technologies is transforming our world, it is still unclear how that transformation will affect the human rights and welfare of much of the world's population," she said.

"The same networks that help organize movements for freedom also enable al Qaeda to spew hatred and incite violence against the innocent," Clinton said.

Some governments also have "co-opted" the Internet to silence "people of faith," Clinton said.

"Last year in Saudi Arabia, a man spent months in prison for blogging about Christianity," she said. Countries such as Vietnam and China have used similar tactics to "restrict access to religious information."

The State Department will convene a high-level meeting next month of firms that provide network services for talks on Internet freedom, she said.

Citizens and businesses must be able to rely on the security of information networks, Clinton said.

"Our ability to bank online, use electronic commerce and safeguard billions of dollars in intellectual property are all at stake if we cannot rely on the security of information networks," she said.

Referring to social and economic development, Clinton said the Internet can serve as a "great equalizer."

By providing people with access to knowledge and potential markets, networks can create opportunity where none exist.

"Over the last year, I've seen this first hand in Kenya, where farmers have seen their income grow by as much as 30 percent since they started using mobile banking technology," Clinton said.

Information technology has been a great help in addressing the staggering problems in Haiti, she said, pointing to a young girl and two women who were pulled from the rubble after they sent a text message for help.

The text message campaign to raise money for Haiti has raised more than $25 million for recovery efforts, Clinton said. Each texter was asked to donate $10, and the State Department said Wednesday that it is believed to be the largest amount raised for the country through a mobile phone campaign.
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China Tried To Hack India's Computers: Narayanan

From Times of India, 18 January 2010 

LONDON: Chinese hackers have tried to penetrate computers in the offices of national security adviser MK Narayanan, a British paper on Monday quoted him as saying. 

Narayanan said his office and other government departments were targeted on Dec 15, the same date that US defence, finance and technology companies, including Google, reported cyber attacks from China. 

"This was not the first instance of an attempt to hack into our computers," Narayanan told The Times in an interview, adding the would-be hackers sent an e-mail with a PDF attachment containing a Trojan virus. 

The virus, which allows hackers to download or delete files, was detected and officials were told not to log on until it was eliminated, Narayanan said. 

"People seem to be fairly sure it was the Chinese. It is difficult to find the exact source but this is the main suspicion. It seems well founded," he told The Times, adding that India was cooperating with the US and Britain to bolster its cyber defences. 

The Chinese government has denied any role in the attacks, with a foreign ministry spokeswoman saying: "Hacking in whatever form is prohibited by law in China." 

Narayanan said that while he expected China to be an increasingly high security priority for India, the main threat still came from militants based in Pakistan. 

He said Islamabad had done nothing to dismantle militant groups since the 26/11 Mumbai attacks, and criticised Britain for accepting its excuse that such groups were beyond its control. 

"The British are still blinkered on this. We believe Pakistan's policy of using terror as a policy weapon remains," Narayanan said, adding India is anxious to prevent an attack from Pakistan during the Commonwealth Games in October. 

"From Pakistan's point of view, it's important to disrupt the Games so you can claim that India is not a safe place," Narayanan said.
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Beijing Accuses U.S. Of Cyberwarfare

By Bill Gertz, The Washington Times, 26 January 2010

China's government and state-run media stepped up criticism of the United States on Monday over the issue of computer network cyber-attacks.

The Chinese accused the Pentagon of boosting cyberwarfare efforts, and suggested Washington both covertly used electronic social networks to foment recent protests in Iran and was behind recent computer attacks on the Chinese Internet-search engine Baidu.

An unusually harsh commentary published in the People's Daily, official newspaper of the Central Committee of the Chinese Communist Party, stated that the Pentagon is increasing the U.S. military's cyberwarfare capabilities and has created the world's first "hacker Web force."

The report said U.S. information warfare efforts include using the promotion of democracy and free access to the Internet as an ideological battleground against nondemocratic states.

"In the present Internet era, international politics have extended from the geographical space and outer space to the cyberspace, and national sovereignty extended from the territorial space and airspace to the 'information frontiers,' " the report said.

"As the birthplace of the Internet and network application, the United States has resorted to the 'Internet diplomacy' and found it to be the most favorable and useful battleground."

The comments, along with at least two other state-run Chinese media reports over the weekend on cyber-issues, are rare because China generally directs its tightly controlled media to avoid strident criticism of the United States, except on a few issues, such as arms sales to Taiwan.

Pentagon, State Department and Chinese Embassy spokesmen had no immediate comment.

One U.S. official said the commentary was unusual for China.

The People's Daily commentary quoted Adm. Gary Roughead, chief of naval operations, and Defense Secretary Robert M. Gates as boosters of U.S. cyberwarfare capabilities.

The report, headlined "Internet Freedom and Double Standards" appeared to be prompted by mild criticism of China's restrictions on the Internet voiced last week by Secretary of State Hillary Rodham Clinton.

Mrs. Clinton said in a speech Thursday that "countries that restrict free access to information or violate the basic rights of Internet users risk walling themselves off from the progress of the next century."

Larry Wortzel, a former U.S. military attache once posted in Beijing, said the Chinese comments appear to be "part of an information counteroffensive."

The forceful public response to recent U.S. criticism of China's Internet controls and hacker activities indicates Beijing's leaders "are no longer quietly accepting U.S. criticism," he said.

China's military and intelligence organizations have known for years that the U.S. military is working actively on developing cyberwarfare weapons. For example, the Chinese military knows that U.S. forces used cyber-operations during the conflict in the Balkans and in both Iraq wars, he said, noting that Chinese cyberwarfare doctrine was initially modeled after U.S. programs.

John Tkacik, a former State Department China specialist, said the Chinese media attacks were more likely aimed at Google, which has threatened to pull out of China over the recent cyber-attacks on Gmail accounts belonging to Chinese dissidents.

"It's not Hillary that they are aiming at, it's Google," Mr. Tkacik said.

China's government has responded to Google's threat to pull its operations out of China by demanding that the U.S.-based high-tech company obey Chinese law.

The Pentagon recently ordered the creation of a new command for cyberwarfare that will seek to direct both offensive and defensive electronic and computer-based warfare. Pentagon officials have said U.S. offensive cyberwarfare capabilities are advanced, and that its defensive capabilities are in large measure directed to countering the cybewarfare operations of China and Russia.

A State Department official said Mrs. Clinton asked Chinese leaders to explain whether government-sponsored hackers were behind the Google attack.

The People's Daily commentary said that in response to U.S. requests for a Chinese investigation of the Google attack, "the U.S. should first look into attack problems itself."

"Not long ago, the largest Chinese search engine Baidu was attacked, and the domain-name registration service provider was right in the U.S. territory," the report said.

On Iran, the report, quoting unspecified media reports, said the United States was behind the recent demonstrations in Iran against the government by passing rumors and causing trouble on social-networking media, such as Twitter.

"Behind what America calls free speech is naked political scheming. How did the unrest after the Iranian election come about?" asked a report by Wang Xiaoyang.

"It was because online warfare launched by America, via YouTube video and Twitter microblogging, spread rumors, created splits, stirred up and sowed discord between the followers of conservative reformist factions."

Separately, a Chinese government official, Zhou Yonglin, on Monday was quoted in state-run media as repeating earlier Beijing denials that Chinese government hackers were behind recent computer attacks against Google and other U.S. high-tech companies.

Mr. Zhou, deputy chief of the operations department of China National Computer Network Emergency Response Technical Team, said U.S.-based hackers had remotely taken over Chinese networks.
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In Digital Combat, U.S. Finds No Easy Deterrent

By John Markoff, David E. Sanger and Thom Shanker, New York Times, January 26, 2010 

WASHINGTON — On a Monday morning earlier this month, top Pentagon leaders gathered to simulate how they would respond to a sophisticated cyberattack aimed at paralyzing the nation’s power grids, its communications systems or its financial networks.

The results were dispiriting. The enemy had all the advantages: stealth, anonymity and unpredictability. No one could pinpoint the country from which the attack came, so there was no effective way to deter further damage by threatening retaliation. What’s more, the military commanders noted that they even lacked the legal authority to respond — especially because it was never clear if the attack was an act of vandalism, an attempt at commercial theft or a state-sponsored effort to cripple the United States, perhaps as a prelude to a conventional war.

What some participants in the simulation knew — and others did not — was that a version of their nightmare had just played out in real life, not at the Pentagon where they were meeting, but in the far less formal war rooms at Google Inc. Computers at Google and more than 30 other companies had been penetrated, and Google’s software engineers quickly tracked the source of the attack to seven servers in Taiwan, with footprints back to the Chinese mainland.

After that, the trail disappeared into a cloud of angry Chinese government denials, and then an ugly exchange of accusations between Washington and Beijing. That continued Monday, with Chinese assertions that critics were trying to “denigrate China” and that the United States was pursuing “hegemonic domination” in cyberspace.

These recent events demonstrate how quickly the nation’s escalating cyberbattles have outpaced the rush to find a deterrent, something equivalent to the cold-war-era strategy of threatening nuclear retaliation.

So far, despite millions of dollars spent on studies, that quest has failed. Last week, Secretary of State Hillary Rodham Clinton made the most comprehensive effort yet to warn potential adversaries that cyberattacks would not be ignored, drawing on the language of nuclear deterrence.

“States, terrorists and those who would act as their proxies must know that the United States will protect our networks,” she declared in a speech on Thursday that drew an angry response from Beijing. “Those who disrupt the free flow of information in our society or any other pose a threat to our economy, our government and our civil society.”

But Mrs. Clinton did not say how the United States would respond, beyond suggesting that countries that knowingly permit cyberattacks to be launched from their territories would suffer damage to their reputations, and could be frozen out of the global economy.

There is, in fact, an intense debate inside and outside the government about what the United States can credibly threaten. One alternative could be a diplomatic démarche, or formal protest, like the one the State Department said was forthcoming, but was still not delivered, in the Google case. Economic retaliation and criminal prosecution are also possibilities.

Inside the National Security Agency, which secretly scours overseas computer networks, officials have debated whether evidence of an imminent cyberattack on the United States would justify a pre-emptive American cyberattack — something the president would have to authorize. In an extreme case, like evidence that an adversary was about to launch an attack intended to shut down power stations across America, some officials argue that the right response might be a military strike.

“We are now in the phase that we found ourselves in during the early 1950s, after the Soviets got the bomb,” said Joseph Nye, a professor at the Kennedy School at Harvard. “It won’t have the same shape as nuclear deterrence, but what you heard Secretary Clinton doing was beginning to explain that we can create some high costs for attackers.”

Fighting Shadows

When the Pentagon summoned its top regional commanders from around the globe for meetings and a dinner with President Obama on Jan. 11, the war game prepared for them had nothing to do with Afghanistan, Iraq or Yemen. Instead, it was the simulated cyberattack — a battle unlike any they had engaged in.

Participants in the war game emerged with a worrisome realization. Because the Internet has blurred the line between military and civilian targets, an adversary can cripple a country — say, freeze its credit markets — without ever taking aim at a government installation or a military network, meaning that the Defense Department’s advanced capabilities may not be brought to bear short of a presidential order.

“The fact of the matter,” said one senior intelligence official, “is that unless Google had told us about the attack on it and other companies, we probably never would have seen it. When you think about that, it’s really scary.”

William J. Lynn III, the deputy defense secretary, who oversaw the simulation, said in an interview after the exercise that America’s concepts for protecting computer networks reminded him of one of defensive warfare’s great failures, the Maginot Line of pre-World War II France.

Mr. Lynn, one of the Pentagon’s top strategists for computer network operations, argues that the billions spent on defensive shields surrounding America’s banks, businesses and military installations provide a similarly illusory sense of security.

“A fortress mentality will not work in cyber,” he said. “We cannot retreat behind a Maginot Line of firewalls. We must also keep maneuvering. If we stand still for a minute, our adversaries will overtake us.”

The Pentagon simulation and the nearly simultaneous real-world attacks on Google and more than 30 other companies show that those firewalls are falling fast. But if it is obvious that the government cannot afford to do nothing about such breaches, it is also clear that the old principles of retaliation — you bomb Los Angeles, we’ll destroy Moscow — just do not translate.

“We are looking beyond just the pure military might as the solution to every deterrence problem,” said Gen. Kevin P. Chilton, in charge of the military’s Strategic Command, which defends military computer networks. “There are other elements of national power that can be brought to bear. You could deter a country with some economic moves, for example.”

But first you would have to figure out who was behind the attack.

Even Google’s engineers could not track, with absolute certainty, the attackers who appeared to be trying to steal their source code and, perhaps, insert a “Trojan horse” — a backdoor entryway to attack — in Google’s search engines. Chinese officials have denied their government was involved, and said nothing about American demands that it investigate. China’s denials, American officials say, are one reason that President Obama has said nothing in public about the attacks — a notable silence, given that he has made cybersecurity a central part of national security strategy.

“You have to be quite careful about attributions and accusations,” said a senior administration official deeply involved in dealing with the Chinese incident with Google. The official was authorized by the Obama administration to talk about its strategy, with the condition that he would not be named.

“It’s the nature of these attacks that the forensics are difficult,” the official added. “The perpetrator can mask their involvement, or disguise it as another country’s.” Those are known as “false flag” attacks, and American officials worry about being fooled by a dissident group, or a criminal gang, into retaliating against the wrong country.

Nonetheless, the White House said in a statement that “deterrence has been a fundamental part of the administration’s cybersecurity efforts from the start,” citing work in the past year to protect networks and “international engagement to influence the behavior of potential adversaries.”

Left unsaid is whether the Obama administration has decided whether it would ever threaten retaliatory cyberattacks or military attacks after a major cyberattack on American targets. The senior administration official provided by the White House, asked about Mr. Obama’s thinking on the issue, said: “Like most operational things like this, the less said, the better.” But he added, “there are authorities to deal with these attacks residing in many places, and ultimately, of course, with the president.”

Others are less convinced. “The U.S. is widely recognized to have pre-eminent offensive cybercapabilities, but it obtains little or no deterrent effect from this,” said James A. Lewis, director of the Center for Strategic and International Studies program on technology and public policy.

In its final years, the Bush administration started a highly classified effort, led by Melissa Hathaway, to build the foundations of a national cyberdeterrence strategy. “We didn’t even come close,” she said in a recent interview. Her hope had been to recreate Project Solarium, which President Dwight D. Eisenhower began in the sunroom of the White House in 1953, to come up with new ways of thinking about the nuclear threats then facing the country. “There was a lot of good work done, but it lacked the rigor of the original Solarium Project. They didn’t produce what you need to do decision making.”

Ms. Hathaway was asked to stay on to run Mr. Obama’s early review. Yet when the unclassified version of its report was published in the spring, there was little mention of deterrence. She left the administration when she was not chosen as the White House cybersecurity coordinator. After a delay of seven months, that post is now filled: Howard A. Schmidt, a veteran computer specialist, reported for work last week, just as the government was sorting through the lessons of the Google attack and calculating its chances of halting a more serious one in the future.

Government-Corporate Divide

In nuclear deterrence, both the Americans and the Soviets knew it was all or nothing: the Cuban missile crisis was resolved out of fear of catastrophic escalation. But in cyberattacks, the damage can range from the minor to the catastrophic, from slowing computer searches to bringing down a country’s cellphone networks, neutralizing its spy satellites, or crashing its electrical grid or its air traffic control systems. It is difficult to know if small attacks could escalate into bigger ones.

So part of the problem is to calibrate a response to the severity of the attack.

The government has responded to the escalating cyberattacks by ordering up new strategies and a new United States Cyber Command. The office of Defense Secretary Robert M. Gates — whose unclassified e-mail system was hacked in 2007 — is developing a “framework document” that would describe the threat and potential responses, and perhaps the beginnings of a deterrence strategy to parallel the one used in the nuclear world.

The new Cyber Command, if approved by Congress, would be run by Lt. Gen. Keith B. Alexander, head of the National Security Agency. Since the agency spies on the computer systems of foreign governments and terrorist groups, General Alexander would, in effect, be in charge of both finding and, if so ordered, neutralizing cyberattacks in the making.

But many in the military, led by General Chilton of the Strategic Command and Gen. James E. Cartwright, the vice chairman of the Joint Chiefs of Staff, have been urging the United States to think more broadly about ways to deter attacks by threatening a country’s economic well-being or its reputation.

Mrs. Clinton went down that road in her speech on Thursday, describing how a country that cracked down on Internet freedom or harbored groups that conduct cyberattacks could be ostracized. But though sanctions might work against a small country, few companies are likely to shun a market the size of China, or Russia, because they disapprove of how those governments control cyberspace or use cyberweapons.

That is what makes the Google-China standoff so fascinating. Google broke the silence that usually surrounds cyberattacks; most American banks or companies do not want to admit their computer systems were pierced. Google has said it will stop censoring searches conducted by Chinese, even if that means being thrown out of China. The threat alone is an attempt at deterrence: Google’s executives are essentially betting that Beijing will back down, lift censorship of searches and crack down on the torrent of cyberattacks that pour out of China every day. If not, millions of young Chinese will be deprived of the Google search engine, and be left to the ones controlled by the Chinese government.

An Obama administration official who has been dealing with the Chinese mused recently, “You could argue that Google came up with a potential deterrent for the Chinese before we did.”
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Chinese Media hit At ‘White House’s Google’

By Kathrin Hille, Financial Times, January 20 2010 (via FrontPost)
China has signalled a change of approach to the Google crisis, with state media describing the company’s threat to pull out of the country as a political conspiracy by the US government.

Accusations in two newspapers that Washington was using Google as a foreign policy tool were echoed by Chinese government officials on Wednesday.

This comes before a policy speech by Hillary Clinton, US secretary of state, on internet freedom on Wednesday, raising the risk that the standoff will damage already testy relations between the two major powers.

Global Times, a nationalist tabloid owned by People’s Daily, the Communist party mouthpiece, ran an editorial with the headline: “The world does not welcome the White House’s Google”.

“Whenever the US government demands it, Google can easily become a convenient tool for promoting the US government’s political will and values abroad. And actually the US government is willing to do so,” the piece said.

In an accompanying news story, the paper quoted Wu Xinbo, a political scientist at Fudan University, as saying “the Google incident is not just a commercial incident, it is a political incident”.

China Youth Daily said in its Tuesday edition that some US politicians were trying to promote human rights issues under the guise of a commercial dispute.

“In their hearts, when Google is in trouble that means that western culture is in trouble . . . Using Google to propagate American-style freedom of speech . . . is the real reason that Google chose not to address its problems in the market but through politics,” the paper said.

Chinese papers said a meeting between state department officials and Google executives before the company announced it had been attacked by hackers was an indication that Google had a hidden political mandate.

The reports, and corresponding comments from government officials who refused to be quoted, were a change of tack from Beijing’s previously low-key approach to the Google crisis.

In the past week, the government has tried to avoid a political fallout by treating the issue as a strictly commercial affair, and official media had been advised not to play it up.

But Beijing might have concluded that this strategy was not working. The internet remained abuzz on Wednesday with analysis of the political implications of the Google affair.

In past crises, the government has tried to unite the public behind it by fanning nationalism and stoking criticism of alleged western attempts to humiliate China.

However, analysts suggest this strategy could be difficult in the Google case. “They are testing the waters right now to see if this works,” said an editor at another party-run newspaper.

All traditional news media in China are state-owned and often used to transmit messages the government does not want to announce officially.

The Obama administration should do more to pressure China to open up the internet for its citizens, Human Rights Watch said on Wednesday, urging the White House to be “as courageous and principled as Google”.

The call came as Hillary Clinton, US secretary of state, prepares to make a speech on internet freedom in Washington on Thursday.

“The Obama administration has been disappointing on China because it has not been willing to issue firm protests,” Ken Roth, executive director of the human rights organisation, told the Financial Times.

“The attacks on Google are such a provocation that they are a real test of [the administration’s] stance. If it’s enough for Google to threaten to quit China, we would hope that it would be enough for them to take a stand,” Mr Roth said, as his organisation released its annual report on human rights abuses.

Google has said it will end the controversial censorship of its search service in China and risk being thrown out of the world’s most populous internet market, following what it claimed were China-based attempts to hack into its systems and those of 20 other international companies. This was apparently part of an attempt to hack into the e-mail accounts of Chinese human rights activists.

Google discussed its plan with the Obama administration, which is increasingly worried about cyberattacks from China, before making . But critics say the administration has been mealy-mouthed in its response.

“This is a real act of leadership on the part of [Google co-founder] Sergey Brin to give up a clearly lucrative market as a matter of principle,” Mr Roth said. “Will the Obama administration be as courageous and principled as Google?”

Visiting China in November last year, Mr Obama said he was a “big supporter of non-censorship”.

“The more freely information flows, the stronger society becomes,” the president said in response to an online question on what he thought of the great Chinese internet firewall.

In response to Google’s threat, the White House said: “The president and this administration have beliefs about the freedom of the internet . . . The right of a free internet is what many of you heard the president talk about in China.”

Mr Obama’s administration has asked China for an explanation for the “highly sophisticated” cyberattacks but has avoided taking a tougher stand, apparently out of concern for jeopardising broader bilateral relations.

Human Rights Watch urged Ms Clinton to “name names” when she talks about internet freedom.

Governments in countries including Vietnam, Russia and Burma are also tightly controlling the internet, while the regime in North Korea does not allow citizens to have any access to the web at all.

In Iran, Egypt and China, the governments regularly harass bloggers who write posts that attack authorities.

China is sophisticated in the way it censors the internet, Human Rights Watch said, by giving only vague guidelines that lead internet service providers to err on the side of caution and censor more than they might need to.

“I applaud Google for not acquiescing to censorship any more. That political stand may well do more to open up access than anything else,” Mr Roth said.
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Taliban Overhaul Image to Win Allies 

By Alissa J. Rubin, New York Times, January 20, 2010 

KABUL, Afghanistan — The Taliban have embarked on a sophisticated information war, using modern media tools as well as some old-fashioned ones, to soften their image and win favor with local Afghans as they try to counter the Americans’ new campaign to win Afghan hearts and minds. 

The Taliban’s spiritual leader, Mullah Muhammad Omar, issued a lengthy directive late last spring outlining a new code of conduct for the Taliban. The dictates include bans on suicide bombings against civilians, burning down schools, or cutting off ears, lips and tongues. 

The code, which has been spottily enforced, does not necessarily mean a gentler insurgency. Although the Taliban warned some civilians away before the assault on the heart of Kabul on Monday, they were still responsible for three-quarters of civilian casualties last year, according to the United Nations. 

Now, as the Taliban deepen their presence in more of Afghanistan, they are in greater need of popular support and are recasting themselves increasingly as a local liberation movement, independent of Al Qaeda, capitalizing on the mounting frustration of Afghans with their own government and the presence of foreign troops. The effect has been to make them a more potent insurgency, some NATO officials said. 

Afghan villagers and some NATO officials added that the code had begun to change the way some midlevel Taliban commanders and their followers behaved on the ground. A couple of the most brutal commanders have even been removed by Mullah Omar. 

The Taliban’s public relations operation is also increasingly efficient at putting out its message and often works faster than NATO’s. “The Afghan adaptation to counterinsurgency makes them much more dangerous,” said a senior NATO intelligence official here. “Their overarching goals probably haven’t changed much since 2001, but when we arrived with a new counterinsurgency strategy, they responded with one of their own.” 

The American strategy includes limiting airstrikes that killed Afghan civilians and concentrating troops closer to population centers so that Afghans will feel protected from the Taliban. 

American and Afghan analysts see the Taliban’s effort as part of a broad initiative that employs every tool they can muster, including the Internet technology they once denounced as un-Islamic. Now they use word of mouth, messages to cellphones and Internet videos to get their message out. 

“The Taliban are trying to win the favor of the people,” said Wahid Mujda, a former Taliban official who now tracks the insurgency on the Internet and frequently comments on Afghan television. “The reason they changed their tactics is that they want to prepare for a long-term fight, and for that they need support from the people; they need local sources of income,” he said. “So, they learned not to repeat their previous mistakes.” 

The Taliban can shape the narrative about attacks sometimes before NATO public affairs even puts out a statement. Unlike the NATO press machine, the Taliban are willing to give details, and while some are patently exaggerated or wrong, others have just enough elements of truth that they cannot be entirely ignored. 

Bruce Riedel, who led President Obama’s review of the administration’s Afghanistan and Pakistan strategy, described the information war as critical. “You have to respond in the propaganda war in a very quick time cycle; you can’t put out a statement saying, ‘We’re looking for all the facts before we comment,’ ”Mr. Riedel said. 

The new public relations campaign combined with relatively less cruel behavior may have stemmed some of the anger at the insurgency, which tribal leaders in the south said had begun to rally people against the Taliban. 

But the most important factor in their growing reach is the ineffectiveness of the central government and Afghans’ resentment of foreign troops. Military intelligence analysts now estimate that there are 25,000 to 30,000 committed Taliban fighters and perhaps as many as 500,000 others who would fight either for pay or if they felt attacked by the Western coalition. 

The effort to change the Taliban’s image began in earnest last May when Mullah Omar disseminated his new code of conduct. The New York Times obtained a copy of the document through a Taliban spokesman. A version of the new code was authenticated last summer by NATO intelligence after a copy was seized during a raid and its contents corroborated using human intelligence, according to a senior NATO intelligence official. 

The version sent to The Times is a 69-point document ranging from how to treat local people, how to treat prisoners, what to do with captured enemy equipment and when to execute captives. Much of the document deals with the Taliban chain of command and limits the decisions that field commanders can make on their own. The document exhorts insurgents to live and work in harmony with local people. 

In an eerie echo of the Geneva Conventions, which prohibit the photographing of prisoners, one edict states: “If someone is sentenced to death, he must be killed with a gun, and photographing the execution is forbidden.” 

Creating a code of behavior is one thing, enforcing it another. The Taliban have survived in part because they are an atomized movement and it is difficult to persuade local commanders, who operate in mountain or desert redoubts, to follow directives from leaders living hundreds of miles away in Pakistan. 

There are doubts as well about the Taliban’s recent assertions that they are independent from Al Qaeda. Leaders of both groups live in the same areas of Pakistan, and Al Qaeda remains a source of financing and training for the Afghan movement. 

“If you compare the document to actual behavior, Mullah Omar only has marginal control over his forces,” said Rear Adm. Gregory J. Smith, the director of communications for NATO. 

“A portion of it may stick in some parts of the country, but not in other places,” he said. Despite an edict that says in suicide attacks “to try your best to avoid killing local people,” a suicide bombing in Oruzgan Province last Thursday killed 16 civilians. But in most places, the civilian casualties from suicide bombers have been in the single digits. The Kabul attack on Monday killed five people, two of them civilians, and wounded 32. 

That contrasts sharply with Pakistan, where the insurgency routinely fields suicide bombers who kill scores of civilians. 

Admiral Smith and others say that according to a recent Defense Intelligence Agency survey, the Taliban’s new strategy has failed to win over Afghans and that even though the insurgency may be carrying out fewer mutilations and beheadings, it still relies on intimidation through night letters, threatening conversations and even assassinations. 

Interviews with tribal elders in areas where the Taliban are active suggest a complex picture. Several interviewed in rural Kandahar Province praised the Taliban’s new, less threatening approach, but said that did not translate into enthusiasm for the Taliban movement. At the same time, there is not much liking for either the Afghan government or NATO troops. 

“There is a tremendous change in the Taliban’s behavior,” said Haji-Khan Muhammad Khan, a tribal elder from Shawalikot, a rural district of Kandahar Province. “They don’t behead people or detain those they suspect of spying without an investigation. But sometimes they still make mistakes, people still fear them, but now generally they behave well with people. They had to change because the leadership of the Taliban did not want to lose the support of the grass roots.” 

The latest refrain of Taliban commanders, their Internet magazine and from surrogates is that the insurgency represents Afghanistan’s Pashtuns, who are portrayed as persecuted by the Afghan government. “Pashtuns are suffering everywhere; if you go and check the prisons, you won’t find any prisoners except Pashtuns; when you hear about bombings, it is Pashtuns’ homes that have been bombed,” said a Taliban commander from Kandahar Province who goes by the name Sangar Yar. 

While Pashtuns have been disproportionately affected by the Western military offensive, the insurgency is active predominantly in Pashtun areas where it is difficult to separate civilians and fighters. 

At the moment, the dueling propaganda wars seem to have reached a stalemate. 

“People have no choices; they are in a dilemma,” said Abdul Rahman, a tribal elder and businessman in Kandahar. “In places where the Taliban are active, the people are compelled to support them, they are afraid of the Taliban. And, in those places where government has a presence, the people are supporting the government,” he said.
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Air Force Cyber Numbered Air Force Achieves Initial Operational Capability

From Air Force News Service, Posted 1/25/2010   

PETERSON AIR FORCE BASE, Colo. (AFNS) -- The commander of Air Force Space Command certified 24th Air Force for its initial operational capability Jan. 22 here. 

This milestone designation means that 24th Air Force Airmen are capable of performing critical elements of their mission.

As a part of reaching IOC, the 24th Air Force staff and its operations center were inspected by the Air Force Space Command Inspector General staff, earning a "ready" rating.

"This is a big day for the United States Air Force," said Gen. C. Robert Kehler, the Air Force Space Command commander. "We've reached all the milestones established by the secretary of the Air Force and chief of staff of the Air Force and after a very rigorous inspector general inspection, the 24th Air Force team has proven their capability to meet their initial operational responsibilities." 

"Reaching IOC is a validation of what our people can accomplish," said Maj. Gen. Richard E. Webber, the 24th Air Force commander. "Our job to ensure the Air Force network supports the joint warfighter mission is well under way."

The 24th Air Force, activated Aug. 18, 2009, on Lackland Air Force Base, Texas, is a component numbered Air Force subordinate to Air Force Space Command located at Peterson AFB. 

"Cyberspace operations represent one of the critical and major areas of growth within the Air Force today," General Webber said. "The challenge of maintaining our freedom of action in cyberspace is of substantial importance to military operations around the world."

The 24th Air Force is composed of the 67th Network Warfare and 688th Information Operations Wings, both located at Lackland AFB, and the 689th Combat Communications Wing at Robins AFB, Ga. The numbered Air Force is also supported by Air National Guard and Air Force Reserve units across the country. 

The 24th Air Force mission is to extend, operate and defend the Air Force portion of the Department of Defense network and to provide full spectrum capabilities for the joint warfighter.

"Cyber mission assurance is a top priority of the Air Force," General Webber said. "The domain we are tasked to operate within touches every part of the Air Force and joint mission."
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"Internet Freedom" And "Smart Power" Diplomacy

By ace PD reporter He Zhenhua, People's Daily Online, January 25, 2010      

If the double effect is to accomplish access to both moral high ground and pragmatism, then it could be perhaps an easy choice to take the so-called "freedom" to do empty rhetoric.

The United States has lambasted "China's policies to administer the Internet". Of late, U.S. Secretary of State Hillary R. Clinton criticized China's policies on Internet administration and insinuated that China restricts Internet freedom, claiming the unrestricted internet access as "a key diplomatic priority".

In her speech in Washington D.C., Hillary Clinton mentioned China four times and referred to it as among a number of countries where there has been a "spike in threats to the free flow of information." Moreover, she said, Chinese "authorities cut off public Web access entirely to Western region, portion of which they have only recently begun restored."

Hillary Clinton's "network freedom" propaganda or allegation can be said to have the originality: As she advocates for "network freedom", who would dare to oppose it openly? Or whoever will put himself at the opposite of freedom?

This is why she came up with her idea of "smart power" when coming to power early last year. Standing on the high moral ground to peddle "network freedom", it could not only make other countries not disgusting with its interference with their countries, but subjects those being criticized to the low moral ground and appear unreasonable themselves even with reasons.

If the moral high ground is short of real, practical support, however, it can hardly walk on and stand with a foothold eventually. Take for the attack on Google, the United States urged China to make a thorough-going probe but the U.S. should first look into attack problems itself. Not long ago, the largest Chinese search engine Baidu was attacked and the domain name registration service provider was right in the U.S. territory.

Then, let us look at "network freedom" in the U.S.: In order to resist Internet pornography, the U.S. "Children's Internet Protection Act"American authorities have enacted requires all public network resources to curb internet child porn, a serious crime in the country; in order to respond to threats, Pentagon has developed a new type of troops – cyber troops, and also adopted several measures to beef up the military's cyber warfare capacity; shortly after the September 11, 2001 terrorist attacks, the U.S. Congress approved the Patriot Act to grant its security agencies the right to search telephone and e-mail communications in the name of anti-terrorism…

It is thus evident that with any freedom, people are not meant to do whatever they want, but they still need the norms of law and order, which constitute the basic premise of "network freedom". On the one hand, you take the rigid control of your cyber and, on the other hand, you ask other countries to establish the network of a free utopia type. So, this cannot but be called the continued application of double standards.

The reality also shows that "network freedom", which has been brought to sell or peddle everywhere, is merely a diplomatic means, an illusion of freedom only.

In the present Internet era, international politics have extended from the geographical space and outer space to the cyberspace, and national sovereignty extended from the territorial space and airspace to the "information frontiers". As the birth place of the Internet and network application, the United States has resorted to the "internet diplomacy" and found it to be the most favorable and useful battleground.

For example, Admiral Gary Roughead, commander of the U.S. navy, has taken the cyber world for a "battlefield"; Defense Secretary Robert Gates issued an order to establish a new military cyber command dedicated to coordinating the Pentagon's efforts to defend its networks and conduct cyber warfare. The command was expected to be fully operational by October this year. Meanwhile, the US defemse secretaru has cited Twitter and other social media networks in the U.S. as the "extremely important strategic assets". The United States in 2002 set up a hackers' web force, the first of its kind in world history and its Defense Department released a "four-year mandate of the mission evaluation report, which classifies the cyber warfare as the "core capability" of the U.S.

If the United States really wants to promote the "cyber freedom", to make the unlimited internet" a "national trademark", and to let people see the internet only "high seas" not "territorial waters", why should it all along grasp firmly the server terminal in its own hands, and then how to explain the high-profile Microsoft announced the closure of Cuba, Iran, Syria, Sudan the Democratic People's Republic of Korea (DPRK)? Furthermore, as part of an effort to coordinating protests and demonstrations of Iran's opposition forces, noted media reports, U.S. officials have even suggested delaying the update of Twitter server.

Consequently, it can be seen that for the United States, whether be it the "hard power", "soft power" or "smart power", or whether be it the "big sticks of human rights", "democracy exportation" or "cyber freedom", there has always been "the U.S. self-interest behind all these frequently changed or shifted means or tactics.
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Winning the Ground Battles but Losing the Information War
By Gina Cairns-McFeeters, John Shapiro, Steve Nettleton, Sonya Finley and Daryk Zirkle, Small Wars Journal, 21 January 2010

Scene Setter 

In this era of persistent conflict, the US faces a myriad of challenges—conventional and irregular, with adversaries who increasingly take advantage of the information environment. Fundamentally, we must change our mindset and incorporate the human terrain—and the effects of information warfare—into our operational analysis and planning. While al Qaeda and its adherents try to frame current conflicts as a “clash of civilizations,” in reality there is a struggle within Islam to determine the way ahead in the 21st century. Ambassador Holbrooke stated it best: “defining what this war is really about in the minds of the 1 billion Muslims in the world will be of decisive and historic importance.”1 In order to achieve success, we must fully understand the power of information and the requirements for intelligence and influence—both being conducted in competition with the adversary’s information campaign that complements their dynamic and flat networked organizations. The information components of counter-insurgency (COIN) strategies are the underlying foundation for all other COIN activities. 

Scenario 

The year is 2019. The United States has long since withdrawn from Iraq and Afghanistan. Violent extremists maintain a low profile while they fight the “far enemy”, the West, preparing for the day when they can safely defeat the “near enemy”, local governments, without the threat of intervention from abroad. Their struggle now is waged over the internet, and is going well. In an instant, outreach to disaffected members of Western society has allowed the spread of poisonous ideology, turning the far enemy in on itself. English-speaking jihadists exploit freedom of speech to fund, recruit, train, plan, conduct command and control and routinely execute terrorist acts in the West, despite the best efforts of law enforcement forces mired in legal wrangling. The masterminds behind this strategy leverage every attempt to curtail this activity as evidence of Western corruption, inconsistency, and false principles leading to the decline of Islam. Every “victory” for counter-terror forces is met with simultaneous revenge attacks in several countries, undermining popular support and bringing the caliphate ever closer to restoration. The information battle continues. 

What could have prevented this state of affairs? 

The Problem 

The scenario presented above is neither far-fetched, nor far removed from reality. The Associated Press reported in November 2009 there are more than 200 websites promoting violent extremist ideology in English.2 While John Walker Lindh, the infamous American Taliban, had to learn Arabic to become fully radicalized, those who would follow in his footsteps need not invest the time and money, nor even leave home. 

Extremist organizations clearly understand the need to communicate their ideas, and have found the information environment—which consists of the internet, as well as satellite TV—to be an effective means to conduct their operations. The information environment is fertile ground for radical ideology and propaganda. Terrorist organizations not only use it to proselytize extremist religious views, spread their version of victory, host training material, recruit future terrorists and gather sympathy for their causes, but their messages are also aimed at undermining the U.S. and its progress in the Iraq and Afghanistan wars. 

Extremist websites remain dynamic and prolific. Many of their websites reside on servers located in the United States; others are located in allied and partner nations. Their format and messages are as varied as their groups that use them and the people they attract. Some sites are closed access and tightly controlled avenues of communication, allowing for more operational security. Others are forum driven, soliciting viewers and drawing in the disaffected to post their thoughts, creating an environment where extremists can share tactics, ideas and lessons learned and a repository of training materials and radical ideologies. A third type of site focuses on one-way dissemination, focusing on specific terrorists or extremist groups. Their one-way messaging is composed of insurgent propaganda and blatant advertisement of extremist actions. 

Historically, the most popular extremist websites were written in Arabic, but Saudi Arabia reports the number has dropped significantly since 2002.3 Among these sites, language and dialect can vary widely, limiting their reach. By shifting to English, extremists know they can reach a wide audience, and increase the probability of provoking a disproportionate response from Western governments and media. 

With the help of credible messengers and the willingness to translate material into English and other Western languages, the terrorists’ messages are gaining traction across a wider audience.4 English language radical websites now have a firm foothold in the extremist internet environment. These websites target worldwide English speaking audiences in an effort to gain support and recruits for their causes. Extremists are also gaining ‘ground’ on gaming sites, such as Second Life. They use this ‘underground’ environment to funnel money, recruit and distribute command and control messages. 

A broad audience is important to extremists because, as Ayman al-Zawahiri acknowledged in 2005: “In the absence of…popular support, the mujahed movement would be crushed in the shadows.”5 Only by spreading their message far and wide can extremists hope to build sufficient passive support in which to “swim.” While passive supporters do not commit violence themselves, they are often in the position of knowing enough to thwart terrorist attacks, if they choose. A recent bombing investigation in Istanbul estimated there were 200 passive supporters per bomber.6 Passive supporters present a special problem to law enforcement because they do not actually commit a prosecutable crime. Extremists and their active facilitators, while easier to prosecute, are not persuadable. They demonstrate their commitment through their acts. The combination of extremist commitment and necessity of passive support make passive supporters the object of the “hearts and minds” battle. Not only are adults the desired object of influence, but there is a big push to attract a much younger audience in order to prepare the next generation to carry on their cause. Extremist cartoons and videos appealing to children are becoming more popular. If the extremists’ messages are the first to be heard and start to resonate with the young and impressionable audiences, it has already taken hold and the U.S. is starting from a disadvantage. 

In this context, Field Marshal Templer’s original sense of “hearts and minds”7 is valuable. “Hearts” refers to convincing potential supporters that extremists’ goals are in their best interest.8 This is the reason behind the plethora of extremist religious and Sharia law arguments on the internet: they establish the common ground necessary to build the perception of a “better life” for Muslims under extremist rule. With this basis, extremists must win “minds” by convincing the audience they can actually win, and secure a permanent change.9 Terrorist tutorials and online training simultaneously reduce the chance of being caught and imprisoned by authorities and increase the potential pool of recruits. Publicizing successful attacks demonstrates the vulnerability of U.S. forces, and erodes the American will to remain engaged in a distant conflict. Within this context, the internet is a low cost/high payoff tool for extremist. The extremists have nothing to lose and their return on investment is great. 

The internet is an easily accessible, low cost/low entry, unbounded environment, with no single ownership or nationality requiring regulations or constraints. Virtual anonymity provides the ability to conduct command and control and funding operations while hiding in plain sight on gaming websites and online forums. In an instant, our adversaries can reach a worldwide network of terrorists, potential terrorists and terrorist sympathizers with their emotionally compelling arguments to support their cause. Extremist websites are also a virtual alternative to physical training camps. Previously insurgents and terrorists had no choice but to train at camps in Iran, Syria, Afghanistan, and elsewhere. In today’s world of ever-emerging technologies, terrorists no longer have to attend training in remote parts of the world—they can do so from their homes. 

A final advantage extremists gain from the internet is their lack of constraints and legal impediments compared to the United States government. Terrorist safe havens are no longer limited to geographical boundaries, and have now transitioned to the virtual environment. They use the cyber battle space in almost unchallenged fashion, and maintain the agility and flexibility to avoid prosecution. They do not need to adhere to the truth, constantly justify costs to a skeptical tax-paying public, nor struggle to understand their target audiences. They exploit these advantages ruthlessly to convince populations globally and they are winning. 

The advantages extremists derive from operating in the information environment are bolstered by the challenges faced by the United States government. The foremost of these are the long lead time required to gain consensus through our bureaucratic processes and international diplomacy and the requirement to produce information effects on demand. In this society of instant gratification, we are challenged to provide meaningful measures of effectiveness quickly—changing a population’s attitudes, opinions and beliefs cannot be achieved overnight, but rather only through years of continuous ‘drum beats’ of our message, along with supporting actions. Gaining the trust of countries to achieve cooperation is also becoming more difficult, especially those countries where satellite TV broadcasts are being uplinked from—this requires delicate diplomacy in areas where we are often at odds in pursuing global values and views. 

Another challenge we face is turning intelligence support for Information Operations (IO) into a more effective resource. The traditional intelligence community is mired in a Cold War mentality of preparing for the ground battle (who/what/where/when/how) vice the cognitive battle (why) and is not optimized to support the dynamic battle being waged in the information environment. The strength of military intelligence is its ability to provide battlefield awareness to combat troops, not cultural, cognitive and contextual data needed to operate in the information environment. 

Where We Are 

In the face of this extremist effort, the United States’ most visible efforts have been the invasions of and subsequent COIN operations in Afghanistan and Iraq. While these operations have met with kinetic successes, Secretary Gates succintly noted “the United States cannot kill or capture its way to victory.”10 In making this statement, Secretary Gates was doing more than referring to the steadily climbing costs, already in excess of $1 trillion.11 He was outlining the requirement for a whole of government approach to terrorism. Without an integrated, Interagency/whole of government approach, to include our International partners and affected governments, we are making it easier for our enemy. 

Military operations in Iraq have progressed from successful high intensity combat operations that defeated one of the world’s largest armies in three weeks to COIN and stability operations. These latter-day efforts have resulted in thousands of killed or captured insurgents, and significant progress toward a sovereign, secure, stable and self-reliant Iraq that is on the path to becoming a contributor to peace and stability in the region and beyond. But challenges remain and the gains are reversible. 

To paraphrase General Odierno, Commanding General Multi-National Forces-Iraq, “although we have made tremendous strides on the ground, it will be for nothing if we allow the enemy to win the information battle.” We not only stand to lose hard-gained ground, but also run the risk of losing the overall war—and our global reputation in the process. Extremist groups fully understand they do not have the ability to meet U.S. forces on the physical battlefield, head-to-head. They compensate for this physical incapacity by using readily available and inexpensive Strategic Communications capabilities, especially via the internet, where they unleash an avalanche of extremist messaging from their virtual safe havens. We have not been able to completely and effectively counter the extremists’ public information campaigns in terms of quality, quantity and timing of product dissemination. Thus the nation that invented marketing on Madison Avenue is losing the Madison Avenue war in Iraq and Afghanistan because we have failed to understand the ‘human terrain’ and have not taken the time to listen. 

Conducting operations at the necessary speed will also require an institutional shift toward action, along with definitive policy laying out specific authorities, limitations and responsibilities. The requirement was articulated in the 2006 Quadrennial Defense Review as: 

· The ability to communicate U.S. actions effectively to multiple audiences, while rapidly countering enemy agitation and propaganda. 

· Joint coordination procedures, systems and, when necessary, command and control to plan and conduct complex interagency operations.12 

To date, the procedures in place have proven too slow to react to agile adversaries, and now that the threat is widening its audience by shifting to English, speed is even more important. 

Where We Need to Be 

Joint doctrine establishes the principal methods we might employ to affect our adversaries. We must have the authorities, approvals, intelligence support, abilities, and capabilities to employ that doctrine and to provide the Commander on the ground all available tools so he can act quickly inside his area of operations to directly engage our adversary through multiple avenues. The goal is to make the cyberspace domain an untenable place for violent extremist organizations and groups to conduct operations. We must work with our partner organizations to break through bureaucracy and clarify confusion on operations to affect our enemies’ ability to continue to distribute their global messages and radical ideologies via the internet and media outlets. We must set clear, directive guidelines for DoD and other government organizations so we can cooperatively synchronize operations to affect the enemy while protecting our own resources. 

When extremist websites are discussed, computer network operations are commonly the first means considered. As mentioned above, DoD has established military doctrine to conduct IO against our enemies in cyberspace, but extremists are not conventional military targets. This places potential actions in the Interagency realm, as well as the private business sector and the International community. While the U.S. has multiple Interagency teams operating on the physical battlefield, the level of coordination achieved there has not been matched in cyberspace. Until we move beyond Interagency obstacles, biases and cultures, legal impediments, protection of resources and intelligence counter-priorities, these goals cannot be achieved, and we WILL continue to lose the influence fight in the information environment. The USG must force governmental agencies to focus on unity of effort and effective coordination of operations, or be held accountable for obstructing progress in meeting National-level objectives. This effort will require a significant shift toward action as well as the authorities, approvals, abilities, and capabilities to immediately address, dominate and defeat our enemies as they continue to use the virtual battle space at will. 

In addition to intra-governmental coordination, we must tap into all available resources within our reach—starting at the grassroots level within the U.S. Muslim diasporas in the U.S. are a rich resource that can assist in getting our message out to the larger Muslim community. American Muslims can help demonstrate how Islamic beliefs do not need to be compromised thereby exhibiting how we draw upon our diverse heritages to form a united strength. This can help counter the radical ideologies positing Islam has lost its path in the modern world and must return to its past or risk decline. 

Our Interagency partners working together can address the problem from a USG perspective, but to be globally effective we need to reach out to our partner nations and enhance the Public/Private partnership to combine and synchronize efforts. The USG should play a key role in coordinating this global effort, leveraging international and technology conferences and diplomatic forums to address the global nature of the extremist message campaign that is thriving on the internet. 

As we move toward a whole of government solution on extremist websites, and the use of the wider information environment to incite violence, we must keep in mind the dynamic nature of the internet and use that to our strategic advantage. While we conduct operations to reduce the amount of extremist messages, we must also be able to continuously fill the gaps with viable alternatives to the extremist narrative. As reported by the AP, Saudi Arabia has had relative success in directly engaging potential terrorist recruits and offering them a less radical path. Of 2,631 militants engaged by the Saudi program, 1,170 withdrew the support for extremists.13 An analogous U.S. program would necessarily have to be run by credible constituents. Fortunately, the U.S. has experience in this, as exemplified by the Alliance of Youth Movements discussed by former Under Secretary of State for Public Diplomacy and Public Affairs James Glassman in April.14 This approach requires long term strategic planning, a tolerance of criticism from within the government, and assistance from international partners for maximum effect. 

Conclusion 

America’s involvement in Iraq has been characterized as “winning the battles, losing the war” almost since the beginning. More accurately, we may be winning the ground battles but we are slowly realizing the information war is being lost. In 2008, cyberspace was designated a global domain on a par with land, sea, air and space. Our enemies are winning in the information environment, while we continue to discuss and debate how to operate in this environment. Our adversaries are using simple, cost-effective means to close the physical battle space gap by taking control of the narrative and effectively subverting with their radical ideology and propaganda. It is absolutely critical for every government agency within the U.S. government to participate, coordinate, cooperate, and arrive at a final, integrated and definitive standard of Strategic Communications against terrorists. We must take the lead in shaping discussions at the national level and work through bureaucracy to clear up confusion and set clear, directive guidelines to be able to deny the enemy the ability to achieve victory in cyberspace and maintain freedom of movement to achieve Information Superiority. The war fighting environment is changing and the arsenal is now communications and information systems. Keyboards are becoming the weapons of choice—are we ready to take on the challenge or are we going to cede victory to the enemy because we have not yet finished the debate on how to adapt for future operations?
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Winning the Battle – Losing The War
By Lawrence Dietz, PSYOP Regimental Blog, 22 Jan 10

You don’t often see simple and elegant statements that describe complex issues. I found one such statement in the January 22, 2010 edition of Small Wars Journal (http://smallwarsjournal.com/blog/2010/01/winning-the-ground-battles-but/). I have commented about the lack of unity of effort for information engagement. While no one would argue that LTG Patton was always in charge, today as well stated by the Small Wars Journal: “Our enemies are winning in the information environment, while we continue to discuss and debate how to operate in this environment. Our adversaries are using simple, cost-effective means to close the physical battle space gap by taking control of the narrative and effectively subverting with their radical ideology and propaganda. It is absolutely critical for every government agency within the U.S. government to participate, coordinate, cooperate, and arrive at a final, integrated and definitive standard of Strategic Communications against terrorists.”

The authors are all senior deployed practitioners with extensive experience and the article concentrates on Cyberspace. I’d like to do the authors one better by saying isn’t this the case for all communications both verbal and nonverbal? 

As the January 2010 earthquake relief assembled and poured into Haiti a unity of purpose seemed apparent. While there were disparate actions in terms of search and rescue, food and water distribution and medical care, you just got the feeling that each of the pieces were moving forward, albeit slowly.

The Iraqi ‘battlefield’ may no longer be fraught with daily small arms fire and may have moved into cyberspace. However, Afghanistan is just ramping up. PSYOP soldiers on the ground are at the center of a maelstrom of Afghani political jockeying, Taliban insurgent activity, combat troops moving around attempting to secure ground and people while the citizens wonder when all the interlopers will leave.

It would appear that the State Department needs to concede information coordination to the military command responsible for a regional AO. Each region needs to adapt them to the local environment. This means understanding all the aid efforts and using concrete achievements and testimonials as a means of informing the local population and as a way to shape positive influence. This presupposed that the State Department or the military command knows what is going on to include activities by Non Governmental Organizations (NGO). 

The regional effort in turn would be translated into village programs that ultimately become a two way flow of information from national down and from local up. The local information can consist of success stories, testimonials in video and other formats which could in turn be harnessed by other regions and local campaigns. At the national level the programs and input could be consolidated with access granted to other information programs globally.

However, all this implies a unity of effort that we have yet to see. Perhaps this Small War Journal article can be one small step to information dominance.
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