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Air Force Cyber-security Unit Prepares Operations

Info Security, 30 November 2009
The newly-created 24 U.S. Air Force is about to bring limited aspects of its cybersecurity command operations center online.
The unit, established in August, will be launching the San Antonio-based cybersecurity facility by the end of the year, according to speeches given at the 2009 Global Warfare Symposium.
The commander of the unit, Major General Richard Webber, said that the cybersecurity center was still working to understand the scope of cyberwarfare operations.

The San Antonio cybersecurity center will occupy more than 50 000 ft.², and will provide much-needed cyberwarfare functionality for a unit that is currently limited in its operations, Weber said. "We have limited ability to monitor various 'types' and we have the ability to push 'patches', but it is not a war fighting operation", he warned.

Initially, the cybersecurity center will be used to develop cyberwarfare basic defense tactics, and initial command and control functions. However, it will not be fully completed until the end of 2010, and the 24th Air Force will not be announcing the scope of its cyberwarfare operations until early next year.

However, the Air Force is clearly getting tooled up on cybersecurity. A procurement document posted on the federal government's procurement website indicated that the Air Force wishes to buy 2200 PlayStation 3 game consoles to build a Linux-based research supercomputer for its research center in Rome, NY.

"The objective of the architectural studies is to determine the best fit for implementation of various applications", said a document explaining the purpose of the system. "An example would be determining additional software and hardware requirements for Advanced Computing Architectures (ACA) and High Performance Embedded Computing (HPEC) applications."

The 24th Air Force is the first unit dedicated to cyberspace and cybersecurity operations. It absorbed the Air Force Information Operations Center, and the 67th Network Warfare Wing. The new unit effectively unites space and cyberspace operations within a single command.
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It's Like Slate for Terrorists

What's in al-Qaida's Web magazine?

By Brian Palmer, Slate, Dec. 28, 2009

Al-Qaida in the Arabian Peninsula has claimed responsibility for the attempted bombing of a Northwest Airlines passenger jet on Christmas Day, and the man who carried out the mission acknowledged that he was trained and outfitted in Yemen, where the group is headquartered. Meanwhile, the al-Qaida affiliate made a posting in the most recent issue of its Web-based magazine that recommended the use of small bombs for terrorist attacks. What else can I read about in al-Qaida's magazine?

All things jihadi. Over nearly two years and 11 issues, Sada al-Malahim (PDF) ("The Echo of Battles") has published interviews with terrorist leaders, fighter biographies, tips on how to become a better al-Qaida foot soldier, lists of terrorists held by the Yemeni government, and thought pieces on the role of women in jihad. It also publishes fan mail. (Letters might celebrate the announcement of a successful strike against al-Qaida's enemies.) The magazine has given out several Gmail addresses—most now abandoned or shut down—for reader comments.

In some ways, Sada al-Malahim isn't all that different from Slate. The content is separated out into various departments and rubrics—like "Martyr Biographies," which recount the life stories of suicide bombers. Many of its articles are penned by notable figures, like Nasser al-Wahishi, a former secretary to Osama bin Laden who heads the al-Qaida affiliate in Yemen. (Al-Wahishi may have been killed in a Dec. 24 airstrike.) Some Sada al-Malahim pieces are published in installments. The recent "Victory Over the Interrogators" series, for example, began by instructing readers on what to expect if captured and followed up with tips on how to resist divulging sensitive information. There's even an Explainer-like feature that answers reader questions about current topics in jihadism. (Here's one: The prophet commanded us to expel infidels from the Arabian Peninsula. Which countries was he referring to?) The column, called "Fatawa" after the Islamic tradition of seeking scriptural interpretations from a mufti, was spiked earlier this year.

Sada al-Malahim manages to get by without paid advertisements. The staff keeps costs down by having no central office. The editor sometimes communicates with his far-flung jihadi writers through the pages of the magazine itself. (In one issue, he apologized that he had too much content to run in a single issue, but he promised jilted contributors that their work would appear in the subsequent issue.) Most of the contributors are either members of al-Qaida or their relatives, and they're probably not paid for their writing. (Bylines can be hard to trace, though. Authors are usually identified by kunya, an honorific used in place of a formal name. Al-Wahishi is easily identified by his kunya, Abu Bashir, but lesser-known writers can use the kunya as a pseudonym.) Articles are of varying quality, with more misspellings and grammatical errors than you might see in a commercial magazine. 

Sada al-Malahim is not the first al-Qaeda publication—many affiliates occasionally put out a magazine or publish articles in jihadi forums—but it is the first to be released on a fairly reliable schedule over a number of years. (The November 2009 issue, however, is still not forthcoming. Many attribute the delay to increased pressure by the Yemeni government.) Circulation is unknown, but the content and format would be better suited to the tastes of elite, active members of the movement than potential Yemeni converts. Some of the more sophisticated theological discussion would be challenging for local recruits, who are often poorly educated. Its electronic format also leaves out the wide swaths of the Yemeni population who lack electricity, let alone computers and Internet access. (The PDF format does lend itself well to printing.) Journalists and intelligence officials, however, read the publication religiously.

When al-Qaida claimed responsibility for the failed Christmas attack, the notice came under the title of "al-Malahim," suggesting that the group is looking to turn the magazine brand into the cornerstone of its public-relations wing.
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Anatomy of a Cyber-Espionage Attack, likely by the Chinese Military 

Director Blue, Nov 15

Our Pals, the Chinese
Several years ago, information security analysts at a large U.S. firm noticed a huge amount of corporate network traffic headed to external servers. The data was destined for computers located in the U.S. and in foreign countries.

Reacting quickly, the analysts stanched the traffic flows but not before large amounts of corporate data had been stolen by unknown attackers.

Other large companies were also targeted during the same period. The attackers were able to process huge volumes of data, but they did so very selectively. They did not "take what they could get". They selected only specific files, a characteristic of highly professional attacks.

In addition, the attackers did not bother to view the files to verify their contents before "exfiltrating" them. This suggests that prior reconnaissance missions had been conducted in which directory listings had been scrutinized beforehand and used to build a list of targets.

During the nearly week-long incident, the intruders carried out a highly "complex data exfiltration operation" that indicated preparations had been ongoing for months; the attackers "patiently assembled a detailed picture of [the] network."

The characteristics of discipline, scale, preparation, patience and a multi-stage attack were consistent with a "state or military"-sponsored operation. And the attack was consistent with other incidents attributed to Chinese network intrusions, including:

• The tools used and a link from the company directly to a command center in China.

• The attackers had previously identified specific directories, file shares, servers, files, user accounts, employee names, password policies, group memberships and other relevant information, likely gathered during a comprehensive reconnaissance phase.

• The intruders did not view any files prior to exfiltration, suggesting they already knew the contents or meta-data.

The attackers used two distinct groups to carry out the attacks: a breach team ("Team One") and a collection team ("Team Two"). Some of the key aspects of the attack:

• The attackers had collected "dozens" of valid employee user accounts to gain network access.

• They used RDP (Remote Desktop Protocol) to communicate with targeted hosts.

• They had accessed the network nearly 150 different times leading up to the exfiltration.

• The intruders harvested password (NTLM) hashes directly from Windows domain controllers and sometimes submitted them to authentication proxies directly. These actions appear intended to defeat two-factor authentication requirements that may have been in place.

• The attackers also repeatedly listed group memberships to determine which users were allowed to access sensitive folders.

After the reconnaissance phase, the attack unfolded in phases.

• "Staging servers" were chosen to house data for exfiltration. These appear to have been chosen for their performance and network connectivity characteristics. In this attack, all were Microsoft Exchange (mail) servers.

• All seven staging servers had communications channels opened to an external command-and-control (C2) server.

• Data selected for exfiltration was then moved to the staging servers.

• Once the data had been moved to staging, the files were compressed and encrypted into numbered RAR archives. All were exactly the same size of 650 MB, suggesting they would be stored on CDs.

The exfiltration phase of the attack was the most sensitive. Actions taken by the attackers suggest that speed of data transit outside of the network was of the highest priority. All seven staging servers were used simultaneously for this purpose. The intruders even tested the available bandwidth ahead of time by beginning a download of a video file to verify expected performance.

• A proxy for C2 communications was a compromised DSL-connected PC in the U.S.

• Large volumes of data were moved from staging servers to multiple external "drop points". Two of the drop points failed, so file remaining servers were used to house the data copied from the staging servers.

The company's security team recognized the attack and responded using intrusion prevention tools, but not before a significant amount of data had left the corporate network.
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Military leaders accelerate C4ISR integration

By Barry Rosenberg, Defense Systems, Nov 13
In the months since Defense Secretary Robert Gates said his No. 1 defense priority for 2010 was transformation of the nation’s intelligence, surveillance and reconnaissance (ISR) capabilities, the military services have engaged in a strategy akin to hopscotch to identify the technologies and initiatives that could leap forward and better support warfighters in Iraq and Afghanistan. That goes for ISR and the command, control, communications and computers (C4) components that transmit that information to warfighters in the field.
C4ISR insights

 “There’s a shift in technology focus and in our avenues of approach to technology development,” said Bob Zanzalari, associate director of the Army Communications-Electronics Research, Development and Engineering Center at Fort Monmouth, N.J.
“From a historical perspective, my mission dollars were focused on technologies five to 10 years down the road," Zanzalari said. "There’s been a fundamental shift to refocus internal science and technology funding to accelerate capabilities that meet the needs of the warfighter."

The continued development of on-the-move communications and ad hoc self-healing networks are two examples of vitally needed tools that will greatly enhance the situational awareness of soldiers and Marines fighting at the lower echelons.

“From a communications perspective, in this past year, we were able to stitch together a network that included a number of different programs of record, including WIN-T, JTRS and soldier-level communications,” said Zanzalari, referring to the Warfighter Information Network-Tactical program, the Joint Tactical Radio System, and the software-defined Rifleman Radio, which is one of five programs within JTRS.

The urgency to speed development of C4 intelligence systems is reflected by the conclusions of a 2009 Forecast International report on the market for C4ISR equipment.

“Because of Afghanistan and Iraq, programs that had a 10-year production run now have to be done in two to four years,” said Richard Sterk, group leader and senior aerospace/defense analyst at Forecast International, who wrote the report.

As a consequence, the consulting firm predicted the market value of C4ISR systems will decline from $10.1 billion in 2009 to $4.1 billion in 2018, in part because of expectations that unproven and nascent programs will be delayed or canceled in favor of near-term technologies and spinouts.

Priority will be given to “networking the force initiatives, or the integration of information technology into operations,” such as network battle command systems, networked precision missiles, improved intelligence sensors, active and passive protection systems, and low-cost multispectral sensors, according to the report.

Another defining factor on C4ISR developments this year is the almost obsessive focus on cybersecurity and its role in warfare, including the Obama administration's decision to create the U.S. Cyber Command, an office to oversee all cyber efforts. Meanwhile, the Air Force, Army and Navy are in the early stages of establishing cyber commands.

“The biggest decision was deciding where cyber would reside,” said Maj. Gen. John Maluda, who retired Sept. 1 as director of cyberspace transformation and strategy at the Air Force’s Office of Warfighting Integration, referring to the Air Force's decision to place cyber operations within the Air Force Space Command and stand up a new numbered air force, the 24th.

“We now have a four-star general and a numbered air force whose sole focus is going to be cyberspace," Maluda said. "From my vantage point, the lash between space and cyber is a natural fit because one facilitates the other.”

For the coming year, Maluda said the primary challenge for cyber will be establishing a career path to create an officer corps devoted to the subject.

“We haven’t fully sorted out the various definitions of cyber and who cyber professionals should be,” said Maluda, who recently joined the board of directors at Telos. “To make cyber work, it will take a melding of skill sets, and we have not fully developed that yet.”

The evolution of C4ISR initiatives also was affected by a variety of other decisions this year — perhaps most notably by expectations that funding for projects will be limited, particularly in fiscal 2012.

At the same time, a number of C4ISR technology advances are expected to move forward in one form or another.
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Cold war enemies Russia and China launch a cyber attack every day 

By Duncan Gardham, Telegraph UK, Dec 4th

A crack team that fights hackers, based at the GCHQ listening station, is being called on to deal with more than 300 cyber attacks a year, it has emerged.

The “counter-hacking unit” is fighting a cyber cold war against computer-based espionage, largely coming from China and Russia. 

The Office of Cyber Security has formed Computer Emergency Response Teams to deal with the threat, based at GCHQ in Cheltenham, Gloucestershire. 
The units are on 24-hour standby to deal with attacks on government computers and key elements of the national infrastructure. 

An inquiry by the House of Lords Home Affairs Committee was told: "GovCertUK defines an incident as any real or suspected event in relation to the security of data or computer systems. 

"Over the last 12 months, GovCertUK has handled more than 300 such incidents." 

A Cyber Security Operations Centre is constantly monitoring "the health of cyber space", and co-ordinating responses to suspected attacks. 

The hundreds of serious incidents reported may be just a proportion of all attempts to illegally access public sector systems. 

They do not include attacks on the private sector, or criminal rackets. 

MI5 believe many of the hackers are state-sponsored spies trying to steal intelligence and industrial secrets. 

They are also worried that key infrastructure such as the national grid or the internet could be infected with computer viruses that could shut them down. 

Jonathan Evans, the head of MI5, has warned that Britain faces “unreconstructed attempts by Russia, China and others” who were using “sophisticated technical attacks” to try and steal sensitive technology on civilian and military projects, along with political and economic intelligence. 

In April it emerged that Chinese hackers have stolen data related to design and electronics systems on the $300bn ( £186bn) US Joint Strike Fighter programme being developed by Lockheed Martin and British Aerospace. 

Rolls Royce, which manufactures engines for the Typhoon Eurofighter and Britain’s nuclear submarines, had its computer systems breached in 2007. 

In March researchers uncovered an electronic spy ring called GhostNet based in China, which searches computers for information, taps into emails and turns on web cameras and microphones. 

It is said to have infected “high value targets” in 103 countries. 

Similar incidents have also breached the US Air Force air-traffic-control system in recent months and Chinese hackers are also said to have hacked into parts of America's electricity grid. 

British officials insist they are aware of no successful attacks against government computer systems but point out that industrial partners are more vulnerable and point out that companies such as British Telecom receive 1,000 attacks a day. 
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New report says 'cyber warfare' has become a reality
By Martin Banks, The Parliament, Nov 19
An attack this week on the website of the Latvian president highlights the growing danger of 'cyber warfare', it has been claimed.

In the incident on Wednesday, hackers defaced the official website of the country's president Valdis Zatlers. The attack was designed to disrupt the country's national day celebrations.

According to Greg Day, a security analyst, it illustrated the ease with which cyber attacks can now occur.

He said, "Over the past year, the increase in politically motivated cyber attacks has raised alarm and caution, with targets including the White House and the US department of homeland security."

UK-based Day was in Brussels on Thursday to launch a new report which highlights the need for "decisive action" on cyber warfare at EU and international level.

The "virtual criminology" report says that France is the only EU member state with a system in place should it come under cyber attack.

Israel, China, Russia and the US are the only other countries which have well-developed plans for such an eventuality.

"Experts warned of the global cyber arms race more than two years ago and, following incidents such as the one which brought down much of the US power grid, we are now seeing increasing evidence that it has become real.

"Several nations around the world are actively engaged in cyber war-like preparations and attacks. Today, the weapons are not nuclear, but virtual, and everyone must adapt to these threats," says the report.

It concludes that the threat to countries' government services, critical infrastructure and society as a whole is "under-estimated."

"There is no EU-wide defence mechanism and this should give cause for real concern," said Day.

"Given our ever-rising reliance on technology, this really is a matter that the EU should be addressing. The likelihood of a major cyber attack will only get worse."
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Cyberwar: Can the Government Adapt? 

By Taylor Dinerman, Hudson New York, Nov 18 
While the Defense Department struggles to find ways to organize train and equip America’s cyberwarriors, its leaders ignore one basic question: why should they be the ones to do the job?

Speaking at the Air Force Associations annual conference outside Washington, Secretary of the Air Force Michael Donnelly tried to justify the decision to cancel production of the F-22 fighter jet by saying that the last time an American soldier was a attacked from the air was in 1950 in Korea, and the last time an American soldier was attacked in cyberspace was a second ago. As far as it goes this is perfectly true, but so far, no one killed by cyberwar have been buried in Arlington. 

Like terrorism, cyberwar overlaps both crime and conventional war. Unlike terrorism, which is a political act of war, cyberwar has evolved from hacking and still uses tools and techniques devised by hackers.

In a 2006 speech, former Air Force Secretary Michael Wynn described the cyber enemy as “hackers, cyber-vigilantes, terrorists, and even hostile nation-states.” He might have added, blackmailers and various other species of cyber criminals. However, only nation-states and terrorists are the proper concern of the military. Hackers and criminals are already being targeted by law enforcement agencies.

Hackers seek out vulnerable points inside internet-linked computers to create so-called “First Day Exploits;” with enough of these, they can create a ‘Botnet’ which might include hundreds of thousands of infected machines. “Botnet” is term for a collective softwear robots, or “bots,” and often refers to a collection of compromised computers. The “botnet” can be used both offensively and for espionage purposes --without the owners of the machines even recognizing that their systems are being invaded this way.

It may turn out that the military should play only a small part in the government’s overall cyber security operation. But as we saw with state-supported terrorism, there is a grey area: The May 2007 cyber attack on the small Baltic nation Estonia was one of the first examples of a seemingly public/private offensive launched against a nation state.

Estonia was attacked after the Tallinn government decided to remove a Soviet-era war memorial from the center of their capital city to a cemetery on the outskirts. Russia considered this an outrage against the memories of the Red Army forces that had driven out the Nazis in 1944; the Estonians have a different attitude towards those events.

Speaking at a conference on Cyberwar last September, the President of Estonia explained that “The DDOS (Distributed Denial Of Service) attacks, though not technically very complex, were of great significance, ... The were intended to create social unrest .. They were clearly organized ... As the Estonian CERT (Computer Emergency Response Team) graph of the DDOS attack showed, they stopped at exactly 2400 GMT at the end of May 9th.” When asked how this was possible, the head of the Estonian CERT answered, “I guess the money ran out.”

Experts speculate that the Kremlin hired a gang of cyber criminals to carry out the attack. They used one or probably more, ‘botnets’ infected with software that allowed the gang to use them. Hacking and the use of botnets for DDOS seem to be the primary cyberweapons, at least so far.

It may be significant that we have not yet seem any effective use by any of America’s potential foes of cyber-sabotage. This may be due to the reluctance of civilian targets to publicly discuss such events, but it may also be because this has not happened ? One has to wonder if these attacks are harder to carry out than had been feared.

Alternatively, the attacks that have been carried out might be analogous to the old Army tactic called “reconnaissance by fire,” in which a unit opens fire on suspected enemy positions in the hope that any response will expose their real positions. The attacks on the Defense Departments networks are not only a massive effort to locate weaknesses, but are also a way to force the US military to use, and thus expose, its defensive techniques.

The massive attacks may also serve a diversionary purpose, the goal of which is to push the defense to concentrate its efforts on one area while the most important activity takes place somewhere else -- which has been particularly effective in hiding espionage programs. Repeatedly, US industry has failed to effectively protect its secrets and intellectual property against cyber spies. The relentless, untiring nature of cyber attacks and cyber spying is more than a match for fallible human computer-security experts.

The US military fears that its unclassified networks, especially those connected to its unsecured communications and logistical support systems, will be subject to very large scale and debilitating DDOS attacks in any future conflict. But the Defense Department, as far as we know, is far more confident in the ability of its classified systems to withstand an all-out attack.

Perhaps the greatest danger is the introduction of hidden programs inside microchips and other devices, that, when activated, will destroy or degrade the weapons and other military systems which use them. As so many of these devices are made overseas, it is hard to know if they have been tampered with. This is what gives military leaders nightmares. In recent years the Pentagon has put considerable resources into finding ways of detecting and neutralizing these programs. As of now there are no reliable reports of their successes or failures.

Back in March, the Obama administration promised to appoint a Cyberczar to supervise America’s complex set of cyber-security institutions. Reports, that may or may not be reliable, claim that there is a nasty fight going on inside the White House between the National Security Council, the Economic Team and the Political Team over this appointment. Meanwhile Melissa Hathaway, who had been the President’s Cyber Director, resigned in August; so far, no one has been named to replace her.

The US military has the most to lose if the administration cannot come up with both an effective and respected individual to leader to fill the post. The Air Force, which has taken a lead role in cyber operations, is already suffering from a “span of command” problem. As an institution, it is trying to do too much with too few resources. Secretary of Defense Robert Gates should take advantage of the new cyber-command, scheduled to be activated this month, to turn it into a truly national military organization. It should be independent of service loyalties, with its own budget and career cadre.

In the 1993 book. The Mesh and the Net, published by the National Defense University Press, its author, Martin Libicki looked at the influence on future warfare of the information technologies of that era. He estimated that “.. most elements of the new battlefield will arrive by 2010, exactly when every aspect appears and is demonstrated will depend on who is fighting whom and where.” He was, as the British say; ‘Spot on.” He went on to propose a new institution: “ The basic argument for a separate Information Corps, and an associated command structure linking operations and intelligence, is that it would facilitate joint operations, promote the information revolution in warfare, unify the disparate information elements and give them an identity, create a common ethos for information warriors, and provide a unified interface with civilian information infrastructures.”
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Debate Continues Over Cyber Protection, NSA Role

By William Matthews, Defense News,  Nov 17

In terms of technical know-how, the National Security Agency (NSA) ought to lead U.S. government efforts to protect critical computer networks from cyber attacks, said Larry Wortzel, a cyber expert and former intelligence officer, to a Senate subcommittee on Tuesday.
The NSA has decades of experience at electronic and cyber operations, Wortzel said. The agency's personnel "are skilled and superbly trained," the NSA has extensive contacts with friendly governments and the private sector, and it employs linguists conversant in the languages most often associated with foreign-launched cyber attacks, he said.

But Gregory Nojeim of the Center for Democracy and Technology offered another view: No way.

"Expertise in spying" is not the same thing as expertise in cybersecurity, he told the Senate Judiciary subcommittee on terrorism and homeland security.

Putting the secretive NSA in charge of cybersecurity "would almost certainly mean less transparency, less trust and less corporate and public participation, increasing the likelihood of failure," Nojeim said. "The lead for cybersecurity operations should stay with the Department of Homeland Security (DHS)."

And so the debate over how to organize cybersecurity goes on. Meanwhile, so does a deluge of cyber assaults.

"Criminals and other adversaries attack critical U.S. systems every day, stealing valuable information, diverting funds to support criminal or terrorist activities, and compromising the online identities of Americans," said Philip Reitinger, a deputy undersecretary at DHS.

"The need to effectively prevent, protect against and respond to these attacks is critical to the nation's economic and national security," he said.

Ultimately, it's the federal government's job, said Sen. Benjamin Cardin, D-Md., the subcommittee chairman. "The government has a responsibility to protect our government and its citizens from cyber attacks."

For now, weak cyber defenses leave U.S. computer systems and networks vulnerable, Cardin said. Cyber criminals are modern-day bank robbers and identity theft is rampant.

And the government itself is hardly less susceptible than private industry. Computer systems at the Defense, State and Commerce departments and NASA have all been broken into, said Sen. John Kyl, R-Ariz.

Last spring, President Barack Obama declared cyber attacks to be both an economic and national security threat. But little improvement has been made since, either by the government or by the private sector.

For example, despite the frequently publicized dangers of cyber attacks, 47 percent of companies questioned during a security study this year reported that they were spending less in 2009 on information security, said Larry Clinton, president of the Internet Security Alliance.

On the government side, despite calls last spring by a White House review panel for appointment of a cybersecurity coordinator, no one has yet been named, Wortzel said. "Efforts to coordinate standards and policies across government and in the private sector appear stalled without the support of senior leadership in the National Security Council," he said.

Amid the leadership vacuum, government and private industry remain "in a reactive posture to cyber intrusions and cyber espionage," Wortzel added.

It doesn't have to be that way, Clinton said. If agencies and companies used cyber defenses already available and followed best practices, they could thwart 80 percent to 90 percent of cyber attacks, he said.

"The vast majority of it we know how to do. We're just not doing it," he said.
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An introduction to the FBI's anti-cyber crime network

By Matthew Lasar, Arstechnica,  Nov 19, 

The FBI explained how its anti-cyber crime task force works at a Congressional hearing this week, and outlined the Bureau's latest accomplishments, which include catching the masterminds of a coordinated raid on over 1,000 ATM machines. But nobody thinks the United States is prepared to stop a really bad attack through cyberspace on our financial or physical networks.

The Federal Bureau ofInvestigation told Congress this week that when it comes to cyber crime, terrorist groups like Al Qaeda aren't the sharpest pencils in the cup, but they're not out of the game either. "It is always worth remaining mindful that terrorists do not require long term, persistent network access to accomplish some or all of their goals," Steven R. Chabinsky, one of the Bureau's Cyber Division directors, explained to a Senate Judiciary Subcommittee. "Rather, a compelling act of terror in cyberspace could take advantage of a limited window of opportunity to access and then destroy portions of our networked infrastructure." 

And there are lots of such windows, Chabinsky added, since, "we, as a nation, continue to deploy new technologies without having in place sufficient hardware or software assurance schemes, or sufficient security processes that extend through the entire lifecycle of our networks."

Thus the FBI has set up its own network to respond to whatever comes down the pike. Time will tell, and probably soon, how effective it is, but Chabinsky laid it out all the parts at the hearing. They include a division within the bureau, an inter-federal task force, an alliance with state, local, and industry enforcers, and a consumer complaint center.

Big news 

Before unpacking these components, it should be noted that cyber crime is big news these days, with top officials repeatedly warning that the United States is not prepared for a major attack through the net on its financial or physical structures. "The architecture of the Nation’s digital infrastructure, based largely upon the Internet, is not secure or resilient," the White House concluded in its recent Cyberspace Policy Review. 

Millions of Americans got a sense of the global situation on a recent 60 Minutes feature, which noted that a cyber attack probably took out the power in several cities in Brazil between 2005 and 2007. Then they learned about our "electronic Pearl Harbor," described by Jim Lewis of the Center for Strategic and International Studies:

"Some unknown foreign power, and honestly, we don't know who it is," Lewis explained to 60 Minutes' Steve Kroft, "broke into the Department of Defense, to the Department of State, the Department of Commerce, probably the Department of Energy, probably NASA. They broke into all of the high tech agencies, all of the military agencies, and downloaded terabytes of information." And last November some sleuths, possibly just by leaving thumbnail drives around, managed to get into the U.S. Central Command network (CENTCOM). Thumbnail drives are now banned from use at the agency.

That is why the White House cyberspace assessment concluded that the Federal government "is not organized to address this growing problem effectively now or in the future." And that's why we're seeing Capitol Hill hearings on the extant structure and how to improve it. Here's how the FBI is fitted to deal with the problem at this point. 

Phish fries 

The FBI's first line of defense against cyber crime is its Cyber Division. It has about 2,000 special agents who have received some kind of instruction in this field, and another 1,000 with more advanced training. 

The Cyber Division's most noted recent accomplishment was a raid completed in October dubbed "Operation Phish Fry." The 100 people caught in this sting are accused of stealing about $1.5 million from U.S. bank account holders via phony email solicitations—complete with links to bogus bank websites. About half the defendants are Egyptian citizens who sent out the phishing messages and broke into the bank accounts. The other half hail from Nevada, California, and North Carolina. They're accused of transferring the ill-gotten money to US bank accounts, then siphoning it out of the country. 

What was significant about Phish Fry was that it involved an unprecedented partnership with Egyptian police. Catching up with these kind of assaults isn't easy. It took about a year for the Cyber Division to collar the Eastern European masterminds of a massive simultaneous heist of 2,100 ATMs in 280 cities in the US, Canada, Japan, the Ukraine, and Hong Kong. The Great ATM Robbery was quite an operation, which involved penetrating a credit/debit card processing company, identifying PIN numbers, then coordinating a global network of baddies who strolled over to ATMs and collectively helped themselves to $9 million in cash. 

But the ultimate goal is stopping these virtual raiders before they strike. The FBI's Operation Dark Market seems to be the closest step towards that Holy Grail. The agency claims the so-named online network was a kind of exclusive stock exchange for crooks, where they bought and sold stolen financial data. Dark Market had 2,500 registered members. An FBI operative managed to talk his way into a job as a systems administrator for the cabal. The end result was 56 collars around the world. 

Infragard

Then there's Infragard. Coordinated by the FBI, it's is a fellowship of federal, state, local, industry, and academic cybercrook catchers and watchers. Infragard has about 33,000 participants in almost 90 cities around the country, and you can apply to become a member yourself. The point is to build an accessible community for the FBI to contact on any given cyber-crime problem, especially in the private sector, where IT managers and policy folk are understandably touchy about this stuff. "No governmental entity should be involved in monitoring private communications networks as part of a cybersecurity initiative," warned Gregory T. Nojeim of the Center for Democracy and Technology, speaking before that Senate hearing.

Mindful of these concerns, Infragard hangs out around the margins between government and the private sector, "to promote ongoing timely dialogue," in the FBI's own words. Its chapters work with FBI Field Offices in the same geographic area. Infragardians conference on the latest technology and hold hacking contests. 

Here's the deal, as far as we can tell. You join Infraguard and become part of the FBI's information cohort. In exchange, you get the following cool stuff:

"Network with other companies that help maintain our national infrastructure. Quick Fact: 350 of our nation's Fortune 500 have a representative in InfraGard. 

Gain access to an FBI secure communication network complete with VPN encrypted website, webmail, listservs, message boards and much more. 

Learn time-sensitive, infrastructure related security information from government sources such as Department of Homeland Security and the FBI." 

Needless to say, this makes people nervous. The Progressive magazine ran an exposé about Infragard in 2008 titled "The FBI Deputizes Business." The piece suggested that the organization may have given its members authority to "shoot to kill" in national emergencies. The FBI strongly denies this. "Patently false," FBI Cyber Division director Shawn Henry called the assertion. But it's likely that civil-liberties-minded observers will continue to squint at Infragard for the foreseeable future.

Complain complain complain 

Then there's the Internet Crime Complaint Center, a collaboration between the FBI, the National White Collar Crime Center, and the Bureau of Justice Assistance (BJA). The point of IC3, as it's called, is to provide a place for victims of online theft to make complaints, a centralized system for the government to take them, and a means to learn what the bad guys are up to this week. 

IC3 received almost 280,000 complaints last year and did something about over 70,000 of them. In many instances it referred them to state and local law enforcement agencies. IC3 also issues regular advisories on the latest mischief. These include alerts on the latest social networking fraud techniques, tips for SQL programmers on protecting their sites from hackers, and even warnings about e-mails pretending to be FBI warnings about Al Qaeda. 

The FBI, it should be noted, is just one component of the National Cyber Investigative Joint Task Force, which it leads, and which consists of representatives from 19 government agencies that struggle with cyber crime. But it's unclear to what extent that coalition is going to have any obvious impact on the ground war against large scale roguery on the Internet. The spotlight will more likely continue to shine on the Bureau and Department of Justice's efforts in this regard—success measured by results to some, or judged by others by their impact on the nation's civil liberties.
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NSA Official Addresses AFCEA Solutions Conference

By Steven Bucci, Adfero Group, Dec 4th 

AFCEA International held its two-day Solutions Conference, December 2-3.  The original keynote was supposed to be LTG Keith Alexander, the Director of the National Security Agency, and the nominee for a 4th star and command of the newly established U.S. Cyber Command.  This being Washington, however, he could not risk a presumption of Senate confirmation (big problems for those who commit this sin) of his new duty, so he politely demurred.  Instead, he sent one of his very able subordinates from the NSA, Ms. Sherri Ramsey, to address the group at the National Conference Center in Leesburg.
Her remarks were far ranging and very relevant.  She professed a passion for cyber security.  She also apologized to anyone who had come expecting answers.  She said humbly that she had many more questions than answers, and she challenged the audience to help her find the answers the country needs.

Ms. Ramsey began with the threat.  She did this quickly but noted that cyber crime steals over $8 billion a year in actual cash, and that the lost intellectual property to espionage (national security and industrial) exceeds trillions of dollars.  Next, she noted that the Internet carries over 2 million emails every second, that 70 percent of these are spam and most of those are carrying malware.  Even the very tech-oriented crowd harrumphed at that.

A call for cooperation was the next agenda item.  Ramsey said that the NSA, long known for its secretiveness, is now calling for a new attitude her boss calls “Team Cyber.” They want everyone to work together to develop a holistic situational awareness and for all enterprises with networks to realize they no longer just “own and operate” but now “own, operate and defend” them.

She used a sports analogy: Before, we thought in American football terms, with separate offensive and defensive teams. But now, we need to think like soccer players, where everyone is responsible for defense and offense, with the flow between them continuous and complicated.

She wrapped up with a list of needs the Government Cyber Community needed industry to eventually provide.  These included tools to synthesize, tools to analyze and tools to do secure collaboration.  She needs the ability to better move data across domains of varying security classifications, as well as data storage that is secure and searchable to NSA standards.  Lastly, she needs seamless sharing, and a lot of training, in both offensive and defensive cyber operations.

Overall, it was an excellent presentation, and it set the tone for the start of a great event.
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NSA To Build $1.5 Billion Cybersecurity Data Center 

By J. Nicholas Hoover, InformationWeek, Oct 29
The massive complex, comprising up to 1.5 million square feet of building space, will provide intelligence and warnings related to cybersecurity threats across government. 

The National Security Agency, whose job it is to protect national security systems, will soon break ground on a data center in Utah that's budgeted to cost $1.5 billion. 

"Our country must continue to advance its national security efforts and that includes improvements in cybersecurity," Sen. Robert Bennett, R-Utah, said in a statement. "As we rely more and more on our communications networks for business, government and everyday use, we must be vigilant and provide agencies with the necessary resources to protect our country from a cyber attack." 
The data center will be built at Camp Williams, a National Guard training center 26 miles south of Salt Lake City, which was chosen for its access to cheap power, communications infrastructure, and availability of space, Gaffney said. The complex will comprise up to 1.5 million square feet of building space on 120 to 200 acres, according to the NBC affiliate in Salt Lake City. 

According to a budget document for the project, the 30-megawatt data center will be cooled by chilled water and capable of Tier 3, or near carrier-grade, reliability. The design calls for the highest LEED (Leadership in Energy and Environmental Design) standard within available resources. 

The U.S. Army Corps of engineers will host a conference in Salt Lake City to provide further detail the data center building and acquisition plans. The project will require between 5,000 and 10,000 workers during construction, and the data center will eventually employ between 100 and 200 workers. 

As part of its mission, NSA monitors communications "signals" for intelligence related to national security and defense. Gaffney gave assurances that the work going on at the data center will protect civil liberties. "We will accomplish this in full compliance with the U.S. Constitution and federal law and while observing strict guidelines that protect the privacy and civil liberties of the American people," Gaffney said. 

On Nov. 30, the Department of Homeland Security will formally open a new cybersecurity operations center, the National Cybersecurity and Communications Integration Center, in Arlington, Va. The facility will house the National Cyber Security Center, which coordinates cybersecurity operations across government, the National Coordinating Center for Telecommunications, which operates the government's telecommunications network, and the United States Computer Emergency Readiness Team, which works with industry and government to protect networks and alert them of malicious activity. 
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NSA’s Public Relations Spinmeisters

By Wayne Madsen, Online Journal, Nov 20
(WMR) -- M. E. “Betsy” Harrigan penned an op-ed in the November 6, 2009, Washington Times, in which she bemoaned the fact that so many uninformed Americans believe the National Security Agency (NSA) is out to monitor their every phone call and email.
Cleverly, Harrigan lumps into the ranks of the NSA “conspiracy theorists” those who believe the NSA can tap into individual’s brains and read their thoughts and trigger assassins to act. If that sounds too much like Hollywood, perhaps it should be noted that Harrigan, a former deputy director of the NSA in charge of the Defense Special Missile and Astronautics Center (DEFSMAC), a joint NSA-Defense Intelligence Agency operation that is focused on warning top military and political leaders of missile, aircraft, and other hostile threats on the United States, is the author of a novel about NSA, titled “9800 Savage Road: A Novel of the National Security Agency.”

The novel is an exercise in painting the NSA in the best of all lights. It portrays an agency that tried desperately to obtain Al Qaeda communications pre-9/11 to forestall the attacks on the World Trade Center and Pentagon. Of course, left out of the novel is the fact that NSA possessed two Al Qaeda intercepts on September 10, 2001, but failed to act on them.

Harrigan maintains that her novel met with resistance from NSA censors in the pre-publication process. However, WMR has been told by NSA insiders that Harrigan, a Swahili linguist, saw her career at NSA skyrocket under then-NSA director General Michael Hayden.

Through their recent op-eds, Harrigan’s in the Washington Times and Hayden’s in The New York Times, both former NSA officials have attempted to paint NSA’s warrantless wiretapping program, known as the Terrorist Surveillance Program at the Justice Department and “Stellar Wind” at the NSA, as a benign program that was lawful and always respected the privacy of American citizens. However, the revelation of former Justice Department prosecutor Thomas Tamm and NSA intelligence officer Russell Tice, puts to rest any such fanciful notions about the benign and lawful nature of the warrantless wiretapping program.

WMR has learned that Harrigan was one of Hayden’s most trusted team players at NSA, hence her promotion to head up the highly-technical DEFSMAC from reading the intercepts of the telephone calls of low-ranking Kenyan, Congolese, Ugandan, Tanzanian, or Comorian government and business officials (anything of importance in any of the Swahili-speaking countries is usually done in English or French rather than in the marketplace lingua franca, Swahili).

Hayden preferred to surround himself with subservient senior staffers, especially women. In one case, his deputy director, Barbara McNamara, was not such a subservient player, objecting to Hayden’s plans to outsource much of NSA’s mission to untrusted contractors. Hayden dealt with McNamara by firing her as deputy director and transferring her to London, where she served as the senior U.S. liaison officer to NSA’s British counterpart, the Government Communications Headquarters (GCHQ). Hayden replaced McNamara as deputy director with William Black, whom he hauled out of retirement from the ranks of one of Hayden’s favorite contractors, Science Applications International Corporation (SAIC).

Harrigan in her op-ed tosses aside concerns that the planned new NSA data center at the Utah National Guard’s Camp Williams will expand the agency’s abilities to store the intercepts of Americans’ phone calls, emails, tweets, faxes, and text messages. However, WMR has learned from NSA sources that the 20-acre NSA center outside of Salt Lake City, a pet project of Senator Orrin Hatch (R-UT), is designed to provide the millions of terabytes of storage capabilities that NSA currently does not have. The NSA cover story is that the massive data warehouse is designed to protect America’s cyber-defenses. NSA director General Keith Alexander pinned on a fourth star when he was named the first commander of the new U.S. Cyber Command.
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Pentagon Computer-Network Defense Command Delayed By Congressional Concerns

By Ellen Nakashima, Washington Post, January 3, 2010 

The Pentagon's plan to set up a command to defend its global network of computer systems has been slowed by congressional questions about its mission and possible privacy concerns, according to officials familiar with the plan. 

As a result, the Defense Department failed to meet an Oct. 1 target launch date and has not held a confirmation hearing for the command's first director. 

Although officials stress that the cyber command, as it is known, is an effort to consolidate existing offensive and defensive capabilities under one roof and involves no new authorities or broadening of mission, its potential for powerful new offensive capabilities -- some as yet unimagined -- have raised questions on Capitol Hill about its role, according to national security experts familiar with the concerns. 

Key questions include: When do offensive activities in cyberspace become acts of war? How far can the Pentagon go to defend its own networks? And what kind of relationship will the command have to the National Security Agency? 

The NSA has the skills and authority to encrypt military secrets and break enemy codes, but its involvement in the controversy over warrantless wiretapping several years ago has raised concerns about any role it will play in a cyber command. 

Resolving questions about the command's mission are central not only to the effort to defend military networks, which come under assault millions of times a day, but to establishing the Pentagon's cyber strategy as the United States enters an era in which any major conflict will almost certainly involve an element of cyberwarfare. 

"I don't think there's any dispute about the need for Cyber Command," said Paul B. Kurtz, a cybersecurity expert who served in the George W. Bush and Clinton administrations. "We need to do better defending DOD networks and more clearly think through what we're going to do offensively in cyberspace. But the question is how does that all mesh with existing organizations and authorities? The devil really is in the details." 

Officials said the initial operating plan for a cyber command is straightforward: to merge the Pentagon's defensive unit, Joint Task Force-Global Network Operations, with its offensive outfit, the Joint Functional Command Component-Network Warfare, at Fort Meade, home to the NSA. The new command, which would include about 500 staffers, would leverage the NSA's technical capabilities but fall under the Pentagon's Strategic Command. 

The plan also calls for beefing up "intelligence sensing," or the blocking of malicious software and codes entering military networks, officials said.

What level of defense?

But the plan becomes more complicated as policymakers assess how aggressive to be in their defense of military networks. 

Data move at the speed of light along channels owned by commercial carriers, entering government networks at "gateways," or at the perimeter. Technology exists to detect malware at the gateways and in the commercial networks, but the ability to use that technology has given rise to policy questions. 

One senior defense official said officials are trying to figure out, for instance, to what extent it is legal and desirable to remove malware outside the gateways as it heads to military networks.

"What can you do at the perimeter?" he said. "What can you do outside the perimeter? We haven't had resolution on that." 

Privacy advocates are sensitive to government monitoring of communications networks at or just outside the gateways, particularly if the effort involves private Internet carriers, out of concern that purely private, non-government communications could be monitored. But defense officials said they are not contemplating the involvement of private firms. 

The Pentagon is working with the Justice Department, the Department of Homeland Security, the White House and other agencies to ensure its efforts are legal and synchronized within a national cyber-policy framework, officials said. Congressional buy-in is important, they said. So far congressional staff have been briefed three times, and the Pentagon hopes to brief lawmakers this month. 

Officials said members of the Senate Armed Services Committee will hold the confirmation hearing for a new director once staff are satisfied they understand the command's purpose and operating plan. 

"Our goal here is to better protect our forces," said Deputy Assistant Secretary of Defense Robert J. Butler. "If someone can intrude inside the network, it could impair our ability to communicate and operate." 

President Obama has nominated the director of the NSA, Lt. Gen. Keith B. Alexander, to head the command. Alexander, who would become a four-star general, must be confirmed in that position before the command can launch at "initial operating capability." It is scheduled to become fully operational by Oct. 1. 

Sen. Bill Nelson (D-Fla.), chairman of the Armed Services emerging threats subcommittee, said that though there are "some policy questions" to be answered, he was confident Alexander would be confirmed. 

Nonetheless, the NSA's involvement, given the past controversy, has raised questions of oversight. 

"How do we make sure that if the National Security Agency is involved, that we don't have a problem with people seeing other people's information?" the defense official said, describing one congressional concern. "We've made it very clear. No information will be shared other than to support what we need to defend the networks -- the defense military information networks. The rest of that information, NSA is bound by legal rules" to protect Americans' privacy. 

Defining 'defense'

NSA Deputy Director Chris Inglis said in a recent interview that "90 percent" of the command's focus will be on defensive measures because "that's where we are way behind." 

"If we led with attack, people would say, 'That's just nuts. That's completely irrational,' " he said. "You've got to be about the defense." 

Other intelligence experts, however, said that the term "defense" is malleable. They argue that the government is spending a significant amount of money on classified cyber programs to develop offensive capabilities. 

Beyond a cyber command, the Pentagon is grappling with a dizzying array of policy and doctrinal questions involving cyber warfare. 

Who should authorize a cyber attack on an adversary that might be capable of undermining the United States' financial system or energy infrastructure? What degree of certainty is needed about an alleged attacker before authorizing a response? When does an effort to defend a U.S. military network cross the line into an offensive action? 

Many of these questions will be answered down the road, after the command is launched, and perhaps some won't be answered for years, defense officials said. 

Still, such issues are important ones, said one official familiar with the Pentagon's plans, who was not authorized to speak for the record. "The rules can vary dramatically depending upon under what authority you're doing something," he said. "An offensive action is not a decision that can be taken very lightly. It is an extraordinary action because of the consequences that could result for either DOD or the intelligence community or critical U.S. industries."
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Preparing For A Cyber Attack

By Kenneth G. Brill, Forbes, Nov 19 
How did the blackout in Brazil and Paraguay really happen?

On Nov. 11, a power failure blacked out much of Brazil and Paraguay, affecting as many as 60 million people. It's still unclear how the blackout happened, but it occurred just two days after CBS' 60 Minutes reported that several previous Brazilian power failures were caused by computer hackers. Coincidence? Perhaps.
For several years there have been underground rumors of organized criminals attempting to extort money in exchange for not turning off power grids. The capability to do this exists as the electronic security of girds in the U.S. and around the world is extremely weak. This is asymmetrical warfare--the resources and effort required to inflict damage is minimal compared to the devastation caused. And, it is very difficult to prove what really happened or to definitively identify the source of the attack. These are perfect conditions for organized crime, nation states and terrorists. 

The National Academy of Science has published two major studies--find them here and here--on cyberspace security, or more appropriately, our lack of it. The contents of these dense, authoritative research reports should shock us into immediate action. The opening paragraph says: "The United States faces real risks that adversaries will exploit vulnerabilities in the nation's critical information systems, thereby causing considerable suffering and damage." 

I recently attended a conference in which the speaker reported that IT spending for security is way, way up. The increased spending, however, has mainly gone into Sarbanes-Oxley process compliance. In actual practice, spending on defenses against real cyber attacks has actually gone down over the last several years. 

So, what does an unexplained massive power failure in Brazil, the 2007 and 2009 National Academy Cyberspace research reports, and a report of IT becoming increasingly preoccupied with SarBox compliance as a substitute for real cyber protection mean to IT, senior business executives and politicians? 

At a minimum, senior-level executives should be calling their corresponding equals at their electric utility provider and grilling them on the physical and logical security of the utility's generation, transmission and distribution control systems. The government quietly started this process several years ago, and calls from major customers will greatly accelerate the process of rapidly tightening control-system security. 
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Prioritizing U.S. Cybersecurity 

From Council on Foreign Relations, 28 Dec 2009

Interviewee:  James A. Lewis, Director, Technology and Public Policy Program, Center for Strategic and International Studies 

Interviewer:  Greg Bruno, Staff Writer, CFR.org 

December 28, 2009

Revelations that militants in Iraq and Afghanistan used off-the-shelf technology to intercept live Predator drone feeds from the U.S. military have spurred new debate on U.S. dominance of information technology in warfare. James Lewis, a cybersecurity analyst at the Center for Strategic and International Studies in Washington, says the incident also illustrates the U.S. tendency to underestimate its adversaries in the information battle space. Lewis says individual agencies in the Obama administration have made strides in securing data streams, but collectively, the government has been slow in devoting resources and manpower to the cybersecurity fight. The December 22 appointment of a cybersecurity coordinator could speed innovation, but Lewis says the tasks ahead--from increasing domestic security to expanding international cooperation--are massive.

Militants in Iraq and Afghanistan have used off-the-shelf technology to intercept live Predator drone feeds from the U.S. military. Talk about this breach, and whether we should view it as surprising.

The thing that really bothered me the most in that story, the Wall Street Journal story, was [the suggestion that] we assumed our opponents would not be sophisticated enough to take advantage of this. We've made that mistake so many times. We have some very sophisticated opponents, and the way this technology works is it's designed for consumers. And so, what you can buy on the open market is pretty darn good.

So it doesn't sound like you are that surprised by it? 

No. People have known about [the potential vulnerability in the drones' communication systems] since Bosnia. When I saw it, I immediately thought, "This is what we do for satellites." People probably thought, on the ground, that no one can take over the [Unmanned Aerial Vehicles], and they won't be sophisticated enough to intercept the downlink. The good news is that we learned our lesson now and not against a more sophisticated opponent. You can assume that if the insurgents were listening in off their laptops, other people were listening in as well.

When you say this is what we do for satellites, what do you mean? 

The requirement [for military satellites] is you have to encrypt the uplink, which is [called] a command link. If you want to send instructions to the satellite--turn left, turn right--it has to be encrypted. [With] the downlink, you can see why people didn't pay attention. [Due to high costs and technology challenges, some downlinks between drones and the ground were not encrypted, allowing for militants to tap into the feeds]. It's a little more expensive, it's a little more complicated. So they went with the ease of operation, and we've found out the hard way that may not have been a good idea

If you assume that your opponents are too dumb to exploit the vulnerability, you'll eventually pay for it.

I've read reports that pretty much any aerial surveillance the U.S. military uses is vulnerable to this type of hacking. How serious are these vulnerabilities? 

It's not really even hacking, because these people just bought the program. [In the example detailed by the Wall Street Journal, the publicly available software was called Skygrabber]. Hacking means that they would have had to get in and break into something. It was easier than that. I'm not as worried about it in one sense, because this doesn't let you control the drones. It's not like some insurgent is going to take control of the drone or make it do something wrong. What is worrisome, though, is we didn't change our thinking from the way we used to think about this stuff, to the way we need to think about it now in a very different technological environment. If you assume that your opponents are too dumb to exploit the vulnerability, you'll eventually pay for it.

Is it just a matter of time before militants or state actors are able to find a way to take control and maneuver these unmanned systems? 

That's probably more than the insurgents could do. But it's not more than the Russians, the Chinese, or other countries could do. So it is something we have to put attention to. There's been a lot of effort put into encrypting the command signals so it wouldn't be an easy target. But this is a good lesson, in that we might want to not assume that our opponents won't be able to do something.

[In terms of taking control of a drone], that's sort of a holy grail for people. We don't have to worry about that one so much. But we do have to worry about the fact that you might be seeing the data that gave you an advantage [falling into enemy hands], so your advantage turns out to be zero. Or they might be able to tweak the data so you make the wrong decision, and then your advantage is in the negative category. That's what we're going to see in any future conflict. And the fact that some fellow who didn't have a huge research facility was able to do it should tell us, "Don't underestimate our opponents."

Last year you helped author a report (PDF) that suggested a number of fixes President Obama should take to strengthen U.S. cybersecurity. How has the president done during his first year? 

Well, it is not a priority for the White House. That's upset some people. But they have done some good stuff. The good stuff that's been happening is at the agencies, not necessarily at the White House. The Department of Homeland Security [DHS] has started to rework their strategies, they've started to reorganize themselves, they've started to try and hire people to fill the gaps. So DHS is doing some good stuff. We all know about [the Pentagon's] Cyber Command reorganizing and merging the defensive and offensive side. It's a big improvement. The Department of State is doing a little bit. They are still disorganized, but we've started to think about an international strategy, and the Obama administration coming in and saying, "We want to engage with people, we want to talk to the Russians and others," is a positive sign. Overall, a lot of enthusiasm and a lot of effort, but not a lot of coordination.

The Pentagon's Cyber Command has gotten off to a rather slow start, and its creation comes amid a somewhat failed effort by the Air Force to assume control of the cybersecurity issue. Given what we know about Unmanned Aerial Vehicle vulnerabilities, isn't a swifter military response in order? 

There is this recognition that you have to think about what are the rules for conflict, or for competition, in cyberspace between states.

There are some hard issues to work through. You've got Cyber Command out of the National Security Agency, which makes sense; they're the only people that have the capabilities. But you've got a question about the different legal authorities. You have intelligence authorities, Title 50, and you have military authorities, Title 10. Well, what does the commander of Cyber Command do? Does he get to pick and choose between them? You need some way to say, "This kind of thing is military, you have to use the military decision chain," versus, "this kind of thing is intelligence, you have to use the intelligence decision chain." I'm not sure they've worked through all of that. One of the things to bear in mind is we have an additional set of hoops that some of our opponents don't have. We have a Constitution. And so we have to think, 'How does this fit constitutionally?'

The New York Times recently reported that the United States and Russia are talking through a UN framework for some kind of international treaty on cyberwarfare. How close is such a treaty? 

We are pretty far from agreement. The current play is the United States wants the Russians to cooperate in cybercrime, arresting their hackers. And that's a good idea, because Russia's been a sanctuary. The Russians want the United States to agree to constrain Cyber Command. And so, the two sides are still pretty far apart. What's different is that the Bush administration wouldn't talk about this at all, and now we see the Obama administration is willing to talk about it. There is this recognition that you have to think about what are the rules for conflict, or for competition, in cyberspace between states.

Moscow is asking the Pentagon to constrain its Cyber Command? How so?

When the Air Force widely announced [in 2006] that they were going to be cyberwarriors who would dominate cyberspace, it scared a lot of other countries. And you have to put that in the context of Iraq. It sounds funny, but that's how other people thought about it, like, "Hey, we saw you guys invade Iraq, how do we know you guys aren't going to invade cyberspace?" I actually heard that from an ambassador of a developing country at the UN. And so, the Russians wrote an arms control treaty that basically tries to tie the United States into knots. This is classic arms control stuff. They hear we're developing a weapon, they write a treaty that would constrain that weapon. Where we failed is we didn't come back with a counter proposal. That's where the ball is.

Finally, let's talk about a different type of cyberwarfare. Just a couple of days ago, a group calling itself the "Iranian Cyber Army" took down Twitter for a few hours, redirecting users to a page with an anti-American message. Was it directed by Tehran?

Hacking is politics by another means; we're just going to have to get used this. This is going to be part of politics in the future. They are going to be platforms for getting your message, out and they're going to be targets. That said, I don't think this was the Iranian government. It probably was an effort by well-meaning amateurs, at least well-meaning from Tehran's point of view.
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U.S. Cyber Command-Too Little, but Not Too Late 

National Security Policy, Nov 13

Recent years have seen a huge increase in crime, infiltrations, and espionage conducted in cyberspace. Several large U.S. companies have been infiltrated and it is thought that cyber spies “steal $40 billion to $50 billion in intellectual property from U.S. organizations each year, according to U.S. intelligence agency estimates.” Just this week, the FBI busted a cyber ring that stole $9 million from over 2,000 ATMs around the world. The U.S. government has also had problems with cyber espionage. In 2007 alone, the Departments of Defense, Commerce, State, Energy, and NASA were all compromised and terabytes of information were stolen. Earlier this year the F-35 program was compromised. There is also an elevated threat of cyber attacks is because the only difference between cyber espionage and cyber attack is the intent of the hacker. Mike McConnell, a former Director of National Intelligence, stated recently that he thinks cyber attacks already have the capability of taking down the U.S. power grid.
Last month, the new U.S. Cyber Command was created underneath Strategic Command. The head of the National Security Agency, General Keith Alexander, has been put in charge of the new Cybercomm which is responsible for offensive and defensive cyber security. However, the new system protects only parts of the federal government, let alone civilian and private-sector infrastructure. President Obama, when announcing the new Cyber Command, remarked that the military cannot monitor the civilian Internet, but can only defend itself. One commentator remarked that is “like telling the military if there’s another 9/11 to protect the Pentagon but not the World Trade Center.” The Department of Homeland Security is supposed to defend the private-sector, but DHS does not have anywhere near the capability that the military has. Many civilian agencies, state and local governments, the White House, Congress, contractors, and businesses also need help securing sensitive information. Private businesses, including contractors, have been a huge target for cyber espionage and if the U.S. does not want to lose its technological advantage then private companies need to be protected as well.
The military, which includes the NSA, clearly has better capabilities than DHS. They would likely do the best job of defending the country in cyber space. However, many Americans are wary of the NSA and its history of domestic espionage, but where is the line between foreign and domestic in cyberspace? The U.S. would just create duplication and wasteful spending by creating separate cyber defenses. Americans need to adjust their expectation of “reasonable privacy” to permit the military operate in “domestic” and “civilian” cyberspace in order to prevent catastrophic harm. The divide between foreign and domestic intelligence contributed to the intelligence failure of 9/11. Such a divide would be huge in cyberspace where everything happens much faster. The U.S. needs to come up with a coherent cyber defense plan or it will remain extremely vulnerable to cyber attacks and espionage. 
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Why the U.S. Won't Pull a Brazil—Yet

By Shane Harris , Politics, Nov 19 
When "60 Minutes" reported that computer hackers had shut off the lights in some Brazilian cities, it raised the obvious question of who was behind the alleged attack. The answers aren't clear, but it is clear that many countries are developing the capabilities to attack their adversaries in cyberspace and to do massive damage to critical infrastructures like the electrical grid. The United States already has those capabilities. 
In the current issue of National Journal, I tell the story of how the National Security Agency and the U.S. military in Iraq were able to use cyber attacks to penetrate the communications networks of insurgents and foreign fighters. It was a surgical strike, aimed at a discrete target. But it raises an obvious question: Would the United States ever use a more devastating weapon, perhaps shutting off the lights in an adversary nation? The answer is, almost certainly no, not unless America were attacked first. 

To understand why, forget about the cyber dimension for a moment. Imagine that some foreign military had flown over a power substation and Brazil and dropped a bomb on it, depriving electricity to millions of people, as well as the places they work, the hospitals they visit, and the transportation they use. If there were no official armed conflict between Brazil and its attacker, the bombing would be illegal under international law. That's a pretty basic test. But even if there were a declared war, or a recognized state of hostilities, knocking out vital electricity to millions of citizens--who presumably are not soldiers in the fight--would fail a number of other basic requirements of the laws of armed conflict. For starters, it could be considered disproportionate, particularly if Brazil hadn't launched any similar sized offensive on its adversary. Shutting off electricity to whole cities can effectively paralyze them. And the bombing would clearly target non-combatants. The government uses electricity, yes, but so does the entire civilian population. 
Now add the cyber dimension. If the effect of a hacker taking down the power grid is the same as a bomber--that is, knocking out electrical power--then the same rules apply. That essentially was the conclusion of a National Academies of Sciences report in April. The authors write, "During acknowledged armed conflict (notably when kinetic and other means are also being used against the same target nation), cyber attack is governed by all the standard law of armed conflict. ...If the effects of a kinetic attack are such that the attack would be ruled out on such grounds, a cyber attack that would cause similar effects would also be ruled out." 
The United States has never argued that the laws of armed conflict don't apply in cyberspace. Indeed, the military has operated under the assumption--based on experience--that cyber weapons can be so devastating that they must be used sparingly. According to a report in The Guardian, military planners refrained from launching a broad cyber attack against Serbia during the Kosovo conflict for fear of committing war crimes. The Pentagon theoretically had the power to "bring Serbia's financial systems to a halt" and to go after the personal accounts of Slobodan Milosevic, the newspaper reported. But when the NATO-led bombing campaign was in full force, the Defense Department's general counsel issued guidance on cyber war that said the law of (traditional) war applied. 
The military ran into this same dilemma four years later, during preparations to invade Iraq in 2003. Planners considered whether to launch a massive attack on the Iraqi financial system in advance of the conventional strike. But they stopped short when they realized that the same networks used by Iraqi banks were also used by banks in France. Releasing a vicious computer virus into the system could potentially harm America's allies. Some planners also worried that the contagion could spread to the United States. It could have been the cyber equivalent of nuclear fallout. 
The reported conclusions of Pentagon lawyers and planners find echoes in the Academies report: "The fact that an attack is carried out through the use of cyber weapons rather than kinetic weapons is far less significant than the effects that result from such use." That's the critical question facing the United States military as it stands up a new Cyber Command: What real world effect would hacking a power grid have? What disruption to civilian life would corrupting a bank's databases cause? The United States has apparently concluded that the repercussions would be profound, widespread, and unjust. 
A year and a half ago, I asked the head of counterintelligence for the United States, Joel Brenner, what kinds of cyber attacks would qualify as acts of war. He'd clearly given the question some thought. If another nation took out a piece of our power grid, that would qualify, he said. No different than if they'd attacked it with explosives.  
In May, the current director of the National Security Agency, Lt. Gen. Keith Alexander, told a congressional panel that cyber attacks in Estonia and Georgia a few years ago, which knocked out public communications and disrupted banking, got close to the definition of cyber war. Alexander didn't say whether the United States would ever engage in such attacks. But it's hard to believe that he would think that's a good idea. Not unless we'd been attacked first, and in similar fashion. And if that had happened, the escalation from cyber war into real world war would be swift and devastating. 
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New IDF unit to fight enemies on Facebook, Twitter  

By Anshel Pfeffer and Gili Izikovich, Haaretz

The Israel Defense Forces Spokesman's Office is to begin drafting computer experts with an eye toward establishing an Internet and new media department unit, Army Spokesman Brig. Gen. Avi Benayahu said Monday.

Speaking at the Eilat Journalists Conference, Benayahu said the new department would focus on the Internet's social media networks mainly to reach an international audience directly rather than through the regular media.

The new unit, as well as an initiative by the Information and Diaspora Ministry to train people to represent Israel independently on the Internet and in other arenas, were presented Monday at the conference during a panel discussion on Israeli public relations abroad.

Responding to criticism of Israel's ability to face hostile entities on the Web, Benayahu said the new program would be able to deal with the problem. He said that from each group drafted to the Army Spokesman's Office, between eight to 10 young people who are experts in Web 2.0 - YouTube, Facebook and Twitter - to be identified before induction, would be assigned to the new department. The new recruits would be put to work in the new media unit after undergoing a general Army Spokesman's Unit training course.  Benayahu told Haaretz the new program would be up and running in a few months.

The Army Spokesman's Office began working in this area more than a year ago.

During Operation Cast Lead it put up YouTube videos of attacks on targets in the Gaza Strip, to illustrate the care the IDF takes to avoid hitting civilians. One such clip showed how the pilot of an IDF helicopter diverted a missile that had been fired at a target when it was realized civilians had entered the target area.

The head of communications at the Army Spokesman's office, Col. Ofer Kol, said they wanted to reach "mainly an international audience that is less exposed to operational processes. Foreign media do more 'zooming-in' and so it's important to us to show the totality of IDF actions without a filter."

The IDF YouTube account got millions of hits during Operation Cast Lead, which led to the decision to expand activity at the site and other social network Web sites. The IDF hopes to show other sides of the army less familiar to the world, such as women's service.

The Spokesman's Office has also contacted bloggers who are known as opinion-makers and sent them information and pictures directly.
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Information Operations Primer (AY10 Edition, Nov 09) 

This document provides an overview of Department of Defense (DOD) Information Operations (IO) doctrine and organizations at the joint and individual service levels. It begins with an overview of Information Operations. It then examines the critical concept of information superiority presented in Joint Vision 2020. Current IO Doctrine at the joint and service levels are then summarized. Relevant organizations dedicated to the IO are identified along with their respective missions and capabilities. Finally, the document concludes with an overview of Information Operations Conditions (INFOCONS) and an IO specific glossary.

This is a document prepared primarily for use by the staff, faculty, and students of the U.S. Army War College. Wherever possible, internet web sites have been given to provide access to additional and more up-to-date information. The book is intentionally UNCLASSIFIED so that the material can easily be referenced during course work, while engaged in exercises, and later in subsequent assignments.

U.S. Government (USG) agencies and organizations may reprint this document, or portions of it, without further permission from the U.S. Army War College. Further, USG agencies and organizations may post this document wholly, or in part, to their official approved websites. Non-DOD individual or organization requests to reprint will be handled on a case-by-case basis.
Download link: Information Operations Primer AY10.pdf      
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Should the U.S. Destroy Jihadist Websites? 

By Mark Thompson, Time, Dec. 23, 2009   

The Internet has played a key role in radicalizing a number of key players in alleged terror plots this year. From Fort Hood accused shooter Nidal Hasan to the five young Americans detained in Pakistan this month allegedly en route to fight U.S. forces in Afghanistan, authorities claim the suspects needed no face-to-face contact with jihadist recruiters. Instead, the Internet is serving as an electronic funnel for extremists to infuse U.S.-based Muslims with a justification for jihad.

But wait a minute. The U.S. military invented the Internet 40 years ago. Why can't it simply hunt down and destroy the web sites that inspire murderous fanatics? While the Saudi government estimates there are 17,000 such websites, most experts say that only around a half-dozen of these generate original material. "Most jihad cyber domains initiate very little, if any, original discussion, primarily reposting material from popular jihad forums," said a report earlier this month from MEMRI, the Middle East Media Research Institute, an organization that monitors and translates much jihadist material. "Hence, disabling the few prominent domains could seriously cripple Islamists' ability to conduct mass online discussions, and could also hamper the rapid spread of jihad material in cyberspace." 

The topic is now the subject of increasing debate. On one side are military theorists such as John Arquilla of the Naval Post Graduate School in Monterey, California, who believe that driving militant Islamists off the web would destroy their ability to carry out jihad. But scholars such as Chris Boucek, of the Carnegie Endowment for International Peace, maintain that defeating online jihad won't happen by shutting down websites — they say the best antidote to jihadist websites is countering their arguments for killing with better-reasoned Islamic logic. 

Last week the House Armed Services Committee held a hearing into the topic just as Arquilla was arguing in a post on Foreign Affairs magazine's website that the time had come to view al-Qaeda's cyberspace as a battlefield. "Instead of thinking of cyberspace principally as a place to gather intelligence, we need to elevate it to the status of 'battlespace,'" he argued. "This means that we either want to exploit terrorists' use of the Web and Net unbeknownst to them, or we want to drive them from it." Arquilla tells TIME that al-Qaeda doesn't "put people on planes anymore because they know we're good at spotting them, and if we take away cyberspace we would achieve a crippling effect on the global terror network." 

(Read "The Chicago Suspect: Are Pakistani Jihadis Going Global?")

But Arquilla's logic doesn't add up, counters Evan Kohlmann of the non-profit NEFA Foundation, created following 9/11 to track Islamic terrorism. Shutting down jihadist web sites "would be like firing cruise missiles at our own spy satellites," he argues, referring to the intelligence the U.S. and its allies glean from such sites. Besides, it can't be done. "If you shut down one of their websites today, they have a complete copy elsewhere and can put it up on a new server and have it up tomorrow," Kohlmann says. Such websites are the only window the rest of the world has into al-Qaeda and other such groups. "If you start shutting down the websites," he adds, "it's like chopping up a jellyfish — you end up with lots of little pieces that are very difficult to monitor." Kohlmann believes that the websites are a treasure trove of valuable intelligence, most of which is being overlooked by the U.S. 

And there seems to be growing support for the view that instead of trying to blow up al-Qaeda's websites, it may make more sense to battle their ideology online with better arguments. "We're talking about a movement that's based on ideas and grievances, so we need to understand those ideas and grievances," Boucek says. "Failing to engage in debate on those issues means we're ceding all of that to them, and that makes no sense to me." 

At the recent House subcommittee hearing, Boucek lauded a Saudi program where government-funded religious scholars go online to assorted jihadi websites and debate what is and isn't permitted by Islam. "They try to show people that there's a different way than what they might be thinking," he told the panel. "This is basically saying, 'If you go online to look for answers about religion and you listen to these guys, you'll go off on the wrong track'." The Saudis, in their so-called Sakina campaign, then take these written chats and post them elsewhere. "There's a multiplying effect when they put this on their website for other people to read," Boucek said. "Also on their website are different documents and studies, recantation videos, things like that that explain extremism and radicalization." 

Boucek and other experts believe Washington should launch a a similar program with experts going onto jihadi websites and arguing with young Muslims over what the Koran allows. The approach shouldn't be heavy-handed and would probably be better handled by academics than by government officials. "You can't have the American military telling people what their religion allows," Boucek says. But someone, he adds, should be arguing the other side on these websites. "It's shocking to me that eight years into this conflict, we don't have a formal institution doing this."
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Insurgents Hack U.S. Drones 

$26 Software Is Used to Breach Key Weapons in Iraq; Iranian Backing Suspected

By Siobhan Gorman, Yochi J. Dreazen and August Cole, Wall Street Journal, 17 Dec 2009 

WASHINGTON -- Militants in Iraq have used $26 off-the-shelf software to intercept live video feeds from U.S. Predator drones, potentially providing them with information they need to evade or monitor U.S. military operations.

Senior defense and intelligence officials said Iranian-backed insurgents intercepted the video feeds by taking advantage of an unprotected communications link in some of the remotely flown planes' systems. Shiite fighters in Iraq used software programs such as SkyGrabber -- available for as little as $25.95 on the Internet -- to regularly capture drone video feeds, according to a person familiar with reports on the matter.

U.S. officials say there is no evidence that militants were able to take control of the drones or otherwise interfere with their flights. Still, the intercepts could give America's enemies battlefield advantages by removing the element of surprise from certain missions and making it easier for insurgents to determine which roads and buildings are under U.S. surveillance.

The drone intercepts mark the emergence of a shadow cyber war within the U.S.-led conflicts overseas. They also point to a potentially serious vulnerability in Washington's growing network of unmanned drones, which have become the American weapon of choice in both Afghanistan and Pakistan.

The Obama administration has come to rely heavily on the unmanned drones because they allow the U.S. to safely monitor and stalk insurgent targets in areas where sending American troops would be either politically untenable or too risky.

The stolen video feeds also indicate that U.S. adversaries continue to find simple ways of counteracting sophisticated American military technologies.

U.S. military personnel in Iraq discovered the problem late last year when they apprehended a Shiite militant whose laptop contained files of intercepted drone video feeds. In July, the U.S. military found pirated drone video feeds on other militant laptops, leading some officials to conclude that militant groups trained and funded by Iran were regularly intercepting feeds.

In the summer 2009 incident, the military found "days and days and hours and hours of proof" that the feeds were being intercepted and shared with multiple extremist groups, the person said. "It is part of their kit now."

A senior defense official said that James Clapper, the Pentagon's intelligence chief, assessed the Iraq intercepts at the direction of Defense Secretary Robert Gates and concluded they represented a shortcoming to the security of the drone network.

"There did appear to be a vulnerability," the defense official said. "There's been no harm done to troops or missions compromised as a result of it, but there's an issue that we can take care of and we're doing so."

Senior military and intelligence officials said the U.S. was working to encrypt all of its drone video feeds from Iraq, Afghanistan and Pakistan, but said it wasn't yet clear if the problem had been completely resolved.

Some of the most detailed evidence of intercepted feeds has been discovered in Iraq, but adversaries have also intercepted drone video feeds in Afghanistan, according to people briefed on the matter. These intercept techniques could be employed in other locations where the U.S. is using pilotless planes, such as Pakistan, Yemen and Somalia, they said.

The Pentagon is deploying record numbers of drones to Afghanistan as part of the Obama administration's troop surge there. Lt. Gen. David Deptula, who oversees the Air Force's unmanned aviation program, said some of the drones would employ a sophisticated new camera system called "Gorgon Stare," which allows a single aerial vehicle to transmit back at least 10 separate video feeds simultaneously.

Gen. Deptula, speaking to reporters Wednesday, said there were inherent risks to using drones since they are remotely controlled and need to send and receive video and other data over great distances. "Those kinds of things are subject to listening and exploitation," he said, adding the military was trying to solve the problems by better encrypting the drones' feeds.

The potential drone vulnerability lies in an unencrypted downlink between the unmanned craft and ground control. The U.S. government has known about the flaw since the U.S. campaign in Bosnia in the 1990s, current and former officials said. But the Pentagon assumed local adversaries wouldn't know how to exploit it, the officials said.

Last December, U.S. military personnel in Iraq discovered copies of Predator drone feeds on a laptop belonging to a Shiite militant, according to a person familiar with reports on the matter. "There was evidence this was not a one-time deal," this person said. The U.S. accuses Iran of providing weapons, money and training to Shiite fighters in Iraq, a charge that Tehran has long denied.

The militants use programs such as SkyGrabber, from Russian company SkySoftware. Andrew Solonikov, one of the software's developers, said he was unaware that his software could be used to intercept drone feeds. "It was developed to intercept music, photos, video, programs and other content that other users download from the Internet -- no military data or other commercial data, only free legal content," he said by email from Russia.

Journal Communitydiscuss“ Who were the lame engineers who came up with a system that runs without encryption? Even the graduates of the local high school programming courses know better than to leave to chance an important security hole. ”

— John Cierra Officials stepped up efforts to prevent insurgents from intercepting video feeds after the July incident. The difficulty, officials said, is that adding encryption to a network that is more than a decade old involves more than placing a new piece of equipment on individual drones. Instead, many components of the network linking the drones to their operators in the U.S., Afghanistan or Pakistan have to be upgraded to handle the changes. Additional concerns remain about the vulnerability of the communications signals to electronic jamming, though there's no evidence that has occurred, said people familiar with reports on the matter.

Predator drones are built by General Atomics Aeronautical Systems Inc. of San Diego. Some of its communications technology is proprietary, so widely used encryption systems aren't readily compatible, said people familiar with the matter.

In an email, a spokeswoman said that for security reasons, the company couldn't comment on "specific data link capabilities and limitations."

Fixing the security gap would have caused delays, according to current and former military officials. It would have added to the Predator's price. Some officials worried that adding encryption would make it harder to quickly share time-sensitive data within the U.S. military, and with allies.

"There's a balance between pragmatics and sophistication," said Mike Wynne, Air Force Secretary from 2005 to 2008.

The Air Force has staked its future on unmanned aerial vehicles. Drones account for 36% of the planes in the service's proposed 2010 budget.

Today, the Air Force is buying hundreds of Reaper drones, a newer model, whose video feeds could be intercepted in much the same way as with the Predators, according to people familiar with the matter. A Reaper costs between $10 million and $12 million each and is faster and better armed than the Predator. General Atomics expects the Air Force to buy as many as 375 Reapers.
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