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Background Note

The European Parliament's temporary committee on the ECHELON interception
system

Introduction

This note provides some basic information as regards the work of the temporary committee on the
ECHELON interception system', in particular regarding its mandate, findings and recommendations.
It is based mainly on the report of Gerhard Schmid on the existence of a global system for the
interception of private and commercial communications (ECHELON interception system,;
2001/2098(INT), in the following "the report"®) and the European Parliament resolution of 5
September 2001 on the existence of a global system for the interception of private and commercial
communications (ECHELON interception system, 2001/2098(INI), in the following "the resolution"”).

Background

The setting-up of the temporary committee was prompted by a series of reports of STOA* in which
the author Duncan Campbell claimed that all e-mail, telephone and fax communications in Europe
were routinely intercepted by the US National Security Agency (see pages 21- 22 of the report).

On 5 July 2000 the Parliament decided to set up a temporary committee on the ECHELON
interception system with the following mandate:

"~ to verify the existence of the communications interception system known as ECHELON, whose
operation is described in the STOA report published under the title "Development of surveillance
technology and risks of abuse of economic information";
- to assess the compatibility of such a system with Community law, in particular Article 286 of the EC
Treaty and Directives 95/46/EC and 97/66/EC, and with Article 6(2) of the EU Treaty, in the light of
the following questions:

- are the rights of European citizens protected against activities of secret services?

' The homepage of the temporary committee is available at:

http://www.europarl.europa.eu/comparl/tempcom/echelon/default.htm

* The report is available in then then 11 languages at:
http://www.europarl.europa.eu/comparl/tempcom/echelon/rrechelon en.htm

? The resolution is available in the then 11 languages at:
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P5-TA-2001-

0441+0+DOC+XML+V0//EN&language=EN

The resolution was approved by 367 in favour, 159 against and 34 abstentions.

4 Scientific and Technological Options Assessment: http://www.europarl.europa.eu/stoa/




- is encryption an adequate and sufficient protection to guarantee citizens' privacy or should
additional measures be taken and if so what kind of measures?
- how can the EU institutions be made better aware of the risks posed by these activities and
what measures can be taken?

- to ascertain whether European industry is put at risk by the global interception of communications,

- possibly, to make proposals for political and legislative initiatives;"

Results

In the resolution Parliament stated "on the basis of the information obtained by the Temporary
Committee, that the existence of a global system for intercepting communications, operating with the
participation of the United States, the United Kingdom, Canada, Australia and New Zealand under the
UKUSA Agreement, is no longer in doubt" (point 1).

No confirmation that "any communication" is intercepted could, however, be found. As stated by the
rapporteur in the debate in plenary:

"first of all, there is no intelligence system operated by the secret services of any one state by means of
which any communication in Europe can be intercepted. This allegation must be consigned to the
domain of creative journalism! [...]

The second point we are able to make, however, is that there is indeed an interception system, and
these are its characteristics: it operates globally and is run by an intelligence alliance comprising the
parties to the UKUSA Agreement, namely the United States, the United Kingdom, Canada, Australia
and New Zealand.[...]

Communications within Europe, therefore, are scarcely affected, but communications with African,
Arabic and Latin American countries most certainly are. We do not know exactly how much local
radio communication can be intercepted by embassies, but it is evident that this does not represent the
bulk of intelligence operations. By way of contrast to police surveillance operations, which always
target an individual or a clearly defined group of people, the system concerning us here intercepts
every communication to which it has access and feeds it into a computer search engine. On the basis
of a catalogue of search terms, the search engine selects those communications that are likely to be of
interest to the intelligence services. In other words, the system works like a vacuum cleaner and the
intelligence services operate the filter. In technical terms this is known as strategic communications
monitoring.

The search engine can identify telephone numbers, the voices of prime targets and the content of e-
mails and typed faxes. Given the present state of the art, these search engines will not be able to
interpret handwritten faxes and spoken messages in the foreseeable future, which means that these
forms of communication cannot be automatically processed by the intelligence services. In addition,
we have evidence that the system does indeed have the code name Echelon. [...]"

Recommendations
In the resolution 42 recommendations (see the annex to this note) are made covering the amendment

of international agreements on the protection of citizens and firms, national legislative measures to
protect citizens and firms, specific legal measures to combat industrial espionage, measures

5 http://www.europarl.europa.eu/comparl/tempcom/echelon/mandate en.htm




concerning the implementation of the law and the monitoring of that implementation, measures to
encourage self-protection by citizens and firms and other measures.

Follow-up

A further resolution ECHELON was adopted on 7 November 2002.° In this resolution, among others,
Parliament "regrets that the Council and the Commission have failed to react adequately to the
recommendations made by Parliament" (point 1).

Release of files related to the UKUSA Agreement

In 2010 the UKUSA agreement, seen as the basis of the cooperation among the US, the UK, Canada,
Australia and New Zealand for ECHELON (see letter A and point 1 of the resolution and part 5.4 of

the report), was for the first time acknowledged and published.’

The documents are available at http://www.nationalarchives.gov.uk/ukusa/

¢ Available at:
http://www.europarl.europa.eu/sides/eetDoc.do?pubRef=-//EP//TEXT+TA+P5-TA-2002-
0530+0+DOC+XML+V0//EN&language=EN

" http://www.theguardian.com/world/2010/jun/25/intelligence-deal-uk-us-released




ANNEX - Extract from the resolution with the recommendations

2. Calls on the Secretary-General of the Council of Europe to submit to the Ministerial Committee a proposal to protect private life, as
guaranteed in Article 8 of the ECHR, brought into line with modern communication and interception methods by means of an additional
protocol or, together with the provisions governing data protection, as part of a revision of the Convention on Data Protection, with the
proviso that this should neither undermine the level of legal protection established by the European Court of Human Rights nor reduce
the flexibility which is vital if future developments are to be taken into account;

3. Calls on the Member States - whose laws governing the interception capabilities of the secret services contain provisions on the
protection of privacy which are discriminatory - to provide all European citizens with the same legal guarantees concerning the
protection of privacy and the confidentiality of correspondence;

4. Calls on the Member States of the European Union to establish a European platform consisting of representatives of the national
bodies that are responsible for monitoring Member States" performance in complying with fundamental and citizens" rights in order to
scrutinise the consistency of national laws on the intelligence services with the ECHR and the EU Charter of Fundamental Rights, to
review the legal provisions guaranteeing postal and communications secrecy, and, in addition, to reach agreement on a recommendation
to the Member States on a Code of Conduct to be drawn up which guarantees all European citizens, throughout the territory of the
Member States, protection of privacy as defined in Article 7 of the Charter of Fundamental Rights of the European Union and which,
moreover, guarantees that the activities of intelligence services are carried out in a manner consistent with fundamental rights, in
keeping with the conditions set out in Chapter 8 of the report of the European Parliament's temporary committee, and in particular
Section 8.3.4.; emphasises the need to draw up joint standards which are better suited to the requirements of protecting the fundamental
rights of EU citizens and more stringent than those guaranteed by Article 8 of the ECHR;

5. Calls on the Member States to adopt the EU Charter of Fundamental Rights as a legally binding and enforceable act at the next
Intergovernmental Conference in order to raise the standard of protection for fundamental rights, particularly with regard to the
protection of privacy;

6. Calls on the member countries of the Council of Europe to adopt an additional protocol which enables the European Communities to
accede to the ECHR or to consider other measures designed to prevent disputes relating to case law arising between the European Court
of Human Rights and the Court of Justice of the European Communities;

7. Urges the EU institutions in the meantime to apply the fundamental rights enshrined in the ECHR and its protocols and in the Charter
within the scope of their respective powers and activities;

8. Calls on the UN Secretary-General to instruct the competent committee to put forward proposals designed to bring Article 17 of the
International Covenant on Civil and Political Rights, which guarantees the protection of privacy, into line with technical innovations;

9. Regards it as essential that an agreement should be negotiated and signed between the European Union and the United States
stipulating that each of the two parties should observe, vis-a-vis the other, the provisions governing the protection of the privacy of
citizens and the confidentiality of business communications applicable to its own citizens and firms;

10. Calls on the US to sign the Additional Protocol to the International Covenant on Civil and Political Rights, so that complaints by
individuals concerning breaches of the Covenant by the US can be submitted to the Human Rights Committee set up under the
Covenant; calls on the relevant American NGOs, in particular the ACLU (American Civil Liberties Union) and the EPIC (Electronic
Privacy Information Center), to exert pressure on the US Administration to that end;

National legislative measures to protect citizens and firms

11. Urges the Member States to review and if necessary to adapt their own legislation on the operations of the intelligence services to
ensure that it is consistent with fundamental rights as laid down in the ECHR and with the case law of the European Court of Human
Rights;

12. Calls on the Member States to endow themselves with binding instruments which afford natural and legal persons effective
protection against all forms of illegal interception of their communications;

13. Calls on the Member States to aspire to a common level of protection against intelligence operations and, to that end, to draw up a
Code of Conduct (as referred to in paragraph 4) based on the highest level of protection which exists in any Member State, since as a
rule it is citizens of other states, and hence also of other Member States, that are affected by the operations of foreign intelligence
services;

14. Calls on the Member States to negotiate with the US a Code of Conduct similar to that of the EU;



15. Calls on those Member States which have not yet done so to guarantee appropriate parliamentary and legal supervision of their
secret services;

16. Urges the Council and the Member States to establish as a matter of priority a system for the democratic monitoring and control of
the autonomous European intelligence capability and other joint and coordinated intelligence activities at European level; proposes that
the European Parliament should play an important role in this monitoring and control system;

17. Calls on the Member States to pool their communications interception resources with a view to enhancing the effectiveness of the
ESDP in the areas of intelligence-gathering and the fight against terrorism, nuclear proliferation or international drug trafficking, in
accordance with the provisions governing the protection of citizens" privacy and the confidentiality of business communications, and
subject to monitoring by the European Parliament, the Council and the Commission;

18. Calls on the Member States to conclude an agreement with third countries aimed at providing increased protection of privacy for EU
citizens, under which all contracting states give a commitment, where one contracting state intercepts communications in another
contracting state, to inform the latter of the planned actions;

Specific legal measures to combat industrial espionage

19. Calls on the Member States to consider to what extent industrial espionage and the payment of bribes as a way of securing contracts
can be combated by means of European and international legal provisions and, in particular, whether WTO rules could be adopted
which take account of the distortions of competition brought about by such practices, for example by rendering contracts obtained in this
way null and void; calls on the United States, Australia, New Zealand and Canada to join this initiative;

20. Calls on the Member States to undertake to incorporate in the EC Treaty a clause prohibiting industrial espionage and not to engage
in industrial espionage against one another, either directly or with the assistance of a foreign power which might carry out operations on
their territory, nor to allow a foreign power to conduct espionage operations from the soil of an EU Member State, thereby complying
with the letter and spirit of the EC Treaty;

21. Calls on the Member States to undertake by means of a clear and binding instrument not to engage in industrial espionage, thereby
signifying their compliance with the letter and spirit of the EC Treaty; calls on the Member States to transpose this binding principle into
their national legislation on intelligence services;

22. Calls on the Member States and the US Administration to start an open US-EU dialogue on economic intelligence-gathering;
Measures concerning the implementation of the law and the monitoring of that implementation

23. Calls on the national parliaments which have no parliamentary monitoring body responsible for scrutinising the activities of the
intelligence services to set up such a body;

24. Calls on the monitoring bodies responsible for scrutinising the activities of the secret services, when exercising their monitoring
powers, to attach great importance to the protection of privacy, regardless of whether the individuals concerned are their own nationals,
other EU nationals or third-country nationals;

25. Calls on the Member States to make sure that their intelligence systems are not misused for the purposes of gathering competitive
intelligence, an act at odds with the Member States" duty of loyal cooperation and with the concept of a common market based on free
competition;

26. Calls on Germany and the United Kingdom to make the authorisation of further communications interception operations by US
intelligence services on their territory conditional on their compliance with the ECHR, i.e. to stipulate that they should be consistent
with the principle of proportionality, that their legal basis should be accessible and that the implications for individuals should be
foreseeable, and to introduce corresponding, effective monitoring measures, since they are responsible for ensuring that intelligence
operations authorised or even merely tolerated on their territory respect human rights;

Measures to encourage self-protection by citizens and firms

27. Calls on the Commission and the Member States to inform their citizens and firms about the possibility that their international
communications may, under certain circumstances, be intercepted; insists that this information should be accompanied by practical
assistance in designing and implementing comprehensive protection measures, including the security of information technology;

28. Calls on the Commission, the Council and the Member States to develop and implement an effective and active policy for security in
the information society; insists that as part of this policy specific attention should be given to increasing the awareness of all users of
modern communication systems of the need to protect confidential information; furthermore, insists on the establishment of a Europe-



wide, coordinated network of agencies capable of providing practical assistance in designing and implementing comprehensive
protection strategies;

29. Urges the Commission and Member States to devise appropriate measures to promote, develop and manufacture European
encryption technology and software and above all to support projects aimed at developing user-friendly open-source encryption
software;

30. Calls on the Commission and Member States to promote software projects whose source text is made public (open-source software),
as this is the only way of guaranteeing that no backdoors are built into programmes;

31. Calls on the Commission to lay down a standard for the level of security of e-mail software packages, placing those packages whose
source code has not been made public in the "least reliable" category;

32. Calls on the European institutions and the public administrations of the Member States systematically to encrypt e-mails, so that
ultimately encryption becomes the norm;

33. Calls on the Community institutions and the public administrations of the Member States to provide training for their staff and make
their staff familiar with new encryption technologies and techniques by means of the necessary practical training and courses;

34. Calls for particular attention to be paid to the position of the applicant countries; urges that they should be given support, if their lack
of technological independence prevents them from implementing the requisite protective measures;

Other measures

35. Calls on firms to cooperate more closely with counter-espionage services, and particularly to inform them of attacks from outside for
the purposes of industrial espionage, in order to improve the services" efficiency;

36. Calls on the Commission to have a security analysis carried out which will show what needs to be protected, and to have a protection
strategy drawn up;

37. Calls on the Commission to update its encryption system in line with the latest developments, given that modernisation is urgently
needed, and calls on the budgetary authorities (the Council together with Parliament) to provide the necessary funding;

38. Proposes that its competent committee draw up an own-initiative report on security and the protection of secrecy in the European
institutions;

39. Calls on the Commission to ensure that data is protected in its own data-processing systems and to step up the protection of secrecy
in relation to documents not accessible to the public;

40. Calls on the Commission and the Member States to invest in new technologies in the field of decryption and encryption techniques
as part of the Sixth Research Framework Programme;

41. Urges states which have been placed at a disadvantage by distortions of competition resulting from state aid or the economic misuse
of espionage to inform the authorities and monitoring bodies of the state from which the activities were undertaken in order to put a stop
to the distorting activities;

42. Calls on the Commission to put forward a proposal to establish, in close cooperation with industry and the Member States, a Europe-
wide, coordinated network of advisory centres - in particular in those Member States where such centres do not yet exist - to deal with
issues relating to the security of the information held by firms, with the twin task of increasing awareness of the problem and providing
practical assistance;

43. Takes the view that an international congress on the protection of privacy against telecommunications surveillance should be held in
order to provide NGOs from Europe, the US and other countries with a forum for discussion of the cross-border and international
aspects of the problem and coordination of areas of activity and action;



