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VAULT 7

8761 documents & files

Exploits, Implants, TTPs

Most entries got in-depth coverage

Belonging to CIA’s Center for Cyber Intelligence 

(CCI)

Mainly dated 2013-2016

iOS, Android, OSx, Linux, Windows, 

Samsung Smart TVs, Routers, …

7 MARCH 2017

By press, security researchers, IC enthusiasts, 

…



EXCEPT FOR 1 …



PROTEGO

4 secret documents

Maintained between 2014-2015

Very different from other CCI/Vault 7 projects

And 37 related proprietary hardware/software 

manuals from Microchip Technology Inc. 

No clear indication why it was in the repos …

Wikileaks Claimed Purpose

“Raytheon-developed guided missile system 

installed on Pratt & Whitney aircraft”



SOMETHING’S NOT RIGHT …
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PROTEGO ARCHITECTURE (SIMPLIFIED)

Beacon Interface

AT Events

• Protego subsystem

• Deployment box

• Inter-MCU comms over 

serial

• Incoming GPS signals



SO FAR, SO GOOD RIGHT?

Missile CollarTube

THIS IS ALL CLEARLY MISSILE SYSTEMS TERMINOLOGY



BUT #1: PWA?

• P&W assertion seems based solely on PWA abbreviation

• P&W manufacture engines, not aircraft

• Doesn’t make sense for Protego’s MCUs to reside “on” the engine 

…



PWA = PRINTED 
WIRING 
ASSEMBLY

•PWA is a PCB after 
all electrical 
components are 
attached

•Makes sense that 
MCUs are referred to 
as residing “on” PWA



BUT #2: COMPLICATING TERMINOLOGY

NOT TYPICAL AIR-TO-SURFACE (ASM) / 
AIR-TO-AIR (AAM) MISSILE TERMINOLOGY …



ALTERNATIVE HYPOTHESISALTERNATIVE HYPOTHESIS



PROTEGO IS A MANPADS

‘SMART’ ARMS CONTROL SOLUTION

Man-portable air-defense systems (MANPADS) are portable surface-to-air 

missile systems eg. famous FIM-92 Stinger manufactured by Raytheon



LAUNCH TUBE

• Missiles typically delivered in discardable launch tube 
(includes sight assembly)

• Tubes can be reused but done at depot, not on 
battlefield

• Transported in dedicated case

* Images: FIM-92 Stinger via Stratfor



MISSILES

• IR seeker allows for ‘passive homing’ (fire & forget)**

• Guidance & control steer missile during chase

• Warhead goes boom

* Images: FIM-92 Stinger via C. Kogler/B.I.C.C. & 

US Marine Corps Warfighting Publications** note that there are also active homing ‘command guidance’ MANPADS



GRIPSTOCK

• Detachable gripstock with trigger & targeting electronics

• Talks to missile to unlock seeker, initiate target lock, trigger 
launch

• Connection to optional IFF transceiver

• BCU for power & cooling inserted into gripstock

* Images: FIM-92 Stinger via Stratfor, C. Kogler/B.I.C.C.



LAUNCH 
PROCEDURE

1. Attach gripstock & IFF to launch tube

2. Use sight to track aircraft

3. Get audio feedback from IFF on target status

4. Insert BCU

5. Get audio feedback from gripstock on target lock

6. Pull trigger to fire

* Images: US Marine Corps Warfighting 

Publications



PROTEGO OPERATIONAL CONDITIONS



GEO- & TIME-FENCING

* Image: mobgen.com



WHY WOULD THE CIA WANT THIS?



* Source: LA Times, RT, WSJ, FP



* Source: LA Times, RT, WSJ, FP



TIMBER SYCAMORE

• Program supposedly barred MANPADS …

• Other reports claim US-supplied MANPADS did 
make it into Syria

• Unclear whether PROTEGO was part of this or 
ever fielded



THE HARRY POTTER CONNECTION

* Source: https://harrypotter.fandom.com/

https://harrypotter.fandom.com/


TECHNICAL ANALYSIS



σ· = tracking signal

IB = In Border

EOM = End of Mission

AT = Anti-Tamper



SMART FENCE MECHANISM

Open switch = no signal from missile 
seeker to gripstock targeting system



MSS CLOSES SWITCH AFTER MESSAGE FROM MP VIA TSS

Encrypted 
channel requires 
presence of keys 

Message only 
sent after BCU 

inserted and 
geofence holds



KEY ERASURE

Beacon MP TSS

Out of  border  or  
End of  Miss ion 

Missing miss i le  
detected

AT or  low 
bat tery  event

Erase MP key

Erase pulse

Erase TSS key

Af t e r  e n t e r i n g  i n  
b o r d e r  o n c e

Erase pulse
Erase MP key



STATUS INDICATION LEDS

Operators need to know system is ‘good-to-go’ 
before running up to aircraft …
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Ver P1 CRC P1 Ver P2 CRC P2 Ver P3 CRC P3
Key
S/N

32-bit
Nonce Count
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Encrypted (128 bit)

• Sent over RS422 and internal serial bus between different MCUs

• For unencrypted messages, only Key S/N and control/CRC bytes are set



PROGRAMMING BOX <-> PROTEGO
RS422 Messages Msg Tx 

By
Msg Rx 

By

Ctrl Command P4 TS
S

P4 TS
S

0x00 Do nothing (ret Ver+CRC) X X X X

0x01 Request MSS Ver X X

0x02 Request MP Ver X X

0x03 Request TSS Ver X X

0x04 Set MP to Prog Mode X X

0x05 Set MP to Prog State X X

0x06 Set Beacon to Prog State X X

0x07 Stop Prog States (MP+Beacon) X X

0x08 Set to Factory Test Mode X X

0x09 Set to Storage Mode X X

0x0A Set to Tactical Mode X X

0x0B Turn Batteries On X X

0x0C Turn Batteries Off X X

Messages of Interest

Tube Smart Switch (MSS)

Processor

(P2)

Slave Processor (MP)

RS422 Interface

(P4)

RS422 Full-Duplex



PROTEGO INTERNAL
Serial Messages Msg Tx By Msg Rx By

Ctrl Command MP TSS MSS MP TSS MSS

0x00 Do nothing (ret Ver+CRC) X X X X X X

0x01 Set Audio Relay X X

0x02 AT or low battery detect X X

0x03 BCU inserted X X

0x04 BCU removed X X

0x05 Missile Missing X X

0x06 Set MP to Prog Mode X X

0x07 Set MP to Prog State X X

0x08 Set Beacon to Prog State X X

0x09 Stop Prog States (MP+Beacon) X X

0x0A Set to Factory Test Mode X X

0x0B Set to Storage Mode X X

0x0C Set to Tactical Mode X X

0x0D Turn Batteries On X X

0x0E Turn Batteries Off X X

0x0F Missile Detected X X

Operational
Messages

Master Processor (MP)

Collar

(P1)

Tube Smart Switch 

(MSS)

Processor

(P2)

Missile Smart Switch 

(MSS)

Processor

(P3)

Single Wire Serial

Single Wire Serial



SECURITY ANALYSIS



HYPOTHETICAL PROTEGO LIFECYCLE

1. Programmed with key material,
switched to storage mode

2. Shipped to (covert?) 
facility  in/near theater

3. Programming box configures
geo- & time fence,
enables tactical mode

4. Handover to 
“less-than-trusted” 3rd party

6. If mission period expires without use,
returned to facility

5. If stolen, rendered inoperable outside fence

7. Status check (LEDs), either put in
storage mode or reconfigure

8. If AT event detected,
raise alert

http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB11-MANPADS-use-control.pdf

http://www.smallarmssurvey.org/fileadmin/docs/G-Issue-briefs/SAS-IB11-MANPADS-use-control.pdf


CRYPTOGRAPHIC ARCHITECTURE

1. Keys are generated & written
into MP, TSS & MSS fw images

- One 128-bit key per MANPADs
- Identical for MP, TSS & MSS
- MSS never erased
- Suggests AES-128 in ECB mode

(since msg is 128-bit)
2. Programming box does not contain any keys,
possibly queries them from a backend?

3. Unclear how reconfiguration is done exactly,
but after key erasure still need to talk to PROTEGO.
Makes sense system falls back to global maintenance key.

MP TSS MSS

?

1 maintenance key embedded 
in fw images, identical for all 
PROTEGO instances
Never erased



Physical Tampering

Physical Tampering
Changing system state / configuration

Extracting / 
Modifying Keys

Modify / attack 
system logic

Attacking GPS

ATTACK SURFACE



PHYSICAL TAMPERING

Beacon Interface signals

Eg. Cause default-true evaluation

Smart Switch
Eg. Ensure it’s normally-closed



ANTI-TAMPER MEASURES

* https://siliconpr0n.org/wiki/doku.php?id=physical_protection, www.cellspare.com, www.chasecorp.com

Light/Temp/Pressure/Force SensorsMetal Shielding

Encapsulation Active Meshes

https://siliconpr0n.org/wiki/doku.php?id=physical_protection
http://www.cellspare.com/
http://www.masterbond.com/


ANTI-TAMPER MEASURES

• Many well-explored invasive techniques, also via backside*

• Keys stored in flash, not battery-backed SRAM

• Attacker who cuts write-enable line might prevent erasure

• Issues: Knowledge & capital intensive

• Also: there’s a warhead there…

* https://www.blackhat.com/docs/us-15/materials/us-15-Thomas-Advanced-IC-Reverse-Engineering-Techniques-In-Depth-Analysis-Of-A-Modern-Smart-Card.pdf, 

https://pacsec.jp/psj13/psj2013-day2_Dmitry_starbug_slides_PacSec.pdf

https://www.blackhat.com/docs/us-15/materials/us-15-Thomas-Advanced-IC-Reverse-Engineering-Techniques-In-Depth-Analysis-Of-A-Modern-Smart-Card.pdf
https://pacsec.jp/psj13/psj2013-day2_Dmitry_starbug_slides_PacSec.pdf


ANTI-TAMPER MEASURES

• Bigger issue: unencrypted seeker signals would mean 

tampered smart switch could render PROTEGO moot

• If seeker can get lock-on & fire signal from gripstock, it’s over

• Don’t know if this is the case

• Don’t know how hard tampering with that switch is



LOGICAL TAMPERING



LOGICAL TAMPERING

* Assuming box has access to keys and 
isn’t rapidly locked out from some 
backend during / after theft

Most approaches will likely require ‘sacrificing’ at least
1 MANPADs for research



EXTRACTING AND/OR MODIFYING

KEYS & FIRMWARE

Debugging Interfaces Side-Channel Analysis Invasive Attacks Software Bugs

These approaches might trigger AT
BUT: maintenance key is never erased!



DEBUGGING INTERFACES

In-Circuit Serial Programming (ICSP)

1. Master Clear (MCLR)

2. Power (Vdd)

3. Ground (Vss)

4. Data (PGD)

5. Clock (PGC)



ISSUE: MICROCHIP CODEGUARD

* http://ww1.microchip.com/downloads/en/DeviceDoc/70179B.pdf, http://cs-people.bu.edu/rmancuso/courses/cs454_654-sp19/material/docs/dsPIC33F.23%20-

%20CodeGuard%20Security.pdf

Read-out &
Write Protection

Configured via
Configuration Words (CW)

Violation triggers
Security Reset

http://ww1.microchip.com/downloads/en/DeviceDoc/70179B.pdf
http://cs-people.bu.edu/rmancuso/courses/cs454_654-sp19/material/docs/dsPIC33F.23 - CodeGuard Security.pdf


Key Nr.

Event Log

Key (128 bit)

Checksum(Key+Nr)

Flash 
(unused program memory)

Executable Flash 
(program memory)

1. Version Number
2. 16-bit image CRC calculated 

at startup

If checksum does not match, 
key will not be loaded

PROTEGO MCU MEMORY LAYOUT

Probably holds AT events that can 
be read out by programmer

No mention of firmware authentication

No mention of hardware root of trust or secure element

Nothing beyond CodeGuard



CODEGUARD DISCLAIMER



CODEGUARD BASIC

• Only support for General Segment Code & Write Protect

• No separate segments for bootloader or keys

• PIC18FXX2/XX8 suffered from ‘heart of darkness’* 

attack, unclear whether similar attack applies to

PIC24F

* https://www.openpcd.org/images/HID-iCLASS-

security.pdf

https://www.openpcd.org/images/HID-iCLASS-security.pdf


SIDE-CHANNEL ATTACKS
(SPA/DPA/CPA)

Source: Wikimedia

No hardware crypto, 
no SCA counter-

measures Probably no SW C-Ms in PROTEGO FW

Might affect power consumption adversely

Target maintenance key, extract & apply 
to different MANPADS



INVASIVE ATTACKS

* http://siliconexposed.blogspot.com/2011/03/microchip-pic12f683-teardown.html, https://www.bunniestudios.com/blog/?page_id=40, http://www.unlock-

ic.com/

http://siliconexposed.blogspot.com/2011/03/microchip-pic12f683-teardown.html
https://www.bunniestudios.com/blog/?page_id=40
http://www.unlock-ic.com/


• Memory corruption or State machine logic bugs

• Exploit a vuln to send a smart switch close command or exfiltrate keys

• Issue #1: tiny attack surface exposure over programming interface

• Issue #2: full-blackbox VR & XD is hellish, need firmware extraction

SOFTWARE VULNERABILITIES



ATTACKING GPS

PROTEGO core security decision based on 

GPS-derived info (location & time)



GPS 101

Band Freq. Description

L1 1575.42 
MHz

Coarse acquisition (C/A) & encrypted precision (P(Y)) codes
Civilian (L1C) & Military (M) codes on future block III 

satellites

L2 1227.60 
MHz

P(Y) code, L2C & military codes on Block IIR-M and newer

L3 1381.05 
MHz

Nuclear detonation detection (NUDET)

L4 1379.91
3 MHz

Studied for ionospheric correction

L5 1176.45 
MHz

Proposed civilian Safety-of-Life (SoL) signal

• Global Navigation Satellite System (GNSS)

GPS, GLONASS, Galileo, Beidou

• PROTEGO probably uses plain C/A codes from civilian signal



GPS JAMMING

• If GPS is unavailable: MANPADS won’t fire.
• If GPS is unavailable: Possibly no key erasure

• Naïve approach: overpowering noise on L1 & L2 bands

• Jamming might be detected (signal anomalies)
• And corrected for (multi-src correlation, noise filtering)
• Or trigger key erasure



GPS JAMMING

• Smarter approach: 
combine jammer with GNSS info

• Trigger short & sparse bursts aligned with specific msg portions

* Effects of GNSS jammers and potential mitigation 

approaches - H. Kuusniemi

A look at the threat of systematic jamming of GNSS 
- J. Curran et al.



• GPS is unauthenticated, weak signal

• Allows for signal replay / forging

• Commercial / SDR solutions have made this pretty accessible

• Collect in-fence signal, move MANPADS in Faraday cage, replay 

loop

GPS SPOOFING

* Another Place, Another Time - S. Gerling

Time and Position Spoofing with Open Source Projects - K. Wang et al.

Targeted GPS spoofing - B. Hermans et al.

https://www.gpsworld.com/defensesecurity-surveillanceassessing-spoofing-threat-3171/

https://github.com/osqzss/gps-sdr-sim

https://www.gpsworld.com/defensesecurity-surveillanceassessing-spoofing-threat-3171/
https://github.com/osqzss/gps-sdr-sim


• Counter-Measures:

anomaly detection: signal strength, latency, loss of lock, etc.

multi-source correlation

internal reference clock

etc.

• Issue: active counter-measures drain power, not likely in PROTEGO

• Carry-off attack: carefully align spoofed signal, gradually increase power 

and take over while avoiding loss of lock or triggering CMs

GPS SPOOFING



CONCLUSION



SIMILAR SYSTEMS = SIMILAR ATTACKS

• Theft prevention (eg. Armored trucks)

• Ankle monitors

• Smart guns

• UAV area denial

• Autonomous driving 

• Employee monitoring

• Livestock management 

(cyberpunk cattle rustlers?)



IS THIS STUFF ATTACKED IN PRACTICE?

Yes, especially through GPS jamming

* https://publicintelligence.net/fbi-cargo-thieves-gps-jammers/

https://publicintelligence.net/fbi-cargo-thieves-gps-jammers/


CONCLUSION
• PROTEGO: Not a GPS-guided aircraft assassination module

• But likely MANPADS geofencing for covert arms supply

• Unclear where, when or if ever fielded. TIMBER SYCAMORE?

• Utilizes COTS technology in similar fashion to commercial systems

A geofence is a geofence

• Possible Achilles heels:
• Unencrypted seeker signals?

• Lack of secure boot & firmware authentication

• Global maintenance key

• Reliance on civilian GPS without clear EW counter-measures
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