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VAULT 7

8761 documents & files

Exploits, Implants, TTPs

Most entries got in-depth coverage

Belonging to CIAôs Center for Cyber Intelligence 

(CCI)

Mainly dated 2013-2016

iOS, Android, OSx, Linux, Windows, 

Samsung Smart TVs, Routers, é

7 MARCH 2017

By press, security researchers, IC enthusiasts, 

é



EXCEPT FOR 1 é



PROTEGO

4 secret documents

Maintained between 2014-2015

Very different from other CCI/Vault 7 projects

And 37 related proprietary hardware/software 

manuals from Microchip Technology Inc. 

No clear indication why it was in the repos é

Wikileaks Claimed Purpose

ñRaytheon-developed guided missile system 

installed on Pratt & Whitney aircraftò



SOMETHINGôS NOT RIGHT é
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PROTEGO ARCHITECTURE (SIMPLIFIED)

Beacon Interface

AT Events

ÅProtego subsystem

ÅDeployment box

ÅInter-MCU comms over 

serial

ÅIncoming GPS signals



SO FAR, SO GOOD RIGHT?

Missile CollarTube

THIS IS ALL CLEARLY MISSILE SYSTEMS TERMINOLOGY



BUT #1: PWA?

ÅP&W assertion seems based solely on PWA abbreviation

ÅP&W manufacture engines, not aircraft

ÅDoesnôt make sense for ProtegoôsMCUs to reside ñonò the engine 

é



PWA = PRINTED 
WIRING 
ASSEMBLY

ÅPWA is a PCB after 
all electrical 
components are 
attached

ÅMakes sense that 
MCUs are referred to 
as residing ñonò PWA


